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RISK ANALYSIS ON TECHNICAL 
SAFETY OF PRODUCTION OF WELDED 
STRUCTURES USING NON-DESTRUCTIVE 
TEST AND TECHNICAL DIAGNOSTICS

Об’єктом дослідження є зварні конструкції та їх виробництво.
Ризик є завжди, але очевидно, що прийняття рішень щодо його мінімізації та усунення потребує 

структурованого і системного підходу. Наприклад, керівникам вищої, середньої та лінійної ланок потріб-
но постійно аналізувати ризики, пов’язані з небезпеками, які виникають у дуже складних ситуаціях на 
зварювальному виробництві.

У роботі побудовано алгоритм утворення ризику при експлуатації зварних конструкцій. Запропонова-
но процесний підхід з метою аналізу відхилення процесів проектування, виробництва та обслуговування. 
Визначено показники граничних станів зварної конструкції від механічних дій та показники якості ко-
розійних впливів. Підібрано розрахункові формули швидкості (імовірності) досягнення граничних станів 
від механічних дій. Для аналізування комбінації дій рекомендовано застосовувати метод сіток Байєса. 
Встановлено, що одним з основних завдань системи менеджменту якості зварювального виробництва згідно 
ДСТУ ISO 9001:2015 є забезпечення виявлення потенційних невідповідностей в системі зварювального ви-
робництва і попередження їх виявлення за допомогою менеджменту ризику. Відхилення процесів системи 
менеджменту є причинами утворення браку продукції, що випускається, та виникнення ризику аварійної 
ситуації на виробництві. Успіх менеджменту ризиків буде залежить від результативності структури 
менеджменту, яка забезпечує обґрунтування і заходи, які інтегрують його по всьому зварювальному підпри-
ємству по всім рівням. Структура допомагає впровадженню результативного менеджменту ризиків через 
провадження процесів менеджменту ризиків та неруйнівного контролю і технічної діагностики на різних 
рівнях і рамках конкретного контексту підприємства. Структура гарантує, що інформація про ризик, 
отримана в процесі менеджменту ризику відповідним чином, використовується як основа для прийняття 
рішення і призначення відповідальних за результат на всіх відповідних рівнях зварювального виробництва.

Ключові слова: умови виробництва, технологічна документація, система контролю, людський фактор, 
морально-психологічний клімат, ризик-менеджмент, управління ризиками.
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1.  Introduction

No manufacturer of welding equipment can guarantee 
high-quality welding if a low-quality wire is used or the 
gas parameters do not meet the standards. Everything is 
being done so that the characteristics of the equipment 
correspond to the most stringent requirements of regulatory 
documents and the market  [1, 2]. Even with the current 
difficult situation in the European economy, they do not 
go for cheaper products due to the transfer of produc-
tion to countries with cheap labor, they do not replace 
expensive materials with low-grade ones. All devices use 
only European components and those made at produc-
tion sites in Austria, Wales, the Czech Republic and the 
USA. Ukrainian entrepreneurs rarely venture into heavy 
investments with a distant eye. The reasons are clear: 
we have every year, then some kind of stress. But those 
who seek to gain a foothold in the market and become 
competitive have already seen that the costs of equip-
ment of this class are justified  [3,  4]. However, recently 

there has been another problem: fewer workers want to be 
welders, at least in Ukraine. As a result, many enterprises 
lack qualified personnel. This is the government’s concern, 
and this year a number of educational institutions allo-
cated funds for the formation of welder training centers. 
To the credit of Ukraine, I must say that most of these 
centers are equipped with new technology. Young people 
will not study in the pictures of yesterday and posters, 
but on the advanced modern equipment. Therefore, re-
search on welding production remains relevant. Thus, the 
object of research is welded structures and their produc-
tion. And the aim of research is analysis of the prob-
lems of welding production and the operation of welded  
structures.

2.  Methods of research

Analysis of literature shows that the limit state from 
mechanical stresses on a welded structure is divided into 
two groups, in turn, has subgroups  [5–8].
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The first group contains the limiting states, the transition 
through which leads to the complete unsuitability of the 
object (the basis of the structure, structure or element) 
for operation and for which the inferior states can be:

–	 destruction of any nature (viscous, brittle, as a result 
of fatigue);
–	 loss of shape stability;
–	 loss of stability;
–	 transition to a variable system; qualitative change 
in configuration;
–	 other phenomena in which there is a need  
to cease operation (for example, the occur-
rence of perforation of the wall of a container 
with toxic substances or excessive movement 
of the base during planting of loose soils).
Limit states of this group may be related to 

violation of the requirements for conservation 
or the possibility of the existence of an object 
or non-compliance with safety requirements for 
people and the environment. Achievement of 
the limit state of the first group is classified as 
failure-failure (failure, which immediately causes 
accidents and losses)  [7].

The second group includes limit states that impede the 
normal operation of the facility or reduce its durability 
in comparison with the established period of operation 
and for which outside the limit state is:

–	 excessive excess or rotation of some points of the 
structure, unacceptable fluctuations (excessive value 
of amplitude, frequency, speed, acceleration);
–	 formation and disclosure of internal defects, their 
achievement of the maximum values of opening or length 
(cracks in critical structures are not allowed) by non-
destructive testing and technical diagnostics (NT and TD);
–	 loss of shape stability in the form of local deformation;
–	 damage from corrosion or other types of physical 
wear, which lead to the need to limit operation due 
to a decrease in the life of the facility according to 
information received from the NT and TD (Fig.  1).
Based on the foregoing, the following conclusions can 

be drawn:
1.	 Products for welding production are divided into 

4  groups.
2.	 The indicators of the ultimate state of the welded 

structure from mechanical stresses and the quality indicators 
of corrosion effects on operational safety are determined.

3.	 It has been established that one of the main tasks 
of the quality management system of welding production 
(according to DSTU ISO 9001:2015) is to identify poten-
tial inconsistencies in the welding production system and 
prevent their detection using risk management using NT 
and TD. Deviations of the processes of the management 
system are the reasons for the formation of a shortage 
of products and the risk of an emergency at work.

4.	 Risk management is an indispensable part of the 
management process, as it is fundamental to the welding 
enterprise. Therefore, at all levels and in all areas: the 
quality of work on welding and NT and TD, labor safety, 
ecology, energy saving, it is necessary to meet national 
and international standards.

Welding production is confronted with internal and 
external factors and influences that create uncertainties as to 
whether they will be able to achieve their goals, as well as 
the timing of achieving these goals. The effect of such uncer

tainty on welding production is a risk  [8, 9]. All activities 
of the welding enterprise include risk. Welding production 
carries out risk management because of its identification, 
analysis and by assessment, risk should be changed by pro-
cessing, NT and TD, in order to meet the established risk 
criteria. During this process, it communicates and consults 
with stakeholders. At the same time, monitoring and view-
ing of risk and controls are carried out, which change the 
level of risk to ensure that further risk processing during 
the operation of welded structures is not required  [10].

3.  Research results and discussion

In the course of the work, it is found that the risk 
of production during the life cycle is associated with:

1.	 The purpose of the construction.
2.	 Production factors, namely, process mismatches:
1)  design;
2)  production;
3)  installation;
4)  operational maintenance;
5)  unreliability and uncertainties of the test processes 

during the life cycle of items 1–4.
3.	 Physical effects on the structure. Analysis of the de-

sign purpose contains:
–	 operating conditions (action on the structure);
–	 legislative requirements for the design and analysis 
of risks;
–	 level of quality according to the results of NT and 
TD of similar products on the market;
–	 analysis of the risks of human exposure during the 
production and operation of the structure;
–	 analysis of the risk of environmental impact during 
production and operation;
–	 risk analysis of the use of the welded structure for 
other purposes;
–	 analysis of residual risks after the actions of person-
nel in emergency situations.
One of the main tasks of the welding production quality 

management system is to ensure the identification of poten-
tial inconsistencies and to prevent their detection with the 
help of NT and TD. Deviation of the management system 
processes are the causes of the shortage of products  [11].

The relationship between the risk of non-conforming 
products as a result of the operation of an inappropriate  
quality management system for the design of welded struc-
tures, production, maintenance and the main factors of 
external threats is proposed (Fig.  2).

Quality management standards consider risks as the 
probable deviation of each of the processes, which de-
scribes the full activity of the welding enterprise in the 
management, supply, production of structures, monitoring  

Fig. 1. Methods of risk management in the enterprise

Qualitative analysis Quantitative analysis 

Allows to determine the types of 
risks that have the greatest impact 
on the organization and are used as 
the basis for quantitative analysis 

Carried out using statistical, 
analytical methods, methods of 

expert assessments, methods
of analogues, etc.
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and NT and TD. Therefore, let’s recommend identifying 
the risks inherent in each of the processes. A process 
approach is proposed. This will allow to determine both 
the owner of the process and the owner of the risk and 
those responsible for the process with which the occurrence 
of risk is associated. And it will also allow to establish 
the processes preceding this process and determine causal 
relationships in case of a risk in the manufacture and 
operation of the structure  [13].

The welded structure, which is operated, is subject to 
physical effects, they are mechanical, thermal and chemical 
in nature. During the operation of building structures, 
mechanical effects on the structure and corrosive effects 
leading to corrosion damage to the metal can be con-
sidered significant impacts. The risk of operation of the 
structure is considered as the probability of failure and 
associated losses. Failure may be considered a change in 
the properties of the structure to a more extreme state.

The limiting conditions of the second group may be 
associated with violation of the requirements for the use of 
a welded structure without restrictions, personnel service 
capabilities, improper use of NT and TD, appearance, and 
modernization capabilities. Often these limit states are 
classified as «failure is an obstacle»  [14].

The condition for ensuring reliability, i.  e. absenteeism 
to the limit state, is written by an inequality of the form:

g(Gd, fe, ad, C, γn, γd , Tef) ≥ 0,

where g(o) – such a function of the system parameters 
for which g(o)<0 means the achievement of a transboun
dary  state; Gd, fe, ad – calculated values of loads, strength 
characteristics of materials or abrasive materials and 
geometric characteristics of the structure, respectively; 
C – restriction on the parameter that is monitored (for 
example, the permissible maximum disclosure of a de-
fect); γn – reliability coefficient for responsibility (liability 
coefficient), taking into account the significance of the 
structure and the facility as a whole, as well as the pos-
sible consequences of failure, and is taken into account as  
a factor to the calculated value of the load; γd – reli-
ability coefficient of the model, taking into account the 
uncertainty of the design scheme and other similar cir-

cumstances (for example, the sensitivity of the structure 
to local damage, initial imperfections, increased wear rate). 
It is taken as a factor to the calculated value of the  
load (Fig.  3).

In order to determine the speed of the design’s pos-
sible achievement of a critical state by corrosion (or the 
probability of reaching the limit state during Теf ), it is 
recommended to use the following quality assessment 
indicators:

1.  Mass – characterizes the change 
in the mass of the sample of material 
in the corrosion results (g/m2⋅h):

K
m m

Sm
± =

−
⋅

1 2

τ
,

where m1, m2 – mass of material in 
accordance with and after corrosion; 
S – surface area of the material, m2; 
τ – time.

The relationship between positive 
and negative mass metrics:

K K
n A

n Am m
o M

M o

− +=
−
⋅

,

where no, nM – the valencies of the 
oxidizing agent and the metal, respec-
tively; Ao, AM – the atomic masses 
of the oxidizing agent and the metal, 
respectively.

2.	 Deep (allows to evaluate the corrosion depth of the  
metal (mm/h)):

K
m m

Sp =
−

⋅ ⋅
8 76

1 2
. ,

ρ τ
where ρ – the metal density g/cm3.

The relationship between depth and mass corrosion:

K
K

p
m=
−

8 76. .
ρ

3.	 Volumetric – in the case of metal corrosion in acids, 
the corrosion rate can be determined by the amount of 
released hydrogen (cm3/cm2⋅year):

K
V P P

S ty =
⋅ −( )
⋅ +( )⋅

273

273 760
H2O

τ
,

where P P,  H2O – respectively, atmospheric pressure during 
the experiments and the pressure of saturated water vapor 
at the measurement temperature, mm⋅Hg; t – measurement 
temperature, °C; V – volume of released hydrogen, cm3.

4.	 Change in electrical resistance KR :

K
R

RR
k

o

= ,

where Ro and Rk – respectively, the resistance of the ma-
terial before and after corrosion.

To account for the combination of actions, it is recom-
mended to use the Bayesian network risk analysis me
thod. There is a certain problem of obtaining statistics on 
possible failure. Failure analysis is carried out according 
to the results of tests in factory testing laboratories of 
enterprises of Ukraine.

 

 
Risk management 

 

Risk asessment 

Risk 
identification 

Risk response 
planning 

Monitoring and 
control 

Risk 
management 

planning 

Fig. 2. Risk management [12]
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On the risk map (Fig.  4), the probability or frequency 
is displayed along the vertical axis, and the impact force 
or significance is displayed along the horizontal axis. In 
this case, the probability of the occurrence of risk increases 
from bottom to top when moving along the vertical axis, 
and the influence of risk increases from left to right along 
the horizontal axis.

The implementation of risk management and ensuring 
effectiveness requires a strong and sustainable form of 
attachment on the part of the enterprise management, as 
well as strategic and detailed planning to achieve sustain-
able at all levels  [15]. Management needs:

–  define and sign a risk management 
policy;
–  ensure the coherence of the enterprise 
culture and its risk management policies;
–  provide performance indicators in the 
field of risk management in the welding 
industry, which are consistent with the 
performance of the organization (Fig. 5);
–  coordinate the goals of risk manage-
ment with the goals and strategies of 
the organization;
–  ensure compliance with legislative 
and other mandatory requirements;
–  establish responsibility for the result 
and implementation at the appropriate 
levels of the enterprise on the basis of 
NT and TD;
–  ensure the allocation of necessary 
resources for risk management and NT 
and TD;
–  transmit information on the benefits of 
risk management to all interested parties;
–  ensure constant compliance of the struc-
ture for the implementation of risk mana
gement and NT and TD (Fig.  5)  [3, 4].
It is recommended to provide docu-

mentation of data on identified risks in 
accordance with the form given in Table 1.

General view of Bayes’ theorem:

P A B
P A P B A

P B E P Ei i

( ) =
( ) ( ){ }
( ) ( )∑

,

where P(X/Y) – probability of the event Х;  
Ei – i-th event.

In the simplest form, Bayes’ theorem for 
two types of action can be written  [16]:

P A B
P A P B A

P B
( ) =

( ) ( ){ }
∑ ( )

.

It is established that one of the main tasks 
of the quality management system of welding 
production is to ensure the identification of 
potential discrepancies in welded structures 
and in the welding production system. To 
prevent their identification, risk management 
using NT and TD is used. Deviations of the 
processes of the management system are the 
reasons for the formation of a shortage of 
products and the risk of an emergency at 
work  [2,  17]. Risk management is an essen-
tial part of the management process. This is 
fundamental for the welding company at all 
levels and in all areas. Particularly impor-
tant is the quality of the work on welding 
and NT and TD, labor safety, the environ-
ment, energy conservation in accordance 
with national and international standards.

 

Design risks (deviations of the 
design quality system processes 
from targets) 

Project risk 

Production risks (associated with 
the deviation of the processes of 
the production quality system 
from target indicators) 

Risk of production of an inappropriate 
welded structure (associated with the 
presence of manufacturing inconsistencies 
and defects in welded joints) 

Risks of the quality of service 
management system and 
technical diagnostics 

Actions on the  
structure (thermal, 
chemical, mechanical) 

The risk of failure of the welded 
structure is in operation (a more extreme 
state associated with the transition) 

DESIGN  

PRODUCTION 

 

 

 

a) within the normative period of operation; 
b) more than a certain resource 

Risks of the implementation of installation 
services (associated with the deviation of the 
processes of the quality system of the 
installation) 

Risk of inadequate weldment (due to 
installation mismatches and joint defects) 

ASSEMBLING 

OPERATION  

Start (Preparation of ToR) 
Destination analysis: 
Operating conditions (design impact) 
legal requirements 
The level of quality of similar 
products on the market 
Analysis of risks to human and 
environmental effects and risks of 
misuse 

 

MISUSE 

Fig. 3. Algorithm for the occurrence of risk in welded structures (TR – terms of reference)
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Fig. 4. The matrix of risks in welded structures. Risk level defined in the risk profile:  
1–2 points – insignificant; 3–4 points – moderate; 6–9 points – critical;  

12–16 points – catastrophic
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4.  Conclusions

During the study, an algorithm for the formation of risk 
during the operation of welded structures is constructed. 
The parameters of the ultimate state of the welded struc-
ture from mechanical stresses and the quality indicators of 
corrosion effects are determined. The calculated formulas 
for the speed (probability) of reaching limit states from 
mechanical stresses are selected. It is recommended to 
use the Bayesian grid method to analyze a combination 
of actions. It has been established that one of the main 
tasks of the welding production quality management system 
is to ensure the identification of potential inconsistencies 
in the welding production system and to prevent their 
detection using risk management. Since deviations in the 
processes of the management system are the reasons for 
the formation of a shortage of products and the risk of 
an emergency when operating welded structures.
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