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O6’cxmom docuidxcenms € npoyecu nobydosu onepauyitl 0t Kpunmozpagpiunozo saxucmy ingopmauii, momy uo
sumozu 00 inghopmauiiinoi 6eanexu nocmiiiino spocmaioms. Iiosuuenis cmitkocmi Kpunmozpapiunux nepemseopei
HANPsaAMyY 3aaexcams 6i0 ckaadnocmi ma eapiamuenocmi kpunmoanzopumy. ITiosuuwumu eapiamuenicms MONCAUBO
30 Paxynox 30LIbUEHIS CNEKMPY ONepayiii KPUNmonepemeopenis. 3nauno soiavuumu KiioKicmy onepayii Kpun-
MONEPEmBOPeHILs MONCIUBO 34 PAXYHOK CUHME3Y HeCUMEeMPUUHUX onepayiil. [laia poboma npucesuena cmeopeniio
Memo0o02iuI020 3a6e3NeUents CUNMe3y ma anaidy MHONCUH 0B00NEPAHONUX 060POIPAOHUX KPUNTNOONEPAill
3 mounicmio do nepecmanosku. Ilposedeni docuioxcerms 6asyOMvCs HA Pe3YIbMaAmax 00UUCTIOBANLIHO20 EKCNe-
DUMEHTNY, WO NOLSL2AE 6 CUNME3] 0BOXONEPAHOHUX 08OPOIPAOHUX KPUNTMOONEPAUI HA OCHO8I 00HOONEPAHOHUX,
3 NOOAILUUM NOULYKOM NAP ONEPAUT NPAMOZ0 A KOPEKMHO20 00ePHEeN020 KPUNMONEPEeMBEOPEHIs Ha OCHOBI NOBHO20
nepebopy. B npoueci 06uuciiosanviozo excnepumenmy ompuMani napu 060Xonepanonux onepauii, npeocmaeie-
Hi KOPMeNCAMU 3 YOMUPLOX 00Hoonepanonux onepavii. Popmarizayis ompumanux pe3yiomamis sabesnevuna
mamemamuune npedcmasienis onepayii, npudamie O0ns NPAKmuunoi peanizauii. /lns cnpowenns cKiaonocmi
npaxmuunoi pearisauyii, cunmesosani onepayii nodiieni na 24 muoxcunu no 24 onepauii. ITodin onepauii 6i06y-
8ABCSL 34 PAXYHOK 3ACTROCYBANHA WAOIOHIE MAOIUUD ICTRUHIHOCTIE MHONCUH ONEPALITL 3 MOUNICIO 00 NePeCcmanosKu
onepandis. Bcmanosieno, wo na ocnogi uxopucmanis uabiony 6yov-saxoi onepayii moxce 6ymu nobyoosana écs
MHONCUNG Onepayiil 3 mounicmio 0o nepecmanosxu. Kpim mozo, anaiis cunmesosanux Muoxcun nokasas, wo Mmo-
HCUHU CUMEMPUYHUX | HECUMEMPUYHUX Onepayii He nepemunalomvcsi. Ompumano 20 MHOMCUH HECUMEMPUUHUX
0800NEPAHONUX OBOXPOIPAOHUX ONEPAUTLL, A MAKONC 4 MHONCUNU cumempuunux onepauiil. [lodarvwe docaioncenis
KONCHOT CUNME308AHOT MHONICUNU HECUMETIPUUHUX ONEPAUITl KPUNTMONEPEMEOPEHHS 3a0e3NeUUmy MONICIUGICMb 6CMA-
HOBLCHISL B3AEMO3B SIZKIG MINC ONEPANOAMU ONePAUi Ma MiJc ONePauisamu 8 UiLoMy. 3ACMOCYBAHHS CUHINE308AHUX
HeCUMEMPUUHUX ONepayii 0acmy 3M02y NiOSUWUMU HAJITIHICTNG KPUNMOAIZ0PUMMIE NOMOK08020 WUDPYEAls.
ingpopmayii 3a paxynox 3naunozo 30LILUWEHHS 6aPIAMUSHOCI Kpunozpagiunux nepemaopens. B ceéoio uepzy sa-
CMOCYBANHSL CUHMEI0BANHUX MHONCUN ONEPAYILL CNPOCMUMb NPAKMUYNHY PEali3ayilo 8 KOMN 1omepii kpunmozpagii.

Kmow4esi cmoBa: komn’tomepna xpunmozpais, Hecumempuyuni onepayii KPUnmonepemeopenusi, MHONCUHU
onepauiil, 8apiamusHicMy KPUNMOALZ0PUMMIG.
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1. Introduction

In the modern scientific literature, in recent years, papers
devoted to the study of modified symmetric operations in
cryptographic algorithms for stream encryption, different
from the classical modulo addition have appeared [1-3].
Such studies include, for example, modulo addition opera-
tions up to a permutation [4]. However, the operations of
crypto conversion of information are not limited to sym-
metrical. Most of them are asymmetric, that is, the encoding
operation will be different from the decoding operation.
These operations are an order of magnitude larger [5, 3].

It should be noted that by analogy with symmetric
operations used in stream encryption, studies of asymmetric
operations will be more effective in terms of grouping into
mathematical groups. The allocation of mathematical groups
of asymmetric streaming encryption operations will allow
to study the properties of such operations and establish
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the relationship between them. It will also simplify the
software and hardware implementation of cryptographic
algorithms with their use and improve the quality of en-
cryption through the use of various operations from various
mathematical groups [6, 7]. But despite the prospects for
their application, the study of these operations in stream
encryption was not paid at all. Thus, the object of research
is the processes of constructing operations for cryptographic
protection of information, as the requirements for informa-
tion security are constantly growing. The aim of research
is to create methodological support for the synthesis and
analysis of sets of two-operand two-bit crypto operations
within the permutation accuracy.

2. Methods of research

The study is based on the application of the approaches
described in [8, 9]. The starting point of the study is the
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results of a computational experiment to search for two-
operand two-bit crypto conversion operations.

Symmetric crypto conversion operations have the fol-
lowing properties [10]:

AoB=C; BoA=C; A6C=B; CoA=B;

BoC=A; CoB=A, (1)
where A and B — input information; C — result of the ope-
ration; 6 — operation designation.

Unlike symmetric operations, which perform direct and
inverse transformations; asymmetric operations exist only in
combination of direct and inverse operations. In this case,
the inverse operation may change when the operands are
rearranged. Based on this pair of operations for asymmetric
cryptographic conversion should have the following properties:

AoB=C; B6A=C; A6C=B; C6A=B;

BoC=A; C6B=A, (2)
where A and B — input information; C — result of the
operation; 6 — designation of a direct operation; §, 6 — de-
signation of inverse operations.

It should be noted that for 6=86=06 the asymmetric
operation will coincide with the symmetric.

For experimental synthesis of two-operand operations,
let’s use many single-operand crypto conversion operations,
given in Table 1 [11].

Single-operand two-bit cryptographic information conversion operations

2. In each row of the transformation matrix, the value
of the operand (instruction) should not be repeated.

3. The matrix should be symmetric with respect to
the main diagonal for constructing symmetric opera-
tions (A[i, j]= A[},i]), and asymmetric — for constructing
asymmetric operations (A[i, j]# A[J,i])-

During the experiment, let’s synthesize double-operand
operations by combining four single-operand operations
by exhaustive search. To find pairs of asymmetric ope-
rations, a programmatic search was performed for the in-
verse crypto conversion for all possible synthesized two-
operand two-bit operations. The essence of the search is
as follows: on the set of input data, a crypto conversion
operation was performed, which was taken directly. If the
reverse operation exists for the direct operation, then the
result of the reverse operation must coincide with the
set of input data. As a direct operation, all synthesized
crypto-digest operations were selected. For each direct
operation, the reverse was searched by enumerating the
entire set of input operations. The pairs of operations
found will be asymmetric and symmetric crypto conver-
sion operations.

During the experiment, 576 operations were obtained,
of which 96 were symmetric operations, and 480 were
asymmetric. Symmetric operations were investigated in
a number of works [13—15]. Asymmetric operations received
and published for the first time, and require further research.

To significantly reduce the amount of work in the
study of symmetric operations, they were divided into
4 groups of operations. Further research of each group

separately provided the opportunity to es-
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In the process of a computational ex-
periment, pairs of two-operand operations
are obtained, represented by sets of single-
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X ®1 Let’s formalize these sets in the opera-

Single-operand and two-operand operations of crypto-
graphic information conversion are used. During the ex-
periment, let’s use a table representation of single-operand
and two-operand operations. Based on this two-operand
operation, the crypto conversion operation can be repre-
sented by the matrix A[i,j], where i — the results of the
j single-operand operation [12].

In order for the operation to correspond to expres-
sion (2), the following conditions must be met:

1. In each column of the transformation matrix there
should be no repetition of the command (value of the
operand).

tion of direct and reverse asymmetric crypto
conversion.
Since O* - 07, then

d i _ Ol
01,13,19,7 4 01,13.19,7 - Oﬁe,12,18,24
or
d d
0113,19,7 - 06,12,18,2/1’
where is the reflection of the relationship between direct
and reverse operations (coding and decoding transactions).

Indices in two-operand operations denote tuples of single-
operand operations in the numbering of the Table 1.
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Substituting one-operand operations in the designation
of two-operands, let’s obtain.

Let’s formalize these tuples in the ope-
ration of direct and reverse asymmetric

of operations were obtained, 24 operations in each plu-
ral. Examples of constructed sets of operations are given
in Table 3.

crypto conversion. Tahle 3
Since, then, or, where is the reflection of Set of double-operand two-bit operations
the relationship between direct and reverse
operations (coding and decoding transac- No. Set 1 Set 2 Set 24
tions). Indices in two-operand operations
denote sets of single-operand operations in 1 Olozrs = Diviises Dlarss = Ofr400 Olisisc = Bia
the numbering of the Table 1.
Substituting single-operand operations in 2 Ofz081 = Ofbassn Ofesiorr = O iz Of1p521 = Offza1216
the designation of two-operand, let’s obtain:
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L X2 4 0% 655 — U943 Of12013 = Ofianse Ofyis118 = Ofizoz
[x,®1] .
X itk =05 k=1, 5 Of1s020 — Oiiszes Ofyina2s — Ofizisis O§a1175 — O
k _ - .
Ofis107 =1 1] -
Xy .
Jif by =1; k,=0;
».X‘z @ 1< X q " J k d
- - 20 Og2a1811 — Ofoup o Ofir1027 — Ofiprzo Ofiznerz = Ofsgsis
Xy .
,lf k1:1, k2:1
LL¥2 ('91_ 21 01‘(5,5,11,22 d 01[18,2,24,8 Ulks,s,s,m d Uﬁ!,m,lz,z 01‘3,3,11,23 il Ufis,zz,m,s
—x1 D@xay | .
¥ , if ky=0; ky=0; 22 Of 3100 — Ofzosia 0% 12518 — Dghisse O%4157 — Dfsp1as
L X1
X0y | . 0L 4. 23 0{12,13,21 i 0510,19,15 Uika,z,7,14 il Uzdu,m,aﬂ Uzku,u,w,s 4 Ufjs,a,s,m
Jif b =0; ky=1;
o | x; D1
= Ubaz1824 =9 24 O%16125 — Dy Ofi1560 — D8z Ofs11155 — O861010
X ®x, @1 .
Jif By =1; k,=0;
[ X1
[, @x,®1] . The analysis of synthesized sets shows that 20 sets
X, @1 At k=15 k=1, consist solely of asymmetric double-operand operations.

where x;, b — value of the i-th bits of the first and second
operands, respectively.

To separate experimentally obtained operations into
sets, it is proposed to use templates of truth tables of
operations up to permutation. 24 templates of sets of op-
erations were constructed up to an operand permutation,
some of which are given in Table 2.

Tahle 2
Templates of truth tables of sets of operations
within the operand permutation

Operand Template 1 Template 2 Template 24
value
0
1
2
3
Note: a,b,c,d {0,123}, azb=c#d

Operation templates are necessary for constructing sets
of operations by sorting the truth tables of experimentally
synthesized operations.

3. Research results and discussion

According to the results of sorting the synthesized
operations on the basis of the proposed templates, 24 sets

The obtained results allow to state that the sets of sym-
metric and asymmetric operations do not intersect. In
addition, using a template corresponding to each set al-
lows to create the whole set of asymmetric operations
with any operation of this set.

The uniqueness of each of the 576 truth tables in-
dicates that all synthesized operations are different, and
the presence of the corresponding decoding operations
obtained as a result of a practical experiment allows to
be practically implemented. The use of synthesized sets
of operations will provide an increase in the variability
of cryptographic transformations of stream encryption.

4. Conclusions

Based on the results of a computational experiment,
576 two-bit two-operand cryptographic coding operations
were constructed, of which 96 were symmetric operations,
and 480 were asymmetric.

The synthesized operations are divided into 24 sets of
24 operations, of which 20 are sets of asymmetric opera-
tions and 4 are sets of symmetric operations. Operations
were separated using 24 truth table templates.

Since the entire multiplication of operations is described
by one template, then with any one operation of any set,
it is possible to build the whole set of operations on the
basis of the given.

It is established that the truth tables of synthesized
operations are not repeated, therefore they are all diffe-
rent. The use of synthesized operations will increase the
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variability of cryptographic conversion algorithms, and
the use of multiple operations will simplify their practi-
cal implementation.
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