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SYNTHESIS OF SETS OF NON-SYMMETRIC 
TWO-OPERAND TWO-BIT CRYPTO 
OPERATIONS WITHIN THE PERMUTATION 
ACCURACY

Об’єктом дослідження є процеси побудови операцій для криптографічного захисту інформації, тому що 
вимоги до інформаційної безпеки постійно зростають. Підвищення стійкості криптографічних перетворень 
напряму залежать від складності та варіативності криптоалгориму. Підвищити варіативність можливо 
за рахунок збільшення спектру операцій криптоперетворення. Значно збільшити кількість операцій крип-
топеретворення можливо за рахунок синтезу несиметричних операцій. Дана робота присвячена створенню 
методологічного забезпечення синтезу та аналізу множин двооперандних дворозрядних криптооперацій 
з точністю до перестановки. Проведені дослідження базуються на результатах обчислювального експе-
рименту, що полягає в синтезі двохоперандних дворозрядних криптооперацій на основі однооперандних,  
з подальшим пошуком пар операцій прямого та коректного оберненого криптоперетворення на основі повного 
перебору. В процесі обчислювального експерименту отримані пари двохоперандних операцій, представле-
ні кортежами з чотирьох однооперандних операцій. Формалізація отриманих результатів забезпечила 
математичне представлення операцій, придатне для практичної реалізацій. Для спрощення складності 
практичної реалізації, синтезовані операції поділені на 24 множини по 24 операції. Поділ операцій відбу-
вався за рахунок застосування шаблонів таблиць істинності множин операцій з точністю до перестановки 
операндів. Встановлено, що на основі використання шаблону будь-якої операції може бути побудована вся 
множина операцій з точністю до перестановки. Крім того, аналіз синтезованих множин показав, що мно-
жини симетричних і несиметричних операцій не перетинаються. Отримано 20 множин несиметричних 
двооперандних двохрозрядних операцій, а також 4 множини симетричних операцій. Подальше дослідження 
кожної синтезованої множини несиметричних операцій криптоперетворення забезпечить можливість вста-
новлення взаємозв’язків між операндами операції та між операціями в цілому. Застосування синтезованих 
несиметричних операцій дасть змогу підвищити надійність криптоалгоритмів потокового шифрування 
інформації за рахунок значного збільшення варіативності крипографічних перетворень. В свою чергу за-
стосування синтезованих множин операцій спростить практичну реалізацію в комп’ютерній криптографії.

Ключові слова: комп’ютерна криптографія, несиметричні операції криптоперетворення, множини 
операцій, варіативність криптоалгоритмів.
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1.  Introduction

In the modern scientific literature, in recent years, papers 
devoted to the study of modified symmetric operations in 
cryptographic algorithms for stream encryption, different 
from the classical modulo addition have appeared  [1–3]. 
Such studies include, for example, modulo addition opera-
tions up to a permutation  [4]. However, the operations of 
crypto conversion of information are not limited to sym-
metrical. Most of them are asymmetric, that is, the encoding 
operation will be different from the decoding operation. 
These operations are an order of magnitude larger  [5, 3].

It should be noted that by analogy with symmetric 
operations used in stream encryption, studies of asymmetric 
operations will be more effective in terms of grouping into 
mathematical groups. The allocation of mathematical groups 
of asymmetric streaming encryption operations will allow 
to study the properties of such operations and establish 

the relationship between them. It will also simplify the 
software and hardware implementation of cryptographic 
algorithms with their use and improve the quality of en-
cryption through the use of various operations from various 
mathematical groups  [6, 7]. But despite the prospects for 
their application, the study of these operations in stream 
encryption was not paid at all. Thus, the object of research 
is the processes of constructing operations for cryptographic 
protection of information, as the requirements for informa-
tion security are constantly growing. The aim of research 
is to create methodological support for the synthesis and 
analysis of sets of two-operand two-bit crypto operations 
within the permutation accuracy.

2.  Methods of research

The study is based on the application of the approaches 
described in  [8, 9]. The starting point of the study is the  
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results of a computational experiment to search for two-
operand two-bit crypto conversion operations.

Symmetric crypto conversion operations have the fol-
lowing properties  [10]:

AôB = C; BôA = C; AôC = B; CôA = B; 

BôC = A; CôB = A,	 (1)

where A and B – input information; C – result of the ope- 
ration; ô – operation designation.

Unlike symmetric operations, which perform direct and 
inverse transformations; asymmetric operations exist only in 
combination of direct and inverse operations. In this case, 
the inverse operation may change when the operands are 
rearranged. Based on this pair of operations for asymmetric 
cryptographic conversion should have the following properties:

AôB = C; BôA = C; AõC = B; CóA = B; 

BõC = A; CóB = A,	 (2)

where A and B – input information; C – result of the 
operation; ô – designation of a direct operation; õ, ó – de- 
signation of inverse operations.

It should be noted that for ô = õ = ó the asymmetric 
operation will coincide with the symmetric.

For experimental synthesis of two-operand operations, 
let’s use many single-operand crypto conversion operations, 
given in Table 1  [11].

Single-operand and two-operand operations of crypto
graphic information conversion are used. During the ex-
periment, let’s use a table representation of single-operand 
and two-operand operations. Based on this two-operand 
operation, the crypto conversion operation can be repre-
sented by the matrix A i j[ , ], where i  – the results of the 
j  single-operand operation  [12].

In order for the operation to correspond to expres-
sion  (2), the following conditions must be met:

1.	 In each column of the transformation matrix there 
should be no repetition of the command (value of the 
operand).

2.	 In each row of the transformation matrix, the value 
of the operand (instruction) should not be repeated.

3.	 The matrix should be symmetric with respect to 
the main diagonal for constructing symmetric opera-
tions ( [ , ] [ , ]),A i j A j i=  and asymmetric – for constructing 
asymmetric operations ( [ , ] [ , ]).A i j A j i≠

During the experiment, let’s synthesize double-operand 
operations by combining four single-operand operations 
by exhaustive search. To find pairs of asymmetric ope
rations, a programmatic search was performed for the in-
verse crypto conversion for all possible synthesized two-
operand two-bit operations. The essence of the search is 
as follows: on the set of input data, a crypto conversion 
operation was performed, which was taken directly. If the 
reverse operation exists for the direct operation, then the  
result of the reverse operation must coincide with the 
set of input data. As a direct operation, all synthesized 
crypto-digest operations were selected. For each direct 
operation, the reverse was searched by enumerating the 
entire set of input operations. The pairs of operations 
found will be asymmetric and symmetric crypto conver-
sion operations.

During the experiment, 576  operations were obtained, 
of which 96 were symmetric operations, and 480 were 
asymmetric. Symmetric operations were investigated in  
a number of works [13–15]. Asymmetric operations received 
and published for the first time, and require further research.

To significantly reduce the amount of work in the 
study of symmetric operations, they were divided into 
4  groups of operations. Further research of each group 

separately provided the opportunity to es-
tablish relationships between operands of 
an operation and between operations as a 
whole.

Let’s consider the possibility of dividing 
asymmetric operations into sets of opera-
tions by analogy with symmetric operations. 
The results will provide an opportunity  
for further research aimed at the automa
tic synthesis of these operations and their 
practical application in computer crypto- 
graphy.

In the process of a computational ex-
periment, pairs of two-operand operations 
are obtained, represented by sets of single-
operand operations. For example:

«1, 13, 19, 7» «6, 12, 18, 24».

Let’s formalize these sets in the opera-
tion of direct and reverse asymmetric crypto 
conversion.

Since O Ok d→ ,  then 

O O Od d k
113 19 7 113 19 7 6 12 18 24, , , , , , , , ,→ =

or

O Od d
113 19 7 6 12 18 24, , , , , , ,→

where is the reflection of the relationship between direct 
and reverse operations (coding and decoding transactions). 
Indices in two-operand operations denote tuples of single-
operand operations in the numbering of the Table  1.

Table 1
Single-operand two-bit cryptographic information conversion operations
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Substituting one-operand operations in the designation 
of two-operands, let’s obtain.

Let’s formalize these tuples in the ope
ration of direct and reverse asymmetric 
crypto conversion.

Since, then, or, where is the reflection of 
the relationship between direct and reverse 
operations (coding and decoding transac-
tions). Indices in two-operand operations 
denote sets of single-operand operations in 
the numbering of the Table  1.

Substituting single-operand operations in 
the designation of two-operand, let’s obtain:
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where xi , ki – value of the i-th bits of the first and second 
operands, respectively.

To separate experimentally obtained operations into 
sets, it is proposed to use templates of truth tables of 
operations up to permutation. 24  templates of sets of op-
erations were constructed up to an operand permutation, 
some of which are given in Table  2.

Table 2
Templates of truth tables of sets of operations  

within the operand permutation

Operand 
value

Template 1 Template 2 … Template 24

0 1 2 3 0 1 2 3 … 0 1 2 3

0 a b d c a d c b

…

a d c b

1 b c a d b a d c b c a d

2 c d b a c b a d c b d a

3 d a c b d c b a d a b c

Note: a b c d, , , , , , ,∈{ }0 1 2 3  a b c d≠ ≠ ≠

Operation templates are necessary for constructing sets 
of operations by sorting the truth tables of experimentally 
synthesized operations.

3.  Research results and discussion

According to the results of sorting the synthesized 
operations on the basis of the proposed templates, 24 sets  

of operations were obtained, 24 operations in each plu-
ral. Examples of constructed sets of operations are given  
in Table 3.

The analysis of synthesized sets shows that 20  sets 
consist solely of asymmetric double-operand operations. 
The obtained results allow to state that the sets of sym-
metric and asymmetric operations do not intersect. In 
addition, using a template corresponding to each set al-
lows to create the whole set of asymmetric operations 
with any operation of this set.

The uniqueness of each of the 576  truth tables in-
dicates that all synthesized operations are different, and 
the presence of the corresponding decoding operations 
obtained as a result of a practical experiment allows to 
be practically implemented. The use of synthesized sets 
of operations will provide an increase in the variability 
of cryptographic transformations of stream encryption.

4.  Conclusions

Based on the results of a computational experiment, 
576 two-bit two-operand cryptographic coding operations 
were constructed, of which 96 were symmetric operations, 
and 480 were asymmetric.

The synthesized operations are divided into 24 sets of 
24 operations, of which 20 are sets of asymmetric opera-
tions and 4 are sets of symmetric operations. Operations 
were separated using 24 truth table templates.

Since the entire multiplication of operations is described 
by one template, then with any one operation of any set, 
it is possible to build the whole set of operations on the 
basis of the given.

It is established that the truth tables of synthesized 
operations are not repeated, therefore they are all diffe
rent. The use of synthesized operations will increase the 

Table 3

Set of double-operand two-bit operations

No. Set 1 Set 2 … Set 24

1 O k1 8 20 13, , , → O d3 11 15 23, , , O k1 20 13 8, , , → O d2 7 14 19, , , … O k1 19 16 10, , , → O d2 11 17 20, , ,

2 O k13 20 8 1, , , → O d15 23 3 11, , , O k4 23 10 17, , , → O d5 16 11 22, , , … O k5 17 9 21, , , → O d4 24 12 16, , ,

3 O k2 19 7 14, , , → O d5 21 17 9, , , O k5 16 11 22, , , → O d4 23 10 17, , , … O k2 8 18 24, , , → O d1 21 15 7, , ,

4 O k24 9 15 6, , , → O d22 7 4 13, , , O k8 1 20 13, , , → O d7 14 19 2, , , … O k10 16 1 19, , , → O d11 20 2 17, , ,

5 O k6 15 9 24, , , → O d4 13 22 7, , , O k10 17 4 23, , , → O d11 21 5 16, , , … O k9 21 17 5, , , → O d12 4 16 24, , ,

… … … …

20 O k5 22 16 11, , , → O d2 24 8 18, , , O k14 19 2 7, , , → O d13 8 1 20, , , … O k14 20 6 12, , , → O d13 9 3 19, , ,

21 O k16 5 11 22, , , → O d18 2 24 8, , , O k15 6 9 24, , , → O d18 21 12 3, , , … O k15 3 11 23, , , → O d18 22 10 6, , ,

22 O k10 23 17 4, , , → O d12 20 6 14, , , O k21 12 3 18, , , → O d24 15 6 9, , , … O k22 4 13 7, , , → O d23 8 14 5, , ,

23 O k3 12 18 21, , , → O d1 10 19 16, , , O k19 2 7 14, , , → O d20 13 8 1, , , … O k20 14 12 6, , , → O d19 3 9 13, , ,

24 O k21 18 12 3, , , → O d19 16 1 10, , , O k24 15 6 9, , , → O d21 12 3 18, , , … O k23 11 15 3, , , → O d22 6 18 10, , ,
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variability of cryptographic conversion algorithms, and 
the use of multiple operations will simplify their practi-
cal implementation.
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