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KEPYBAHHA AOCTYINOM A0 PECYPCIB

IHTENEKTYANBHOI'O NMIANPHEMCTBA
3 BHKOPUCTAHHAM OHTONOITYHHX

3anpononosano nioxio 00 euKOpUCMAHHS OHMOLOZIMHUX MoOeell Ol Kepyeanus 0ocmynom 0o
pecypcia. Ilopiensno 3 gidomum memodamu RBAC ma ABAC sanpononosanuii memoo cmeopioe MoMcau-
gicmo QUHAMIUHO20, DOKYMEHMOBAN020 HADAHHS MA BULYUEHHS NPas 00cmyny 00 Pecypcié y KOHmeKcmi

Oisnec-npouecie, AKi 6UKOHYIOMbCS Y CUCTNEM.

Kmouosi cnoBa: Konmpois docmyny, OHmMoL0zZiuna Mooeib, MOOeNI08aHHs. Oi3Hec-Npouecis, inmeex-
myanvna cucmema, iHmeiekmyaivie nionpPueMcmeo.

1. Introduction

The growing complexity of information systems, con-
stantly changing business environment requires adaptation of
information system to those changes. One of the increasingly
popular approaches to build flexible information enterprise
systems is to use knowledge handling technologies, resulting
in creation of intelligent enterprise [1]. An important part
of adaptation processes is the continuous adjustment of ac-
cess policies to business processes and environment changes.

2. Related work analysis and prohlem statement

Today’s popular and largely used access control
models are discretionary (DAC), mandatory (MAC) and
role-based (RBAC). With DAC it is difficult to manage
a large number of resources, it is impossible to determine
and maintain complex policies [2]. MAC is widely used in
systems where there is a need to control access to sensitive
documents and the number of levels of secrecy is relatively
small. For use in industrial systems labeled access abstrac-
tion is not flexible enough [2].

In the method of access control that uses roles (RBAC)
each role is assigned to a set of access rights to resources.
Users get rights by association with certain roles.

The practice of using RBAC systems also revealed
their numerous flaws [3—5]:

— in large organizations access rights depend on tasks

performed by users and require a constant update as

tasks change;

— roles management naturally had to be performed

by business professionals, which are assigning the tasks

for users. However, role’s and permission’s correction
requires substantial technical knowledge which busi-
ness professionals usually don’t have;

— with the passage of time the user’s access rights

usually expand. The reverse process of access rights

removal in practice is performed with substantial delay.

In order to remove RBAC shortcomings several new
access models were proposed. In ABAC access rights to
resources are associated with a set of rules (policy) ex-
pressed through measurable attributes [4, 6]. Therefore,
ABAC provides a precise and fine-grained access control
when compared to RBAC.

In [4] ABAC method shortcomings in managing per-
missions across domains are highlighted and new autho-
rization-based access control model (ZBAC) is presented.
ZBAC proposes to authorize subject only in parent domain.
Inter-domain authorizations are done based on inter-domain
agreements.

Authors of papers [5, 7] proposed to change core access
model to cover obligation, conditions, continuity, and mu-
tability. The new model was named UCON (user control).

In [8] an extension to RBAC model was developed
taking in consideration context. Sandhu in [5, 7] redefined
basic control model creating ABC model, where context
information is included in conditions.

In a complex Internet-like open systems, which are
crossing and integrating several domains, the usage of
RBAC or ABAC leads to inconsistencies and access errors.
Thus, common specification is needed which describes
formally the meaning of commonly used roles and at-
tributes. The [4, 9] proposes to use an ontology as such
a common specification.

In [10] task-based access control model (TBAC) is
proposed. Authors argue that TBAC is aimed to provide
for integrity of enterprise information system, not only
for data integrity as other models.

The common flaw of existing access control models
is that rules, roles and policies are often created at need
without the systematic approach to enterprise security.
As a result, the created set of roles and rules is hard to
manage, it lacks of internal consistency. As a result overall
security level of system will deteriorate.

The ultimate reason for access permission granting is
provided by business processes. In our opinion the in-
tegrity of enterprise security could be provided if access
rules and roles are associated with enterprise business
processes and permissions are dynamically granted and
revoked in context of business operations which are being
executed. Taking in consideration, that business processes
often are highly repetitive, they can be formalized in form
of models with access management operations associated
with typical business operations.

In this paper we are exploring the approach to access
rights management using executable ontological business
process models, analyzing the advantages of such approach,
and developing access control models presentation language.
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3. System architecture

Model-based access takes place in an intellectual
enterprise system where business processes are modeled
using ontology. The ontology has a central position
in system, because it formulates concepts, attributes
and relations used in intellectual system. Information
base contains facts which are initialized exemplars of
ontology types with specified attribute values. On-
tology semantically interprets facts giving them the
meaning.

Models are formulated using concepts defined in com-
mon ontology. Ontological models are in fact templates
which contain the set of roles, relations, operations and
constraints. Those templates can be initialized by facts.
In this way fact-models are created. Fact-models describe
real business processes and operations and have references
to facts of different ontological types.

4. Access control model structure
and processing

An important subset of ontological models is the
normative models describing and enforcing business rules,
corporate standards. Access control models belong to
this subset. They are associated with business-operation
events and relate the employees performing business
operation.

Access control model defines user roles and resources
needed for performing some typical task. As resources we
use ontology concepts, representing business abstractions
understood by business worker. The facts, derived from
those concepts are used as security objects.

Before the execution of associated business-operation
manager assigns specific employees to specific roles. When
model execution starts, associated employees obtain ac-
cess permissions. When business operation is completed,
corresponding model also completes and granted permis-
sions are revoked.

Let us illustrate the process of creation and using access
control model on example of software proposal develop-
ment (Fig. 1). The process starts when RFP (Request for
proposal) document is received. RFP document is analyzed
first by a top manager, and if it is acceptable, a team is
created for the development of proposal. In process of
initial evaluation top manager has read-only access to
RFP document (fact-model A).

A model for proposal development operation has speci-
fied roles and in corresponding fact-model real employ-
ees are assigned to those roles. Every team member has
full (read/write) access to proposal document and read-only
access to RFP document (model B). When final draft of
proposal is completed, team members lose access to this
document, which is forwarded for review by top-manager
and customer representative. Both reviewers have read-only
access to proposal and RFP (model C). If there are no
corrections when review process is completed, proposal
gets accepted. Otherwise, corrections are forwarded to
proposal development team for proposal update. During
update model B becomes active again and team members get
access to proposal in order to create next draft. After this
the process repeats until proposal is accepted or rejected.

When compared to currently used ABAC or RBAC
proposed model-based access control has following ad-
vantages:

— access rights which are granted in any time mo-

ment correspond to business processes being executed,;

— granting and revoking access rights are done dy-

namically;

— access control model is created and access is granted

by business-worker;

— all operations with access rights are documented

and archived,;

— access control models are reused;

— business standards are enforced.

The language for access control model representation
based on XACML was developed.

Proposed model-based access control approach allow
build an information system where access rights are as-
signed dynamically in context with currently executed
business processes and operations. The tasks of access
control administration are simplified and form a part of
general project management process.
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YNPABNEHKE AOCTYNOM K PECYPCAM MHTENNEKTYANBHOr0
NMPEANPHATHUA C HCNONL30BAHWEM OHTOMOTHYECKHX MOAENEH

[IpensioskeHo MOAXOM I YIIPABJIEHUS JOCTYIIOM K pecypcam
WHTEJJIEKTYAJIbHOTO IPEeANPHUATUS, KOTOPbIIl MCHOJb3YeT OHTO-

NuTeuxos A. .

jgorudyeckue Mojenau. 1o cpaBHEHUIO € U3BECTHBIMU METO/A-
v RBAC n ABAC, npeioskeHHBII METO/ CO3/IaeT BO3MOKHOCTH
JIUHAMUYECKOTO, JOKYMEHTUPOBAHHOTO TPUCBOEHUS U U3bSITUS
MpaB JIOCTyIa K pecypcaM B KOHTEKCTe OU3HEC-TPOIECCOB, KO-
TOpBIE BBIMIOJHSIOTCS B CHCTEME.
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AKTHBHBIE METOAbI OBYYEHHA

B CHCTEME KOMNLIOTEPHOH
MATEMATHKM MAPLE

IIpedcmasaenvt pesyiomamol UCOIb30BAHUSL CUCTIEMbL KOMNbIOMepHot mamemamuku Maple ons
KOHMPOJLA 3HAHUIL, 00BACHEHUS. 3A0aY 3aNPe0ebHOll CLONCHOCMU U CO30AHUSL BUPMYATLLHBIX 1AOOPaAmMo-
puil. Ucnorwsyemvie na pasuvix smanax ooyuenus, 3mu memoovl NOKA3AIU 3PHexmusHocmy cucmembl
Maple, xax 1eobx00umozo snemenma yuebrozo NPoOUECca, UCNOIb306ANUe KOMOPO2ZO NO360LLEN NOGHL-

cumo ezo aphexmusHocmb.

Kmaouesste cnosa: Maple, Kkonmpoiv 3uanuil, Kpunmozpapus, cekpemuulii Kiod, npocmoe Yucio,
supmyanvnas rabopamopus, s¢pgexm Iub6ca, npouecc.

1. Beepgenne

Cucrembl KoMIbloTepHO# MaTemaTk Mathcad, Matlab,
Maple 3ansuin npouHOe MeCTO IPU MPOBEAEHUM HAYYHBIX
pacyeTos, B aHAIN3e KCIIEPUMEHTATBHBIX AaHHBIX [1]. Oco-
Goe MecTo cpeiu HUX 3aHuMaer cucrema Maple, opuen-
TUPOBAHHAS KaK HA CHMBOJIbHBIE, TaK M YNCJCHHBIC BbI-
yucaenns |2, 3]. B nactosiiee BpeMst B yueGHOM Tporiecce
cucrema Maple B OCHOBHOM HCIIOJIb3Y€ETCSI KAK €CTECTBEHHAS
3aMeHa CHCTeMaM IMPOrPAMMUPOBAHMS 32 CYET OIPOMHOTO
qucjia BCTPOEHHBIX (QYHKIMN U 1pouenyp [4, 5]. B Toxe
BpeMsI BO3MOKHOCTH cucteMbl Maple BBIXOAAT 32 paMKu
TPAJUIIMOHHBIX TIO/X0/I0B M IMO3BOJISIOT €€ HCI0Jb30BaTh
KaK aKTHBHOE CPEACTBO O0YyYEHUs], MO3BOJISIOIIEE TOBbI-
CUTh KauecTBO OOydYeHUsI.

2. KonTpons 3HaHWi C MOMOLEID
cucTemut Maple

[TpenopaBatesn TPATAT Maccy BpeMEHU Ha COCTABJICHUE
U IIPOBEPKY CTY/IEHUYECKUX JIOMAIIHUX 3aanuii. Vciomabso-
BaHue cucTeMbl Maple MO3BOJISIET CYIIECTBEHHO CHUBUTH
ux Harpysky. PacecmoTrpum cieayiontyio 3asaqy ¢hbuHaHCOBOI
MaTeMaTHKU.

Cosman ¢ouxa croumoctbio P rpu. Ciycta ny JieT ero
CTOMMOCTb cocTaBuia S(ny) TPH, a CIyCTS 7y JIEeT ero
CTOMMOCTH cocTaBuia S(ny) rpa. OmpeneanTb CTOMMOCTD
omna criyctsi n3 Jiet, ecJu ero HapaleHne OCYIeCTBISAETCS
TI0 HEIIPePBIBHOH CTaBKe € CUJIOH POCTa, M3MEHSIONencs
1o JinHeitnomy 3akony 8(t)=98+at. Hapamennas cymma
BbIumcasgercd 1o Gopmyae [6]:

2
S(n)zP-eXp[50n+aZ]. (1)

[ToncraBus B Boipaskenue (1) gaHublie, COOTBETCTBYIONINE
BpEMEHU 7y W My, TOCJE COOTBETCTBYIONMX IMpeobpaso-
BaHUIl, TOJIy4YUM CHUCTEMY JUHEHHBIX YPaBHEHUII BTOPOTO
MOpSIIKA OTHOCUTEJNBHO &) U a:

n? S(ny) n3 S(ny)
n150+2a=1n(21], n250+22a=1n( 22 . (2)

Pemus cucremy ypaBHeHuit (2) OTHOCUTENBHO &) U a
MaTPUYHBIM CIIOCOOOM, MOKHO HATU CTOMMOCTH (HOH/A B
MOMEHT 73 JIeT TocJie ero co3ganus. Ha puc. 1 mpexcras-
sen dparment tabiuisr Maple auist pacuera HapaieHHON
CYMMBI TIPDM KOHKPETHBIX 3HAYEHUSX MCXO/HBIX JIAHHBIX.
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