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JUSTIFICATION OF WAYS  
INCREASING THE IMMUNITY 
OF SPECIAL PURPOSE RADIO 
COMMUNICATIONS

The object of research is the military radio communication system. One of the most problematic areas in the military 
radio resources management is the interference of military radio systems and facilities. A number of works have been 
devoted to the study of ways to increase the noise immunity of military radio communication systems and facilities. 
However, the known works contain some research results by scientists, which are aimed at increasing the noise immunity 
of military radio communication systems and devices and do not have a comprehensive approach. This work solves the 
problem of substantiating ways to increase the noise immunity of military radio communication systems and facilities.

The scientific problem is solved by substantiating the methodological principles of increasing the noise immunity 
of military radio communication systems in conditions of a priori uncertainty. During the research, the authors used 
the main provisions of the queuing theory, the theory of automation, the theory of complex technical systems, as well 
as general scientific methods of cognition, namely analysis and synthesis. The novelty is that in the course of work:

–  the purpose of functioning of the noise protection system of military radio communication systems is formulated;
–  indicators and criteria for increasing the noise immunity of military radio communication systems have been 

determined;
–  decomposition of the solution of this problem into problems depending on the signal and noise situation is 

carried out.
An approach based on the hierarchical decomposition of the networks functional structure, the behavior of which is 

described by stochastic differential (or difference) equations of the high dimension state, into a number of interconnected 
but simpler functional structures is used for the functional description of military radio communication systems. The 
proposed approach to describe the behavior of military radio systems will allow to decompose the military radio system 
state and increase the efficiency of decision-making to adjust operating modes and parameters in real time. The results 
of the research should be used at the stage of parameters operational management and modes of the system operation.

Keywords: military radio communication system, hierarchical decomposition, functional structure of networks, 
electronic suppression, destabilizing factors.
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1.  Introduction

According to the experience of local wars and armed 
conflicts in recent decades, during operations (combat 
operations), radio communication systems are usually the 
basis of any military weapon control system, as well as com­
munication and information transmission systems. It happens  
because of the high dynamics of hostilities, long range 
and the ability to work in motion  [1, 2].

Taking into consideration the great importance of mili­
tary radio communication systems in the management and 
communication system of troops (forces) group, there is  
a need to find new ways to increase their effectiveness. It 
should be noted that in modern military conflicts, radio 
communication systems are used to meet the needs of 
troops (forces) mobile groups.

As it is known, the military communication radio system 
consists of a stationary and a field component (mobile  
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component). At the same time, the stationary component 
of the military radio communication system is the primary 
target of high-precision devices. That is why the stationary 
component of the military radio communication system 
is designed for the deployment of the field component 
(mobile component). Peculiarities of combat use of the 
mobile component (MC) of military radio communication 
systems (MRCS) involve the creation of a control sys­
tem characterized by adaptability, reliability, and a given 
quality of operation in conditions of a priori uncertainty 
about the communication system state  [3, 4].

The MRCS state is influenced by a large number of  
conditions and factors that determine the conditions  
of MRCS combat use and individual elements of MRCS. 
Particular attention should be paid to the fact that the 
combat use of MRCS takes place in conditions of scar­
city of various resources allocated for 
the organization of radio communication 
systems, as well as in the conditions of 
the electronic warfare use by the enemy. 
Taking into consideration the above, the 
topical issue is the search for new ways 
to increase the noise immunity of radio 
communication systems, operating under 
the influence of electronic warfare and 
shortage of radio resources. It will en­
sure the required quality of radio com­
munication information exchange at the 
minimum necessary cost of all MRCS 
resources.

Thus, the object of research is the 
military radio system. And the aim of 
research should be considered to increase 
the efficiency of the military radio system 
by substantiating the new principles of 
increasing noise immunity.

2.  Methods of research

The analysis of scientific works [1, 2, 5],  
which investigated the analysis of MRCS 
noise immunity, is limited only by the 
research of the intentional interference 
impact on MRCS noise protection, de­
scribed by the normal Gaussian distribu­
tion law. In this case, let’s consider only 
additive nature intentional interferences, 
without taking into account the multi­
plicative interferences and interferences 
described by the non-Gaussian distribu­
tion law.

Signal fading is usually described only 
by the law of Rayleigh, Rice and Na­
kagami. Moreover, in the known works, 
the authors to simplify the calculations 
calculate the fading effect only in accor­
dance with Rice’s law.

The noise immunity of radio channels is significantly 
impaired when the signal is faded, because it is not possible 
to use information about the actual values of the radio 
signals parameters. Thus, random changes in the transmis­
sion channel parameters are the multiplicative interferences, 
which leads to distortion of the transmitted signals in the 
form of random parameters changes  [1, 2, 6].

During the research, the authors used the main pro­
visions of queuing theory, automation theory, theory of 
complex technical systems, information transfer theory, 
theory of signal-code constructions and general scientific 
cognition methods, namely analysis and synthesis.

3.  Research results and discussion

Let’s consider the destabilizing factors that affect the 
noise immunity of the military radio system. The main 
destabilizing factors are: intentional plants, signal replace­
ment, Doppler effect and natural interference.

Fig. 1 shows the classification of intentional and natural 
interference, which is used to disrupt the functioning of the 
system and devices of military radio communication systems 
and provide information during the transmission process.

The probability of erroneous signal reception at the 
input allows to obtain a description for the expression [5]:
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where Ebi is the received bit energy of the useful sig­
nal information; G0i is the noise spectral power density 
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Fig. 1. General classification of intentional and natural interference
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is the Cramp function. Obstacle b(t) (some obstacles b1(t), 
b2(t),…,  bn(t)), affecting the transmitted (useful signal) 
A(t) of the radio channel can be described by the ope­
rator  [2, 5]:

Z t V A t b t( ) = ( ) ( )( ), , 	 (2)

where Z(t) is the signal at the receiver input; b(t) is the 
interference effect on the useful signal.

If this operator can be written as the sum of the use­
ful signal, then ba(t) in (3) has an additive nature of the 
effect on the received signal:

Z t A t b t( ) = ( ) + ( ). 	 (3)

The interference that causes changes in the useful signal 
parameters of nonlinear character А(t) is called multiplica­
tive and described by the following expression:

Z t A t b t( ) = ( )⋅ ( ). 	 (4)

As a rule, intentional interference created by electronic 
suppression interact devices with the useful signal in ac­
cordance with expression (3).

Symbolic interference appears because modern military 
radio communication systems have been dramatically in­
creased in terms of the information transmission speed. 
At the same time, it is necessary to increase the speed of 
information transmission with a limited frequency band 
of military radio transmitters. The specified bandwidth 
radio channel distorts the transmitted useful signal, which 
leads to stretching of the signals in the time plane and, 
in turn, to the overlap of useful signals on each other. 
Intersymbol interferences are described by both multipli­
cative and additive law.

With the simultaneous influence of additive and multi­
plicative interference on the useful signal, the distorted 
signal at the input of the demodulator is described by 
the following expression:

Z t b t A t b tm a( ) = ( )⋅ ( ) + ( ). 	 (5)

By origin, obstacles are divided into intentional and 
unintentional. Intentional obstructions are created by spe­
cially created interference set-ups installed at different 
transport bases.

Active intentional interference by spectral-temporal 
characteristics is divided into sighting, semi-aiming and 
blocking  [2, 6].

Blocking active intentional interference is realized in  
a specific band of operating frequencies of the radio receiver, 
which leads to distortions of the transmitted informa­
tion signals in the frequency and time planes. The most 
common are continuous noise barriers, which cover the 
entire operating frequency range of radio communication 
systems. Noise interference from electronic warfare devices 
is usually described by the Gaussian distribution law, so 
the interference power density is evenly distributed over 

the entire spectrum of the interference signal. Technically, 
this type of interference is quite simple, so this type of 
interference has been actively used since the middle of the 
last century in the main radioelectronic warfare devices.

The semi-targeted active intentional interference only 
partially coincides with the frequency-time characteristics 
of the suppressed radio signal.

Targeted active intentional interference occupies exactly 
the same operating frequency band as the spectrum of the 
useful radio signal, and its effect coincides with the time 
of information transmission. Target interference is the most 
destructive in terms of information reception noise immunity.

The research results on the noise immunity of informa­
tion transmission in radio communication systems [5, 7, 8]  
indicate that additive interference can be divided into 
three main classes: fluctuation, pulse (time-focused) and 
narrowband (spectrum-focused).

Fluctuation is a constant chaotic process that can be 
represented as the sum of the oscillations caused by the 
instability of the radio element base of the radio com­
munication devices. This type of interference creates the 
greatest destructive effect on the useful signal for the 
following reasons:

–	 fluctuation noise is always in the radio channel;
–	 fluctuation noise completely occupies the band of the  
useful signal in time and frequency range;
–	 fluctuation noise has good approximating properties 
from other sources of noise.
A pulse noise is a sequence of pulses of short dura­

tion that occur as a result of short-term electromagnetic 
oscillations. These pulses are much shorter in duration 
than the signal duration, and the bandwidth of the pulse 
noise is much larger than the bandwidth of the useful 
signal ∆ ∆ ∆t f fc cς ςτ , .( )

Impulse noise per unit time is described according to 
a law close to Poisson’s law:

p n
n e

n

n n

( ) =
−

0
0

!
, 	 (6)

where n0 is the number of pulses over a period of time.
Narrowband is a type of interference that is described 

in the form of oscillations, the parameters of which change 
slowly or are constant in the duration of the useful signal.

The effect of narrowband interference on the recep­
tion of the signal at the input of the radio receiver can 
be classified as follows:

–	 interference is concentrated in the frequency band 
of the useful signal, which completely or partially co­
incides with the frequency band of the useful signal;
–	 interference, the spectrum of which is outside the 
frequency band of the useful signal, or in the operat­
ing frequency range of the radio receiver;
–	 interference, the spectrum of which is outside the 
operating range of the radio receiver, but in nonlinear 
transformations components get into at the input of the  
radio receiver operating range.
The operation of military radio systems involves the 

presence of different copies numbers of the useful signal  
at the receiver input, which came to the input of the 
receiver in different ways. This is the cause of rapid chan­
ges  (fading) of the signal parameters.

The signal at the output of the multi-beam transmis­
sion channel can be recorded as  [6]:
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where Ap is the regular component amplitude; f0 is the aver­
age oscillation frequency; t is the signal transmission time;  
Θp is the signal regular component phase; n is the number 
of received rays of the useful signal at the receiver input;  
zi  is the statistically independent random coefficient cha­
racterizing the effective transverse scattering; A0 is the 
fluctuating amplitude; Ωi is the fluctuating signal phase;  
τ i is the delay time of the i-th beam during the passage of 
the path from the transmitter to the receiver of the radio;  
Θi is the statistically independent phase of the signal, 
which passed the i-th path.

Let’s analyze ways to increase the noise immunity of 
military radio systems.

Known literature sources analysis  [4, 6] allows to de­
termine the main ways to increase the noise immunity of 
military radio systems, namely:

1.	 Frequency adaptation mechanisms involve the choice 
of the range of operating waves in which the effect of 
interference is minimal. This choice can be made at the 
planning stage of the radio communication system or at 
the interference protection operational management stage.

2.	 Energy adaptation mechanisms. They include:
–	 increasing the signal-to-noise ratio at the receiver 
input, which is achieved by increasing the transmit­
ter  power;
–	 the application of noise-tolerant principles of space-
time signal processing;
–	 the choice of modulation type and principles of signal 
demodulation;
–	 the application of noise-tolerant (correcting) codes;
–	 the use of several physically separated communica­
tion channels;
–	 the use of channels with different feedback types.
Let’s take a closer look at the main methods of increa­

sing the noise immunity of military radio systems.
Signal-code constructions (SCC). Multi-position M-s sig­

nals are used to increase the data rate without expanding 
the occupied frequency band (increasing the bandwidth of 
the communication system). These signals are formed by 
using multi-position manipulation of the carrier oscillation 
in amplitude, frequency (phase) or in various combinations.

SCC can simultaneously solve the problem of increas­
ing the reliability and speed of information transfer under 
strict restrictions on energy and frequency efficiency and 
solve most of the resulting contradictions. However, only 
harmonized SCC can increase the frequency or energy 
efficiency of radio communication systems without com­
promising other radiocommunication parameters.

Pre-coding methods use. Spatial multiplexing and di­
versity are controversially tied to the geometry and pro­
babilistic characteristics of the channel matrix. It is theo­
retically proved  [6, 7] that if the channel information is 
available only to the receiver, then there is a fundamental 
trade-off between multiplexing and diversity, in which 
one cannot increase and decrease the other. The situa­
tion changes if to assume that some parameters of the 
communication channel are known on the transmitting 
side and can be used to build the appropriate spatial 
signal-code structure.

In fact, such systems assume the presence of a feed­
back channel, and the procedure for forming the optimal 
signal-code structure in these conditions is called spatial 
pre-coding.

In the general case, pre-coding can be considered as 
one of the methods of spatio-temporal coding and as one 
of signal-code construction types.

It should be borne in mind that pre-coding requires feed­
back, because the pre-coding matrix is selected on the basis 
of a priori information about the state of the channel [9, 10].

Spatio-temporal signal processing method choice. Improv­
ing the efficiency of radio communication can be achieved 
through the use of various methods of spatio-temporal 
signal processing. It is theoretically proven that the band­
width of radio communication devices using the methods 
of space-time signal processing can be increased. This is 
achieved by increasing the number of antenna channels 
on the transmitting side (provided that the number of 
receiving antennas is not less than the number of trans­
mitting antennas), compared to traditional radio systems.

However, there is a controversy because of increasing 
the spectral efficiency that complicates the demodulator 
and reduces the noise immunity of the system. Therefore, 
it is necessary to choose a method of signal processing at 
the input of the radio receiver, which will increase the 
radio efficiency without compromising other characteristics 
and has a moderate computational complexity.

4.  Conclusions

The research found that noise immunity studies of 
radio communication systems and facilities are limited 
to the research of the intentional interference effect on 
the noise immunity of radio communication systems and 
facilities, which are described by the normal Gaussian 
distribution law. However, intentional interferences are 
considered only of an additive nature, without taking into 
account the multiplicative interferences and interferences 
described by the non-Gaussian distribution law.

It is established that signal fading is usually described 
only by the law of Rayleigh, Rice and Nakagami. Moreover, 
in the known works, the authors calculate the fading effect 
in accordance with Rice’s law to simplify the calculations. 
The noise immunity of radio channels is significantly im­
paired when the signal is faded, because it is not possible 
to use information about the actual values of the radio 
signals parameters. Thus, random changes in the parameters  
of the transmission channel are a multiplicative interfe­
rence, which leads to distortion of the transmitted signals 
in the parameter random changes form.

It has also been found that the description of the only  
additive destructive component is incomplete, because 
multiplicative and additive destructive components are 
present at the radio receiver input.

The following ways to increase the noise immunity of 
radio communication systems and facilities are proposed:

–	 the use of operating frequency adaptive pseudo-random 
adjustment technologies, which are able to change the 
adjustment rate of the operating frequency, the initial 
polynomial filling, also the type and parameters of the 
useful signal in accordance with the electronic warfare 
intentional interference law;
–	 the use of multi-antenna radio communication devices 
with complex use of perspective methods of space-time 
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signal processing, methods of pre-selection of operating 
frequencies and pre-coding methods;
–	 development and implementation of methods for assess­
ing the channels state of military radio communication 
systems, which have minimal computational complexity 
and are able to increase the accuracy and reliability of 
the received assessment of the channel state;
–	 the use of noise-like signals with different expansion 
sequences that are able to regulate the autocorrelation 
properties of the useful signal;
–	 the use of hybrid information technologies that are 
able to increase energy and spectral efficiency of military 
radio communication systems (combination of known 
information technologies and mechanism combination 
to increase noise immunity in them);
–	 the use of artificial intelligence methods to increase 
the efficiency and reliability of decisions.
The research results will be useful in:
–	 increase mechanism definition of the radio commu­
nication devices noise immunity;
–	 recommendation substantiation for increasing the 
noise immunity of radio communication facilities;
–	 electronic situation analysis during hostilities (ope­
rations);
–	 while creating promising technologies to increase 
the radio communication noise immunity.
Areas of further research will focus on the develop­

ment of a methodology for the operational management 
of intelligent military radio system interference protection.
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