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As a result of Russian aggression against Ukraine, some fundamental theses regarding the nature of hybrid
military operations will require clarification and even revision. First of all, this refers to the widespread perception
of the asymmetric nature of hybrid threats as those used by a weaker opponent against a party with significantly
greater military, technological and human potential. This, in turn, requires the use of modern and proven mathemati-
cal apparatus, which is capable of processing a large array of various types of data in a short period of time with
a given reliability of making management decisions. The object of research is the system of strategic management of
national security. The subject of the research is the method of detection and identification of hybrid challenges and
threats in the national security management system. In the research, the method of detection and identification of
hybrid challenges and threats in the national security management system was developed. The novelty of the research:

— a destructive effect on the system of national security management by adding an appropriate correction factor;

— the use of an improved procedure of deep learning of the database of the system of detection and identifica-
tion of hybrid challenges and threats to the national security of the state;

— a mechanism for resolving conflicting cases of classification is used due to additional training, adaptation
of detectors to the type and intensity of the hybrid challenge and threat to the national security of the state;

— the procedure for automatically calculating the detector activation threshold and the universality of the
structure of their representation due to the hierarchy and flexibility for the available hardware resources of the
detection and identification system.

It is advisable to implement the specified method in algorithmic and software while studying the state of the
national security system.
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1. Introduction Changes in the forms and methods of armed struggle
are quite clearly illustrated with the use of hybrid actions
Hybrid war is a consequence of changes in the forms in Ukraine, which were divided into the following stages:

and methods of armed aggression due to changes in the — the hidden start of the war beginning (stage 1), during
principles of the geopolitical system, the development of which the opposition to the current government was
scientific opinion on the conduct of armed struggle [1-5]. formed, an informational and psychological operation
The researches [1-5] describe changes in approaches was conducted, as a result of which the values of the
to information exchange, approaches to complex infor- servicemen of the Armed Forces of Ukraine were revised,
mation processing, directions for creating information who, as a result, betrayed their oath and the rest of
infrastructure, new forms and methods of influencing the servicemen were demoralized,

information systems in conditions of hybrid influence — escalation (stage 2) of political and military leaders in
of the enemy. the regions are informed about the developing conflict.
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The russian federation exerted and is exerting politi-
cal, diplomatic or economic pressure on the regime or
non-political entities;

— the beginning of the conflict, namely the third stage

began with more hostile actions of the opposing forces

— demonstrations, protests, sabotage, murders, inter-

vention of paramilitary groups, etc. At this stage, the

russian federation began the strategic launch of its
forces into conflict regions in the event of a strategic
or national security interest;

— the start of military operations (stage 4), accom-

panied by strong diplomatic and economic support,

along with a constant stream of information aimed at
swaying public opinion towards Russian intervention.

In such conditions, a change in the strategic management
of the national security system is needed. This, in turn,
requires the use of a modern and proven mathematical ap-
paratus capable of processing a large array of various types
of data in a short period of time with a given reliability
of making management decisions [6—10].

The existing approaches to the identification of hybrid
challenges and threats to the national security of the state
are narrowly focused and directed to the research of only
certain issues and do not allow [6-10]:

— comprehensively and in a short time to identify and

assess hybrid challenges and threats to national security;

— to process various types of data with different units

of measurement, different in origin and sources of in-

formation extraction;

— to identify new and unusual hybrid challenges, threats

to national security and assess the degree of their de-

structive impact.

All this requires a review of approaches to identifying
challenges and threats to the state’s national security with
the use of hybrid actions.

Taking into account the above, the aim of research
is to develop a method for identifying hybrid challenges
and threats to the state’s national security.

The object of research is a system of strategic manage-
ment of national security.

The subject of research is a method of detection and
identification of hybrid challenges and threats in the na-
tional security management system.

2. Materials and Methods

In the course of the research, let’s use:

— classic methods of analysis — to solve the problem
of analyzing the conditions and factors affecting the
effectiveness of functioning the system of strategic mana-
gement of national security;

— the theory of artificial intelligence — for processing
various types of data during the identification and as-
sessment of challenges and threats to national security,
detection and identification of challenges and threats
to the national security of the state in conditions of
hybrid destructive influence.

3.1. Development of methods for detection and identifica-
tion of hybrid challenges and threats in the national security
management system. Artificial intelligence methods are actively
used in many areas of human activity. The state’s national

security management systems were no exception to this. At the
same time, taking into account the large number of chal-
lenges and threats to the national security of the state, the
constant and rapid development of information technologies,
problematic issues arise related to the identification of the
destructive impact on the national security system of the state,
which are hybrid challenges and threats [7—10].

The use of artificial intelligence systems in the interests
of ensuring the national security of the state will allow to
increase the efficiency and reliability of the decisions made
by the persons who make them. Detecting and identifying
the destructive impact of hybrid challenges and threats to
the state’s national security is quite difficult. In the men-
tioned research, the intentional destructive influence on the
national security system will be understood as:

— informative messages aimed at discrediting the state
leadership;

— cyber attacks aimed at denial of service;

— measures of indirect destructive influence on the
national security system;

— cyber intelligence, aimed at gathering information
about the leadership of the state and the security and
defense sector.

The use of ready-made artificial intelligence methods
to detect and identify the destructive impact on the na-
tional security management system is not effective. This
does not allow to identify new challenges and threats to
the state’s national security, to carry out their identifica-
tion and, as a result, to promptly make decisions by the
persons who make them.

To identify challenges and threats to the national se-
curity of the hybrid influence, it is proposed to develop
a method for identifying challenges and threats to the national
security of the state based on the artificial immune system.

Step 1. Entering initial data about the national secu-
rity system.

Step 2. Initialization of the mathematical model for de-
tection and identification of hybrid challenges and threats
to national security, which is described as:

AISEA=<DT,DM,SA,SN,G,R,‘I’>, @))
where D, c D is a set of detectors for identifying hybrid
challenges and threats to national security; D,, is a set of
memory detectors in which hybrid challenges and threats
to national security are recorded; S, < S is an educational
sample consisting of a set of known challenges and threats
to the national security of the state; Sy =S is a test set
consisting of a set of normal parameters of the function-
ing of the state’s national security system; D=DTUDM is
a set of detectors used to detect and identify challenges
and threats of a hybrid nature to the national security
of the state; G={G1,...,GK} are the strategies for optimiz-
ing detectors for detection and identification of threats
to national security; R:Dx25% x25% xG — D are the rules
for training detectors for detection and identification of
challenges and threats to the state’s national security; §
is a set of possible input events, ¥:DxS — R, is a func-
tion of calculating the correspondence rule between detec-
tors d € D and test indicator se.S, where R, =Rﬂ[0,+oo).

Each detector for detection and identification of hy-
brid challenges and threats to the national security of the
state from the set deD is described as a tuple of the
following form:
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d = (representation,threshold,life _time,state), (2)

where

representation €
e{BitString, RealVector, NeuralNetwork, PetrNet....,}

is the internal structure of detector d for detection and
identification of hybrid challenges and threats to the national
security of the state; threshold € R, is the detector activation
threshold d for detection and identification of hybrid challen-
ges and threats to the state’s national security; life time € R, is
the validity period of detector d for detection and identifica-
tion of hybrid challenges and threats to the state’s national
security; state € {immature,semimature, mature, memory} is the
current state of the detector.

Step 3. Determination of the correction coefficient for the
degree of awareness of the forces and devices of destruc-
tive influence on the state’s national security system. The
degree of awareness can be: complete uncertainty, partial
uncertainty, full awareness.

Step 4. Selection of the internal structure of each detector
d € D: representation. Calculation for each detector d € D, its
activation value ay, =‘P(d,s)—threshold, thus, the transition
from an inactive state to an active one. It is believed that
if a, >0, then detector d is activated, otherwise the corre-
sponding detector does not respond to input data.

Step 5. Formation of the training data set S4, containing
pre-selected hydride challenges and threats to the national
security of the state.

Step 6. Formation of a test data set Sy, which contains
pre-selected hydride challenges and threats to the national
security of the state, which have been identified and are
in the detector’s memory.

Step 7. Choosing a strategy for genetic optimization of
immune detectors.

Step 8. Training R immune detectors D.

Step 9. Selection of the matching rule ¥ between the im-
mune detector and the input object.

The end of the algorithm.

3.2. Research results and discussion. The method of
detection and identification of hybrid challenges and threats
in the national security management system was developed.

The specified method is proposed for use during the
settlement of military conflicts, assessment of hybrid challenges
and threats to the national security of the state. This will
increase the efficiency of data processing and transmission
and the reliability of decisions by those who make them.

However, the developed method additionally:

— takes into account the type of uncertainty of infor-

mation about the available possibilities of destructive

influence on the system national security management
by adding an appropriate correction factor;

— uses an improved procedure of deep learning of the data-

base of the system of detection and identification of hybrid

challenges and threats to the national security of the state;

— uses a mechanism for resolving conflicting cases of

classification due to additional training, adaptation of

detectors to the type and intensity of the hybrid chal-
lenge and threat to the national security of the state;

— uses the procedure for automatically calculating the

threshold of activation of detectors and the universali-

ty of the structure of their representation due to the

hierarchy and flexibility for the available hardware

resources of the detection and identification system.

The limitations of the mentioned research are:

— time limits for the transmission of informational mes-

sages in the system of detection and identification of

challenges and threats to the national security of the state;

— the need for a primary base of destructive influences

on the national security system.

It is expedient to implement the specified method in
algorithmic and program software while detecting and iden-
tifying challenges and threats to the national security of
the state in conditions of hybrid destructive influence.

The directions of further research will be aimed at the
development of the methodology of intelligent manage-
ment of the national security system.

4. Conclusions

In the research, the method of detection and identi-
fication of hybrid challenges and threats in the national
security management system was developed.

The results of the research will be useful for:

— the development of new algorithms for managing the

national security system at the stage detection and iden-

tification of challenges and threats to the state’s national
security in conditions of hybrid destructive influence;

— asubstantiation of recommendations on increasing the

effectiveness of operational management of the national

security system at the stage detection and identifica-
tion of challenges and threats to the state’s national
security in conditions of hybrid destructive influence;

— creating promising technologies for increasing the

efficiency of operational management of the national

security system at the stage detection and identification
of challenges and threats to the state’s national security
in conditions of hybrid destructive influence;

— the development of new and improvement of existing

models, methods of managing the national security system.
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