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MODELING RELATIONSHIPS IN   
NON-COMMUTATIVE TWO-OPERAND 
TWO-BIT CET-OPERATIONS OF 
A DOUBLE CYCLE WHEN PERMUTING 
THE OPERANDS

The object of the research is relationships in non-commutative two-operand two-bit CET-operations of a double 
cycle when operands are permuted. The article is devoted to studying the results of the computational experiment, 
which is in building a model of relationships in non-commutative two-operand two-bit CET-operations of a double 
cycle with the operands permutation in order to ensure the possibility of building cryptographic systems with XOR 
sequence encryption. The theoretical and practical results of the work are obtained on the basis of the computa-
tional experiment data. The results of researching the CET-operations data make it possible to build cryptographic 
systems with XOR sequence ciphering and to improve the quality of low-resource stream encryption systems. The 
mathematical description of the computational experiment results made it possible to establish relationships between 
pairs of non-commutative two-operand two-bit CET-operations of a double cycle when operands are permuted. The 
possibility of constructing a group of commutative two-operand two-bit CET-operations of a double cycle based 
on the modification of a known two-operand operation by one-operand operations to within the permutation of 
the crypto-transformation results has been studied. The correctness of constructing a group of CET-operations, 
both without operand permutation and such that allow operand permutation, has been verified. The model for 
building a group of asymmetric two-operand two-bit CET-operations of a double cycle, which allow the operands 
permutation is proposed. Applying the substitution model made it possible to obtain pairs of interrelated opera-
tions in this group. The obtained pairs of interconnected operations provide a description of modification for 
direct and inverse non-commutative CET operations when permuting the operands. The obtained results provide 
the possibility of building cryptographic systems that encrypt both the input open information under the control 
of the XOR sequence and the XOR sequence under the control of the input open information. Further research 
will be aimed at establishing relationships in non-commutative two-operand two-bit CET operations of the triple 
cycle when operands are permuted.
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1.  Introduction

Modern trends in the field of information technolo-
gies are aimed at minimizing devices and simultaneously 
increasing their functional capabilities [1]. In addition, 
there is a rapid increase in the amount of information 
that needs to be transmitted, processed and stored on 
these devices, especially in real time. It is worth noting 
that the hardware and software resources involved in the 
transmission, processing and storage of information may be 
reduced due to a reduction in size or energy consumption. 
Also, the issue of protecting information on these low-
resource devices is becoming increasingly important [2, 3].  
The consumer prefers gadgets, the risk of leaking its per-

sonal information from which will be minimal. Thus, due 
to the reliable protection of information, confidentiality 
and privacy become one of the leading competitive ad-
vantages of modern information technology, starting from 
the consumer household level, the level of the Internet of 
Things, smart home systems, SMART technologies, etc. 
to the protection of confidential information in electronic 
banking or state systems administration [4–7]. For example, 
the idea of the «State in a smartphone» is very popular, 
but in terms of information protection, it should be en-
sured primarily at the level of low-resource gadgets. And 
this is not to mention the protection of information and 
data transmission on unmanned aerial vehicles or robotic 
land-use complexes.
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Currently, cryptographic protection of information remains 
one of the most effective protections of information [8, 9]. 
However, the above-mentioned requirements for software 
and hardware resource limitations make the use of a large 
number of crypto-algorithms impossible or ineffective. That 
is why so-called «low resource» [10] or «lightweight» cryp-
tography [11–13] is gaining rapid development today. A large 
number of studies in this area are devoted to the effectiveness 
of solutions for physical and cryptographic security of quantum-
immune IoT [14], analysis of light cryptography for embedded 
systems [15], modification of light cryptography schemes [16], 
comparison of light cryptographic algorithms [17, 18], etc.  
However, insufficient attention has been paid to improving 
the quality of low-resource stream encryption systems.

To improve the quality of low-resource stream encryption 
systems, it is advisable to use CET-operations. The effective-
ness of using CET-operations in cryptographic systems, built 
on the basis of addition modulo two, has been proven in 
a number of works [19, 20]. Among CET-operations, a special 
place is occupied by operations that allow the permutation 
of operands, because they allow both the encryption of input 
information and the encryption of the blocking sequence to 
be implemented in stream encryption systems [21].

The purpose of the work is to build a model of relationships 
in non-commutative two-operand two-bit CET-operations of 
a double cycle when operands are permuted based on the 
results of a computational experiment. This will provide 
the possibility of building cryptographic systems with the 
encryption of the inhibitory sequence.

2.  Materials and Methods

To search for two-bit two-operand CET-operations, a com- 
putational experiment was conducted to find tuples of 
two-bit two-operand CET-operations that allow operands 
to be permuted [22]. To conduct the experiment, a group 
of two-bit single-operand CET-operations was numbered, 
shown in Table 1 [23].

According to the simulation results, 576 operations were 
constructed, of which 96 were symmetric operations and 480  
were non-symmetric operations [24]. Symmetric operations 
that allow the permutation of operands are commutative, 
because C x y C y x( , ) ( , )= . Let’s consider asymmetric opera-
tions, which allow the permutation of operands, as non-
commutative, because C x y C y x( , ) ( , )= .

The synthesized CET-operations obtained by the results 
of the experiment were divided into 24 groups of operations 
with accuracy up to the permutation of the result [25]. 
Among the constructed groups of CET-operations, 4 groups 
of symmetric operations and 20 groups of asymmetric ope-
rations were singled out [25]. The results of the study of 
groups of symmetric two-bit, two-operand CET-operations, 
which allow the permutation of operands, are given in [26]. 
Among the asymmetric groups of CET-operations, 6 groups 
of double-cycle operations and 14 groups of triple-cycle 
operations were singled out [21]. However, non-symmet-
ric (non-commutative) two-bit two-operand CET-operations, 
which allow the permutation of operands, were practically 
not studied. However, it is these operations that make it 
possible to build stream ciphers that provide cryptographic 
transformation of both the input information under the con-
trol of the inhibiting sequence and the inhibiting sequence 
under the control of the input information [21].

3.  Results and Discussions

To establish relationships between two-bit, two-operand 
CET-operations of a double cycle, obtained by permuting 
the operands, let’s examine the group of operations with 
precision up to the permutation of the result, selected on the 
basis of the CET-operation C x y1 7 19 13, , , ,( ). This two-operand 
CET-operation is a tuple of one-operand CET-operations of 
operand transformation x (C1(x); C7(x); C19(x); C13(x)), united 
by the second operand y. According to the results of the 
CET-operation experiment C x y1 7 19 13, , , ( , ), the CET-operation 
corresponds to C x y3 9 15 21, , , ,( ), since C x y C y x3 9 15 21 1 7 19 13, , , , , ,( , ) ( , )= . 
The relationship between the CET-operations of the trans-
formation of input information x, when permuting the ope-
rands, is denoted as C x y C x y1 7 19 13 3 9 15 21, , , , , ,, ,( ) ↔ ( ). The group 
of CET-operations is a group of double-loop operations. The 
peculiarity of groups of operations of a double cycle is the pre- 
sence of interconnected transformations, which is as follows: if  
C x y C x y1 7 19 13 3 9 15 21, , , , , ,, ,( ) ↔ ( ), then C x y C x y3 9 15 21 1 7 19 13, , , , , ,, ,( ) ↔ ( ). 
In CET-operations of a double cycle, repeated permutations 
of operands will lead to the return of the initial operation: 
C x y C x y C x y1 7 19 13 3 9 15 21 1 7 19 13, , , , , , , , ,, , ,( ) ↔ ( ) ↔ ( ).

The group of asymmetric two-bit two-operand double-
cycle CET-operations is given in Table 2.

Table 2

A group of asymmetric two-bit two-operand double-cycle 
CET-operations

СЕТ-operation СЕТ-operation

C x y( , ) C y x( , ) C x y( , ) C y x( , )

C x y1 7 19 13, , , ( , ) C x y3 9 15 21, , , ( , ) C x y3 9 15 21, , , ( , ) C x y1 7 19 13, , , ( , )

C x y7 1 13 19, , , ( , ) C x y9 3 21 15, , , ( , ) C x y9 3 21 15, , , ( , ) C x y7 1 13 19, , , ( , )

C x y13 19 7 1, , , ( , ) C y x15 21 3 9, , , ( , ) C x y15 21 3 9, , , ( , ) C x y13 19 7 1, , , ( , )

C x y19 13 1 7, , , ( , ) C x y21 15 9 3, , , ( , ) C x y21 15 9 3, , , ( , ) C x y19 13 1 7, , , ( , )

C x y6 18 12 24, , , ( , ) C y x4 16 22 10, , , ( , )C x y4 16 22 10, , , ( , ) C x y6 18 12 24, , , ( , )

C x y12 24 6 18, , , ( , ) C x y10 22 16 4, , , ( , )C x y10 22 16 4, , , ( , ) C x y12 24 6 18, , , ( , )

C x y18 6 24 12, , , ( , ) C x y16 4 10 22, , , ( , ) C x y16 4 10 22, , , ( , ) C x y18 6 24 12, , , ( , )

C x y24 12 18 6, , , ( , ) C x y22 10 4 16, , , ( , )C x y22 10 4 16, , , ( , ) C x y24 12 18 6, , , ( , )

C x y5 23 17 11, , , ( , ) C x y2 20 8 14, , , ( , ) C x y2 20 8 14, , , ( , ) C x y5 23 17 11, , , ( , )

C x y11 17 23 5, , , ( , ) C x y8 14 2 20, , , ( , ) C x y8 14 2 20, , , ( , ) C x y11 17 23 5, , , ( , )

C x y17 11 5 23, , , ( , ) C x y14 8 20 2, , , ( , ) C x y14 8 20 2, , , ( , ) C x y17 11 5 23, , , ( , )

C x y23 5 11 17, , , ( , ) C x y20 2 14 8, , , ( , ) C x y20 2 14 8, , , ( , ) C x y23 5 11 17, , , ( , )

Table 1
Discrete models of two-bit one-operand CET operations
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Applying the technology of synthesis and research of 
two-operand operations on the basis of one-operand [27], let’s 
investigate a pair of interconnected operations C x y7 113 19, , , ( , )↔ 
↔C x y C y x9 3 2115 7 113 19, , , , , ,( , ) ( , )=  represented by the second row 
of the Table 2.

Let’s build a model of the operation C x y7 113 19, , , ( , ):
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Based on expression (1), let’s get an improved opera-
tion model:
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Let’s build an improved operation model C x y9 3 2115, , , ( , ):
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The improved operation model obtained on the basis 
of expression (3) will be presented as:
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Based on expressions (2) and (4), it can be stated that 
the permutation of operands will lead to the implementa-
tion of the following relationships between CET-operations:
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Let’s examine a pair of interconnected operations 
C x y13 19 7 1, , , ( , )↔C x y15 21 3 9, , , ( , ) represented by the third row 
of Table 2.

Let’s build an improved operation model C x y13 19 7 1, , , ( , ):
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The improved operation model, based on expression 
(7), will be represented by the expression:
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Let’s build an improved operation model C x y15 21 3 9, , , ( , ):
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Based on expression (9), let’s obtain:
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Based on expressions (8) and (10), the following re-
lationships are obtained:
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By analogy, all other pairs of related CET-operations 
listed in Table 2 were studied. The obtained set of improved 
models of asymmetric two-operand two-bit CET-operations 
of the double cycle and the established relationships bet-
ween the models are shown in Table 3.

Analysis of models of asymmetric two-bit two-operand 
CET-operations of a double cycle, built on the basis of a 

combination of one-operand operations (1), (3), (7) and (9),  
do not allow establishing relationships between non-com-
mutative operations when permuting operands.

However, when analyzing the improved models of CET-
operations (Table 3), it was found that when the operands 
are permuted, the model of the CET-operation will be imple-
mented, which is obtained by substitution:
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 (13)

The implementation of substitution (13) will provide  
a change in the model of the non-commutative two-operand 
CET-operation of information encryption when the ope-
rands are permuted.

However, the results of the analysis of Table 3 do not 
allow establishing relationships between CET-operations, 
and do not allow synthesizing groups of non-commutative 
double-cycle operations that allow permutation of operands.

The group of double cycle non-commutative CET-ope-
rations was selected from the results of the computational 
experiment (Table 1). The selection was based on the modi-
fication of the model implementation with accuracy up to 
permutation. Modification of the results of the operation 
is possible based on the application of one-operand CET-
operations on them. 

Table 3

Synthesized set of models of asymmetric two-operand two-bit double-cycle CET-operations and relationships between models
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According to [3], it is possible to build a group of ope-
rations with accuracy up to permutation of results based 
on the model:

C x C C C x Ci
* , , ,( ) = ( )( )  (14)

where i h∈{ ; ; ...; }1 2 ; h – the number of single-operand CET-
operations for converting the result; h n∈{ ; ; ...; !}1 2 2 .

Let’s check the correctness of this model for build-
ing a group of CET-operations without permuting the 
operands listed in Table 3.

Let
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 =2 1 2
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1

Using the entire group of one-operand two-bit СET-
operations given in Table 1, a group of asymmetric two-
operand two-bit СET-operations of the double cycle will 
be obtained, given in Table 3. These results confirm the 
correctness of the application of model (14) for construct-
ing a group of asymmetric two-operand two-bit CET-ope-
rations of a double cycle, which allow the permutation 
of operands. Applying the substitution model (13), pairs 
of interrelated operations in this group will be obtained. 
These interconnected models provide a description of the 
modification of the non-commutative CET-operation when 
permuting the operands.

The construction of a group of non-commutative two-
operand two-bit CET-operations of a double cycle will 
allow to expand the range of crypto-transformation opera-
tions suitable for use in both block and stream encryption.

To date, no limitations for the practical use of the 
results of this study have been identified.

The conditions of martial law in Ukraine led to an 
increase in interest in low-resource cryptography.

Further research will be aimed at establishing rela-
tionships in non-commutative two-operand two-bit CET-
operations of the triple cycle when operands are permuted.

4.  Conclusions

The mathematical description of the results of the com-
putational experiment made it possible to establish rela-
tionships between pairs of non-commutative two-operand 
two-bit CET-operations of a double cycle when operands are 
permuted. The possibility of constructing a group of com-
mutative two-operand two-bit CET-operations of a double 
cycle based on the modification of a known two-operand 
operation with one-operand operations with precision up to 
the permutation of the results of the crypto-transformation 
has been studied. The obtained results provide the possi-
bility of building cryptographic systems that encrypt both 
the input open information under the control of the sup-
pressing sequence and the suppressing sequence under the 
control of the input open information. Further research will 
be aimed at establishing relationships in non-commutative 
two-operand two-bit CET-operations of the triple cycle 
when operands are permuted.
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