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DEVELOPMENT OF A FUZZY PRODUCTION
MODEL FOR ASSESSING THE DEGREE

OF INFORMATION SECURITY IN
INTERNATIONAL COOPERATION

The object of research is the methods of assessing the information security indicator in the process of interna-

tional cooperation.

The problem of unification and simplification of the processes of assessing the degree of information security
is considered in order to reduce the involvement of human and material resources in them, using the apparatus of
Juzzy set theory to take into account the conclusions of competent experts.

A fuzzy production model of assessing the degree of information security is developed, which is based on the

use of expert knowledge and fuzzy logic methods. A step-by-step approach is proposed for identifying potential
risks, classifying them by categories and calculating influence coefficients. An iterative assessment method is
created, which allows obtaining a numerical indicator of the degree of information security. Heuristic rules for
determining the effective assessment of the degree of information security are developed, taking into account the

criticality factor and influence coefficients of different risk categories.

A classification of potential information security risks in international IT projects is proposed. An example of
constructing production rules for a fuzzy knowledge base is demonstrated.

The results are explained by the use of systems analysis to take into account the relationships between dif-
Jerent risk categories and the use of fuzzy logic to work with uncertain and incomplete data. The model is based
on production rules that integrate expert judgment and allow for adaptive analysis in changing conditions of

international cooperation.

The developed model can be used to assess information security in small and medium-sized international pro-
jects, where it is necessary to provide a quick and effective assessment of the level of security without involving
significant resources. The model is especially useful in conditions where the data is fuzzy or incomplete, and the
risks vary depending on the specifics of cooperation between different countries and organizations.
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1. Introduction

Globalization of many spheres of human activity leads to
a rapid growth in the volume of international cooperation.
Involving foreign partners in business, science, education
or other spheres allows to increase their scale, increase the
efficiency of functioning and exchange experience [1, 2].
A feature of such cooperation is the remoteness of partners
in space, the difference in corporate cultures and languages,
as well as differences in national legislation and traditions
of carrying out a particular activity. To ensure the comfort
and efficiency of such cooperation, simplification and unifica-
tion of basic production and communication processes are
relevant. An important characteristic of these processes is
the degree of their information security, which expresses the
level of protection of information and information systems

from threats that may violate their confidentiality, integrity
or availability [3, 4]. In view of this, it is the processes and
methods of assessing the degrees of information security in
such forms of cooperation that deserve attention.

There are many approaches to determine the level of
information security of processes and phenomena. Among
them are mathematical models, risk analysis methods, net-
work infrastructure protection tools, and expert systems.
In particular, statistical methods and machine learning me-
thods [5-7] provide the basis for analyzing information
security risks by assessing the dependencies between threats,
their probability, and impact. However, their application
requires large sets of input data, and their application is
resource-intensive. In turn, determining the level of informa-
tion security based on neural network methods requires the
involvement of highly qualified analysts in this process [8, 9],
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which is not advisable in processes that do not require
complete information security and the data in which is
not of high value. A separate group of methods is formed
by adaptive methods [10, 11]. However, since these me-
thods are based on a large number of complex mathemati-
cal calculations, their application requires the development
and implementation of special software. Given that a large
number of factors that need to be taken into account when
assessing the level of information security are non-numerical
in nature, methods that allow processing fuzzy data are of
interest [12, 13]. In [14], a method for determining the level
of information security in ITIoT systems is proposed. The
proposed approach has shown the effectiveness of using the
fuzzy set apparatus and expert assessments for the problem
under consideration, which can also be used to assess the
information security of other processes and phenomena.

and experts in the field of information security. The key
persons in this case are competent analysts and experts.
An important aspect is to take into account different threat
scenarios and the specifics of international cooperation,
where additional challenges may arise due to differences
in legislation and security policies between partners.

Potential risks usually include poor data access control,
lack of clear security policies, inconsistency in privacy
policies of different partners, etc.

Stage 2. After forming a set of potential risks, they
are divided into categories. Such a division is necessary
in order to identify similar or related risks or risks, the
simultaneous occurrence of which can lead to a deteriora-
tion in information security. Risk grouping, as well as their
identification, should be performed by a group of experts.

The aim of research is to develop a fuzzy production
model for assessing the level of information security
in international cooperation, the use of which will not
require large expenditures of resources and time. The

Determining the set of

Categorizing risks and
determining their impact

potential risks coefficients

scientific part of research consists in formalizing the
process of assessing the level of information security
and in developing a method for assessing the level of
information security based on the values of potential
risks. The practical part involves the development of
recommendations for the application of new models
and methods in the analysis of processes and pheno-
mena in international cooperation.

2. Materials and Methods

The object of research is the methods of assessing the
information security indicator in the process of interna-
tional cooperation.

During the study, the features of the implementation
of cross-border projects and the problems that arise when
ensuring information security in them were analyzed. Factors
affecting the level of information security in the processes
of international cooperation were systematized, as well as
the main risks that may arise in these processes. The model
is based on fuzzy logic methods.

When developing a model for assessing the degree of
information security, the principles of system analysis were
used, which made it possible to take into account the
relationship between different categories of risks and their
impact on the overall level of security. Special attention
was paid to the use of production models to take into
account expert knowledge and ensure the adaptability of
the system to changing environmental conditions.

3. Results and Discussion

3.1. Determination and detailing of stages for assessing
the degree of information security

Let’s depict the process of determining the degree of
information security in the form of a sequential implemen-
tation of such stages in Fig. 1.

The details of the stages are as follows.

Stage 1. Solving the problem of determining the set
of potential risks for information security violations in
international cooperation is the first step in assessing the
level of information security in international cooperation.
The process of solving it is associated with performing
a situational analysis, as well as studying recommendations

base and selecting rules [

ledge Calculating the final

assessment

Fig. 1. Sequence of stages for assessing the level of information security

The task of determining the influence coefficients of
different categories of risks on the degree of information
security is also important. The methods for determining
these coefficients include the following:

— the method of analysis of hierarchies [15], which al-

lows to structure the task of selection or assessment and

determine weight coefficients for different categories of
risks based on expert assessments;

— the method of expert assessment [16], which consists

in collecting the opinions of experts with further process-

ing of the results to determine the influence coefficients;

— the entropy method [17], which allows to determine

weight coefficients based on an objective analysis of

available data on risks;

— methods based on fuzzy logic [18], which allow to take

into account uncertainties and incompleteness of data;

— regression analysis methods [19], which allow deter-

mining the influence coefficients based on the depen-

dence between the level of information security and
various risk categories, etc.

Let the implementation of these stages result in a set of
risk categories that have an impact on the resulting assess-
ment of the degree of information security (CR={R;,R;,..., Ry})
and their influence coefficients (A, As,..., Ay ).

For stages 3 and 4, the method developed by the authors
will be described below.

After implementing all stages from Fig. 1, a numerical
value of the degree of information security IS will be ob-
tained, which will express the safety of the conditions for
implementing the studied process in percentages.

3.2. Development of a method for assessing the degree
of information security hased on the values of potential risks
To implement the method, it is necessary to specify a lin-
guistic variable "Risk level", which will describe the degree
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of risk of information security violation in the process
under study [20]. For this linguistic variable, a term of the
set Y={y', 7% 7%} is specified, where 7'="High risk level",
>="Low risk level", #*="Average risk level" with member-
ship functions of the form:

[0, if0<y<a,
2
y—a . a+1
2(1 J , lfaSyST,
Ue (y)= —a (1
19 1-y : ,fa+1 <t
T 1a ) T YRS
[ 2
Yy . l-a
1—2(1_61) y lfOSy<T,
Ue, (y)= ) 1-a-y ? " 1—a< <1 (2)
Tma )T syste
0, ifl—a<y<t
He, (y)=max{0, 1-2(y - 0.5)*}, y €[0;1], (3)

where a € (0;1), b — a natural number greater than 1, C;,C,,C; —
fuzzy subsets.

An example of the graphs of functions (1)—(3) is shown
in Fig. 2. The choice of the values of the parameters a and b
depends on the features of the studied process and phenomenon.

The algorithm of the method for assessing the level of
information security is iterative, each iteration is performed
for a separate category of risks and can be represented as
a sequence of steps.

The i-th iteration of the method.

Step 1. The category R; € CR is considered. Let 7, 75;,...,77;
be its elements, where L; =|R;|. For each element of this set #;,
it is possible to construct linguistic variables with the
terms &'="Strongly manifested", £>="Weakly manifested".

Step 2. A fuzzy knowledge base is constructed in the
form of production rules of the type "if ... then...". More-
over, those risks that are interconnected are combined into
a production rule through the logical operation "and", and
those that are unrelated — "or". An example of the rules of
a fuzzy knowledge base is shown in (4).

if ;€ A, and n,; € A}, ... and 1, € A% then y eC,,
if 1, € A? then y e Cs,
(4)

Step 3. For the given values of potential risks 7;,75;,..., 71,5,
the Mamdani fuzzy inference procedure is performed.
Let ue(y) be the resulting fuzzy set.

Step 4. The resulting set is defuzzified according to
rule (5).

[y (y)dy
ni=fr— )

[ue(ndy

The value m; obtained as a result of execution of (5)
will express the probability of information security vio-
lation at given values of potential risks of category R;.

As a result of execution of N iterations of the described
algorithm, a vector of probability values (n;,M,,...,y) will be
obtained. To calculate the information security (IS) assess-
ment of the studied process or phenomenon, depending on its
features, it is proposed to apply one of the following rules:

IS = (1-max(n;,M,,...,Ny))- 100 %, (6)
IS =(1- max (n;))-100 %, @)
i=1,N:A;>A
N
Zlmi
IS=|1-+ 100 %, ()
2
i=1
100 %, if Jie(l,2,..,N}:n, >8,
IS = . o 9
= -100 %, otherwise, ©)

:,7:11,>5
2 Ni
i=1,Nm;>8
where A, § — the given threshold values of the correspond-
ing indicators.

3.3. Discussion of the research resulis

As a result of the research, a fuzzy production model
for assessing the degree of information security in inter-
national cooperation was developed, which includes the
formalization of a multi-stage approach and an iterative
method for assessing the degree of information security
in international cooperation.

Membership Functions for Risk Levels

—— Hc,(y) (High Risk)
—— fc,y) (Low Risk)
—— Heyly) (Medium Risk)

Membership Degree

0.0 0.2 0.4 0.6

0.8 1.0

Fig. 2. Graphs of membership functions of the terms of the linguistic variable "Risk level" at a=0.3, b=5
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The analysis of the problem made it possible to formalize
the stages of assessing the degree of information security
as shown in Fig. 1. Such visualization and subsequent de-
tailing of the stages makes them understandable for users
who are not specialists in the field of information security.

The method developed in the work integrates an ap-
proach to processing a knowledge base designed as a set
of production rules. These rules are synthesized taking into
account the results of expert surveys and allow process-
ing not only numerical but also textual data. The idea
of the method is to gradually determine the probability
of information security violations for different categories
of potential risks. Then, at the final stage, using the se-
lected heuristics, it is proposed to calculate the degree
of information security. The choice of heuristic depends
on the presence of serious risks of vulnerability in the
studied processes and phenomena, for example:

— rule (6) is recommended to be used in cases where

it is necessary to take into account the greatest threat

in conditions of the highest criticality;

— rule (7) — in situations where not all risks are equally

important, and it is necessary to focus on the most

significant threats (for example, to optimize resources
in systems with limited resources);

— rule (8) allows to obtain the average value of the

complex assessment and can be used for strategic plan-

ning or long-term forecasts;

— rule (9) is a combined approach that takes into

account only the probability values greater than a gi-

ven threshold.

The authors also analyzed a number of international
projects in the IT sector and formed a set of potential
risks that affect the degree of information security. The
elements of this set and the method of dividing them
into categories are given in Table 1.

"If security policies are absent and the staff is not
trained, then the organizational risk is very high.”

"If compliance with legislation is low, then the legal
risk is high.”

"If the level of staff awareness is low and phishing
attacks are [requent, then the socio-psychological risk
is high.”

"If the geopolitical situation is tense and cooperation is
limited, then the political risk is very high.”

"If the geopolitical situation is unstable, but
cooperation continues, then the political risk is average"

Thus, the developed model and its components can be
used in small international projects without the need to
attract large amounts of financial and human resources
for this.

The next stage of the research may be the deve-
lopment of an architecture and software components to
automate the processes of assessing the degree of infor-
mation security.

Limitations of research: the fuzzy production model
relies heavily on expert judgment to formulate rules and
determine risk impact factors. This can lead to subjecti-
vity in the results, especially if the experts involved have
different experiences or knowledge.

Martial law conditions did not affect the course of
the research.

4. Conclusions

This research is devoted to solving the problem of as-
sessing the degree of information security in international
cooperation. During the study, factors that can affect informa-
tion security indicators were analyzed. Based on the analysis
performed, a fuzzy production model was constructed, the
components of which are a for-
malized approach and an iterative
method for assessing the degree

of information security in interna-

tional cooperation. Heuristic rules

were developed that ensure the
presence of a comprehensive ap-

proach to determining the assess-

ment of information security based

Tahle 1
Categorizing potential risks
Category Reasons for occurrence Risks
Outdated software
Technnlnglcal yulnarablllty in technological [mperfect authentication system
risks infrastructure
Presence of vulnerabilities in network protocols
Lack of clear security policies
QPganlzatlnnal SEcurlty 'pnl}t:les and procedures Poor data access control
risks in organizations

on data on risks of different cate-
gories. The choice of rules depends

Insufficient staff training

on the criticality of the problem

Differences in legislation and

regulations between partner standards

Legal risks

Inconsistency between national laws and international

under study, as well as on the pre-
sence of influence coefficients of

countries

Inconsistencies in privacy policies

different risk categories.

Socio-psycho-

Non-compliance with security rules

Also, during the practical part
of the study, risks that can affect

. . User actions or errors
logical risks

Success of phishing attacks or social engineering

information security in interna-

Geopolitical situation or conflicts

Sanctions or restrictions on access to technologies

tional IT projects were systema-

Political risks of interest between states

Political instability

tized, which demonstrated the
simplicity and clarity of the de-

Examples of production rules for such categories are
as follows:

"If the system protection is low and there are many
vulnerabilities, then the technological risk is high."

"If the system protection is high and the number of
vulnerabilities is low, then the technological risk is low.”

scribed approach.
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