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RISK ANALYSIS AND 

CYBERSECURITY ENHANCEMENT 

OF DIGITAL TWINS IN DAIRY 

PRODUCTION

The object of research is technological and technical processes that affect the effectiveness of developing a system with Digital Twins 
and ensuring cyber security using the example of the dairy industry.

The work is aimed at solving the problems in the sector of a comprehensive system for monitoring production processes with the 
possibility of early detection of deviations and potential threats. This, in turn, can lead to a decrease in product quality and an increase 
in cyber security risks.

During the implementation of the research, a Digital Twins of the main technological areas was developed using the example of 
a dairy enterprise, namely: receiving, apparatus and dietary departments. This approach provides for the collection and analysis of data 
on production parameters (pasteurization temperature, level in tanks, etc.), and also integrates the results of laboratory control. It was 
found that technological risks have the greatest impact on the effectiveness of the functioning of production processes, and security risks 
directly account for 35 % of the total threat structure. This is partly due to one of the main problems in the sector of insufficient data 
protection and possible external interference, including during cyber attacks. In addition, the analysis identified three risk groups (a to-
tal of 13 factors), which further allowed to determine their impact on the efficiency of production as a whole. This, in turn, allowed to 
draw a preliminary conclusion that the use of cybersecurity risk management strategies reduces the likelihood of technical failures and 
information threats at an industrial enterprise. The results of modeling Digital Twins of the main technological areas using the example 
of a  dairy enterprise showed that the implementation of strategies from the security risk group increases the efficiency of the project 
by 4 %. The results obtained can be used to increase the level of cybersecurity and monitor production processes in the dairy industry 
and other agro-industrial sectors. The developed Digital Twins can be integrated into quality and safety management systems for food 
production, in particular, for enterprises operating in conditions of increased risks of cyber threats.

Keywords: Digital Twins, industrial Internet of Things, monitoring, control and threat modeling, technological risks, food industry, 
information systems security.
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1. Introduction

The Industrial Internet of Things, part of the context of Indus-
try 4.0 [1, 2], contributes to the development of the industrial sector by 
expanding production processes with modern devices and intelligent 
systems. However, they generate a significant amount of information 
that needs to be processed. To do this, the IIoT (Industrial Internet of 
Things) uses tools such as the Internet of Things (IoT), big data, cloud 
computing, artificial intelligence and Digital Twins (DT). The latter 
are a digital representation of a physical system, known as a physical 
twin, capable of simulating the life cycle of the system and reflecting 
the synchronized action of the physical twin. DT increase the monitor-
ing of all physical objects using flexible methods, allowing access and 
exchange of data. Typically, in industrial applications, physical twins are 
technological devices, processes, including automated control systems. 
DT used in the operation of technological processes, as envisaged in 
Industry 4.0, can provide a constant check of the safety of product qual-

ity and production safety in general. In industry, Digital Twins (DT) 
control technological processes and automated systems, ensuring the 
safety of production and products in accordance with the Industry 4.0 
concept. Production security includes a set of measures aimed at pro-
tecting industrial systems from cyber threats. There are three main 
groups of measures: physical, technological and organizational. Analysis 
of potential threats and security requirements allows to choose effective 
methods and technologies for protection. This applies to both hardware 
and software. This approach allows to solve the problems of detecting 
and predicting cyber attacks at industrial enterprises, including risk 
analysis and making optimal decisions on their management strategy.

Known approaches to implementing DT are not sufficiently con-
ceptually justified, which complicates their universal application in 
various production engineering works, therefore, slows down the devel-
opment and integration with physical twins. In particular, the following 
issues remain today [3]: calculation of expected benefits; DT behavior 
throughout its life cycle; consistency of use scenarios; levels of fidelity  
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for each scenario; data ownership and protection; integration between 
virtual entities.

IIoT devices can be subject to various security threats and become 
the object of cyberattacks. Since they are connected to the Internet and 
interact with other systems, there is a risk of vulnerabilities and abuse by 
attackers. In particular, intrusion into the system poses a serious threat, 
and DDoS (Distributed Denial-of-Service) attacks on IIoT devices 
are aimed at overloading the network or device. At the same time, the 
leakage of confidential information can cause financial losses and loss 
of competitive advantage, and manipulation of production processes 
can lead to incorrect production or emergency situations. And physical 
threats can cause unauthorized access or incorrect operation of devices. 
To prevent security threats and cyberattacks on IoT and DT devices, 
appropriate security measures must be taken.

Technologies for protecting IIOT devices from cyberattacks are 
relevant due to their growing popularity and new cybersecurity threats. 
Attackers are constantly looking for new ways to invade systems, ex-
ploiting vulnerabilities in IIOT devices with limited resources and in-
sufficient protection. The large number of connected IIOT devices also 
creates a wide surface for attackers to attack. Cyberattacks on IIOT and 
DT devices will have serious consequences, leading to the shutdown 
of production processes, damage to equipment, and leakage of confi-
dential data. Rapid technological progress in the field of cybersecurity 
leads to the emergence of new types of cyberattacks and threats to 
production DT. This requires the establishment of necessary protection 
mechanisms at the DT design stage and constant monitoring and use of 
modern technologies and methods to detect and prevent new threats. 
The purpose of forming risk management strategies when designing 
DT for food production is to ensure the stability and security of the system. 
The goals include reducing the likelihood of cyber threats, effective 
interaction with other agents, minimizing vulnerabilities, optimizing 
cyber defense costs, rapid incident response and recovery, and taking 
into account the requirements of other affected systems. As a result, it is 
necessary to ensure a high level of cybersecurity and trust, taking into 
account limited resources and standards requirements.

According to the concept of building DT [4, 5], special attention 
should be paid to technical aspects: information modeling and filling, 
information synchronization, API (Application Programming Inter-
face), communication, deployment, data interoperability and security, 
hardware and software.

Risk management of industrial projects with DT involves minimizing 
technological, technical and security risks over a certain period of time 
that lead to negative consequences and developing appropriate strategies:

min ( ( ), ( ), ( ), ),

( ) ,
( )U R

i i i

i pr t

i
Risk Risk R V R U R t

Risk R Risk Risk= cch scRisk, , 	 (1)

where Ri  – risk factor, i =1 13,..., ; Riski  – risk value for factor i, i =1 13,..., ;  
Risk – risk value for the technological line; V Ri( ) – risk consequences Ri;  
Risk pr – set of technological risk factors; Risktch  – set of technical risk 
factors; Risk sc – set of safety risk factors; U Ri( ) – risk management strate
gies Ri; t – time.

Determining the effectiveness of the developed system is reduced 
to the maximization problem:

max / ,max1 Risk E� �� 	 (2)

where E – the efficiency of the developed system.
In the process of solving the problem, the work was divided into 

stages:
–	 identification of risk factors;
–	 conducting a qualitative assessment of each risk factor and deter-
mining their consequences;

–	 quantitative assessment of risk factors and the overall risk of the 
technological line;
–	 assessment of the impact on the efficiency of the developed system;
–	 identification of risk minimization strategies and their modeling 
for effective implementation of the system.
There are a number of methods and technologies for protecting 

IIoT devices that help ensure the security of infrastructure and data. 
Analysis of existing protection methods and IIoT security problems 
is reproduced in the works of domestic and foreign scientists [6–16], 
which contain detailed reviews, studies, methods and approaches to 
protecting IIoT devices. They describe various aspects of security, such 
as cryptography, intrusion detection, denial of service protection, access 
control, and others.

Currently, there is a sufficient selection of software for creating and 
implementing DT, which, in combination with the physical assets of the 
enterprise, monitor the actual state of the equipment, ensure compati
bility with IIoT. Together with such tools, software for automated design 
or software for controlling IIoT devices is used. Comparative character-
istics of known platforms for creating DT are considered in [17]. So, the 
software: aPriori is designed for modeling digital production, combines 
the functions of design for production, cooperation with suppliers and 
continuous development. Digital Twins for Engineering is a technology 
for predicting the reliability of vehicle transmission components and 
combines a large number of analytical scales in a single software pack-
age, and also has a computing environment. Digital Twin Organiza-
tion from Interfacing contains tools for rapid application development 
and a management tool that makes it possible to digitize processes and 
increase production efficiency. AWS (Amazon Web Services) IoT pro-
vides services that cover all levels of security, including preventive mea-
sures (data access control and encryption, continuous monitoring and 
configuration auditing ). AWS IoT also allows to create models in the 
cloud with subsequent deployment on devices, optimizing operations.

Siemens NX is a universal integrated solution for modeling and 
design of production.

A review of the literature on DT [3, 18–23] indicates a wide range 
of use of various modern methods, methodologies, technologies, ap-
proaches, such as classical analytical modeling methods, artificial intel-
ligence, machine learning, ontologies, etc.

The most popular tools for IoT development were analyzed in [24]. 
However, it is worth noting the flexible open source visual editor Node-
RED [25], which makes it possible to establish the relationship between 
clouds, databases, APIs, and develop software for software-hardware 
systems, including IoT devices. One of the advantages of Node-RED 
is its versatility, which makes it possible to configure individual data 
streams, work with a browser-based data stream editor, and individual 
nodes with different functionality. The lightweight runtime environ-
ment built on Node.js has the advantage of a non-blocking , event-
oriented model, making it ideal for working at the Edge of the network 
on a variety of hardware, as well as in the cloud.

Information and communication technologies provide many op-
portunities for business development, but at the same time, cybersecu-
rity threats analyzed in [26–30] are increasing, and some aspects are 
proving to be particularly risky. Modern cyberattacks are becoming 
more frequent and complex, and their wide range of impact on enter-
prises forces organizations to choose effective cyber risk management 
strategies. The approach to protecting the core resources of the enter-
prise based on detecting and eliminating cyber threats as they occur 
and improving security processes based on threat analysis conclusions 
is not effective enough. Since the recognition of complex cyberattacks 
and intrusions is a multi-stage process, risk management should be 
based on the cyber attack life cycle.

The iterative approach to the cyber risk assessment process is 
considered in the form of increasing the level of detail of each iteration 
or stopping the process, that is, after each stage there are decision 
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points  (continue, complete, return). Risk assessment, including their 
analysis, is a fundamental element of the enterprise risk management 
system. It provides information for decision-making on the risk manage-
ment strategy, effective selection of risk reduction measures, assessment 
of the validity of transferring, accepting or avoiding the risk  [26, 31].

The stages of risk assessment form the basis for decision-making on 
their priorities, appropriate measures taken, as well as the allocation of en-
terprise resources to manage them in order to support the optimal strategy. 
Cyber risk analysis involves choosing the best way to respond to cyber 
threats and implementing a protection plan. Monitoring and reviewing 
the status of cyber risks and their management are carried out throughout 
the risk management process to take optimal measures at the right time.

Thus, IIoT and DT use a wide range of communication platforms 
that combine various technologies, including physical devices (sensors, 
actuators, drive control devices, industrial controllers), a branched 
service-oriented architecture, intelligent information processing tech-
nologies, etc. When designing DT, it is necessary to lay down protection 
mechanisms to counter cyberattacks.

The aim of research is to develop an effective cybersecurity risk 
management strategy in the context of creating DT for food produc-
tion, to improve cybersecurity measures using the example of the dairy 
industry in the context of identifying potential threats by developing 
countermeasure strategies and recommendations for ensuring the sta-
bility and reliability of the digital twin of food production.

2. Materials and Methods

The object of research is technological and technical processes on 
the example of the dairy industry, which affect the effectiveness of de-
veloping a system with Digital Twins, as well as cyber security.

Monitoring and validation of security of IIoT devices in industrial 
production play an important role in ensuring the protection and reli-
ability of the network of connected devices. At the same time, the use 
of DT recreates a virtual model of the process, allowing to identify 
threats and prevent possible risks and take appropriate measures to 
prevent possible threats. Each IIoT asset has its own digital twin, which 
reflects all its characteristics, parameters and behavior, including data 
on the state of the device, its functionality, settings, access and other 
important attributes.

DT is the basis of a paradigm shift in systems engineering; there-
fore, cybersecurity issues must be taken into account during their 

design and integration in order to avoid future failures and ensure 
a  successful transition to a new technology. As DT are integrated with 
existing automated process control systems and production informa-
tion systems, the risks of cyberattacks increase significantly.

The functioning of production requires effective control of pro-
cesses and installations to ensure high productivity and product quality. 
DT equipment works in tandem with a distributed production control 
system and is used to optimize work in real time, offering the opera-
tor optimal settings and parameters. DT includes data preprocessing, 
simulation models of equipment and process behavior, self-learning 
and decision-making modules [5, 16, 32].

DT of industrial production, in particular the food industry, in-
cludes (Fig. 1):

–	 equipment monitoring (DT equipment level). It allows to col-
lect data from equipment and processes, control and analyze them 
to detect anomalies, optimize their operation, improve production 
rhythm and reduce downtime;
–	 monitoring of technological processes (DT process level). This al-
lows to automate various stages of production, monitor process condi-
tions, control temperature, concentration, pressure, etc. This helps en-
sure product stability and quality, reduce costs and increase productivity;
–	 production monitoring (DT production level). This allows to op-
timize production processes, including optimal resource allocation, 
planning production schedules and routes, and supporting produc-
tion workers in decision-making. In addition, it allows to conduct 
virtual testing of new technologies, processes or production changes 
without affecting real operations, reduce risks and costs when imple-
menting innovations, and identify bottlenecks in production.
To represent real technological objects in dynamics, DT compo-

nents must be connected to physical originals to collect and organize 
data from the corresponding objects. For data analysis, DT must have 
computational and analytical models, which are currently usually 
implemented using artificial intelligence methods. Machine learning 
algorithms and data analytics can help in predicting product quality, 
optimizing process modes, and managing equipment.

DT development should include service interfaces for intelligent 
industrial applications to have access to data, as well as analytical con-
clusions. To ensure compliance with interoperability requirements, 
functional interaction and security standards should be taken into ac-
count for establishing connections between blocks. DT consists of data, 
computational models, and service interfaces, as depicted in Fig.  1.

 
Fig. 1. Digital Twins of industrial production
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Cyber risk assessment is a process that allows to determine the prob-
ability and consequences of cyber threats. This is an important stage of 
cybersecurity management, as it allows to develop effective protection 
measures. The work uses a comprehensive approach to assessing cyber 
threat risks, combining Vulnerability and Threat Analysis and an impact 
probability matrix. The first includes identifying potential vulnerabilities 
in systems and infrastructure, as well as determining possible threats that 
can be used to exploit them. Taking these aspects into account, potential 
risks are assessed and measures are taken to manage them. The second 
uses a matrix to assess the probability of a threat occurring and the im-
pact of this threat on a system or organization. This allows to determine 
the level of cyber risk and take appropriate security measures.

Cyber risk assessment is a complex and complex task that requires the 
involvement of specialists from various fields. Therefore, the paper also 
uses the expert assessment method, which uses the experience and knowl-
edge of experts to assess the probability and consequences of cyber threats. 
A modeling method is used to select the optimal cyber defense strategy.

The assessment of the probability and consequences of cyber 
threats is carried out in several stages:

–	 identification of cyber threats – potential cyber threats that can 
affect the system are identified;
–	 assessment of the probability of cyber threats – 
the probability that the cyber threat will be imple-
mented is determined;
–	 assessment of the consequences of cyber threats – 
the potential impact of the cyber threat on the sys-
tem is determined;
–	 development of strategies to increase cyber pro-
tection – protection measures are developed aimed 
at reducing the probability and consequences of 
cyber threats;
–	 modeling – after developing a strategy and tacti-
cal plan, implementation and implementation, mod-
eling is carried out aimed at identifying and reducing 
the impact of risks on the E DT effectiveness.
The following hardware and software were used in 

the study: modern sensors for measuring technologi-
cal variables, industrial controllers and their software, 
SCADA/HMI (Supervisory Control and Data Acquisi-
tion/Human Machine Interface – supervisory control 
and data collection system/human-machine interface). 
The type and features of the specified tools do not affect 
the development of Digital Twins, implemented using the 
tool for visual programming of data flows Node-RED, 
which is deployed in industrial controllers of the Edge 
class. Data in the Node-RED system is transmitted in 
JSON format (JavaScript Object Notation), which en-
sures ease of integration with other services and devices.

One of the limitations is that the study was based 
on typical production processes directly in the dairy 
industry. During the research, it was assumed that 
the sensor data is correct and up-to-date, and at the 
level of the digital twin there is no possibility of direct 
intervention in the course of technological processes 
through executive mechanisms. Thus, the non-de-
structiveness of the control level (Control Level) of the 
enterprise is ensured. At the same time, the main input 
data for modeling were typical functional schemes of 
dairy production, regime variables of the flow of tech-
nological processes. The proposed approach may be ef-
fective for small or medium-sized production facilities, 
but scaling to large enterprises may require significant 
changes in the hardware and software architecture and 
additional research.

3. Results and Discussion

The DT application for the food industry using the example of 
dairy production will take the form of a complex hierarchical system. 
Typical areas of a dairy plant are: milk reception areas, apparatus area, 
dietary area. Technological processes of dairy production are structur-
ally complex, combining flows – information, material, energy. At the 
production level, it is necessary to take into account the loads and oper-
ating modes of each unit that makes up the production line, effectively 
distribute material flows and minimize risks.

Fig. 2, a, shows a typical diagram of the reception area of a dairy 
plant, where important technological parameters for controlling and 
managing production are the accounting of the amount of milk, the 
temperature and the level of milk in tanks, where milk supplied to the 
enterprise is temporarily stored.

To create DT tanks for temporary storage of milk at the receiving 
area, the Node-RED tool for visual programming of data flows was 
used. Using this tool, software was developed for the hardware-software 
system of dairy production, which includes IIoT devices for measuring 
temperature and level (Fig. 2, b).

 
 
 

 

 
 
 

 
b

a

Fig. 2. Implementation of data collection of the receiving area of a dairy plant:  

a – typical technological scheme of the receiving area;  

b – DT of the milk receiving area



INFORMATION AND CONTROL SYSTEMS:
SYSTEMS AND CONTROL PROCESSES

41TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 2/2(82), 2025

ISSN-L 2664-9969; E-ISSN 2706-5448

Information from sensors at the physical level is supplied to mi-
croprocessor devices (industrial controllers), SCADA/HMI. All de-
vices are connected to an Edge-class industrial controller on which 
Node-RED is deployed. The results are reproduced in DT of devices, 
installations and technological processes (Fig. 3). A DT of the apparatus 
area of the dairy plant was similarly developed, a typical diagram of 

which is shown in Fig. 4, a. In particular, the DT of the pasteurization 
and cooling unit (Fig. 4, b) is presented, which is one of the main com-
ponents of the apparatus area. The main parameters for control and 
management are the pasteurization temperature and the milk cooling 
temperature, which primarily affect the quality of the output product 
and storage times.

 
Fig. 3. Graphical display of temperature and milk level in tanks at the milk reception area

Fig. 4. Implementation of data collection of the pasteurization and cooling unit of the apparatus area of the dairy plant:  

a – typical technological scheme of the apparatus area of the dairy plant; b – DT of the pasteurization and cooling unit

 
 
 

 

 
 
 

 

a

b
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The graphic display of the pasteurization and cooling temperature 
is reproduced in Fig. 5, where on the left the operator sets the set tem-
perature value, and on the right the current temperature state of the 
technological process in the unit is displayed. 

If the temperature exceeds the set value, the operator receives 
a message by e-mail and an alarm is triggered, which guarantees 
constant quality control of the production processes and their safe-
ty (Fig. 6, 7).

 
 
 

 

 
 
 

 

a

b

Fig. 5. Graphical display of pasteurization and cooling temperatures: a – normal operation; b – temperature deviation from the set value

 
Fig. 6. Sending an emergency message
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 Fig. 7. Receiving an emergency message

Another typical area of dairy production is the dietary area, the 
schematic diagram of which is given in [33]. This workshop is intended 

for the production of various types of fermented milk products, there-
fore the main devices that require attention are tanks for storing raw 
materials and finished products, a fragment of which DT is designed 
and presented in Fig. 8.

The main parameters of control and management in the diet pro-
duction area are the temperature and level of milk in the tanks, which 
is graphically displayed in Fig. 9.

The industrial laboratory in a dairy plant is an important compo-
nent of the production process, as it is responsible for quality control 
and product safety. The main functions of the industrial laboratory 
include checking the quality of raw materials (e. g. milk), quality con-
trol during the production process (e. g. dairy products) and the final 
evaluation of the finished product before release to the market. Typical 
analyses performed in the industrial laboratory include determination 
of fat, protein, lactose, minerals, bacterial contamination and other 
parameters that affect the quality and safety of dairy products.

Considering the different time intervals between measurements 
in the industrial laboratory and in the automated plant department 
management systems, a separate flow was created in Node-RED for the 
industrial laboratory Fig. 10.

Fig. 8. Implementation of data collection for DT of the diet area

Fig. 9. Graphical display of temperature and level of milk in tanks in the diet area
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a

b

Fig. 10. Implementation of data collection in an industrial laboratory:  

a – DT of an industrial laboratory; b – graphical display of milk quality indicators
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It is assumed that the model blocks and their simulation are imple-
mented in other Node-RED streams by involving machine learning 
methods, in particular, the TensorFlow.js library. Thus, using DT tech-
nology and a tool for visual programming of Node-RED data streams, 
a DT block was implemented for data collection for a dairy enterprise 
management system.

Risk assessment and recommendations for risk management may 
be specific to specific types of devices and systems. For example, for 
sensors that measure important production parameters, risks such as 
data loss and impact on production may be most relevant. For con-
nected controllers or equipment that control production processes, 
risks associated with cyberattacks and production downtime can have 
a serious impact on production activities. Depending on the specific 
context and type of IIoT devices, recommendations may include the 
development and implementation of security programs, data exchange 
using exchange protocols, configuration of monitoring and anomaly 
detection systems, and physical security measures. Therefore, specific 
measures and recommendations for risk management should take into 
account the types and characteristics of IIoT devices, their use, and the 
specifics of the production processes they serve.

It is important that manufacturers and industrial operators thor-
oughly analyze their systems, identify unique risks, and implement 
security measures that best suit their needs and context. Table 1 below 
lists the main risks specific to dairy production and their consequences. 
It was created by analyzing the scientific and technical literature [29]  
on this topic and based on the experience of leading specialists (op-
erators-technologists, automation specialists, and cybersecurity – the 
experts involved).

To assess technological risks, let’s introduce a risk indicator that 
calculates the weighted probability of deviation of the average value of 
the main qualitative technological variable for a certain period from 
the permissible values of deviations of the technological regulations:

� � � ��� ��x Risk s p x xi Ri i i i i i
max

, ...
max: ,1 3 	 (3)

where xi – the value of the main qualitative technological variable of the 
factor i =1 3,... ; pi – the probability of the i-th factor; ∆x i  – the deviation 
of the average value of the technological variable for a certain period 
from the permissible values of deviations of the technological regula-
tions; ∆ximax  – the permissible value of deviations of the technological 
regulations for the i-th factor; si  – the average severity of the negative 
consequence of the corresponding risk factor i.

For the milk acceptance department, x1 is one of the qualitative 
variables of the incoming milk (fat content, acidity, etc.), for the appa-
ratus area x 2 is the bacterial contamination of pasteurized milk; for the 
dietary area x 3 is the acidity of milk (Fig. 10).

To calculate technical risks and safety risks, the formula (4) is used, 
which shows the weighted probability of an event Ai  occurring for the 
corresponding factor:

Risk s p Ai i i� � � �4 13... , 	 (4)

where Ai  – the event of occurrence Ri  for a certain period i = 4 13,..., .
The production risk Risk  is determined by the total risk of the 

flow line, taking into account the impact of the consequences on the 
following departments. Table  2 shows the results of calculating the 
risks (3), (4) of dairy production by areas and for the entire flow line. 
The last column determines the degree of influence of risk factors on 
the efficiency of the system using the Pareto rule (Table 3).

Fig. 11 presents the influence of factors on the overall efficiency of 
the system in percentage.

It can be concluded that the technological risk group has the great-
est impact, and the technical group has the least. Security risks account 
for 35  % of the total, with the greatest impact being factors related 
to external interference and insufficient protection of various data.

DT can be vulnerable to various types of cyberattacks, including 
hacking, malware implementation, leakage of confidential information, 
and many others. Therefore, it is necessary to take measures to protect 
Digital Twins and ensure their integrity, confidentiality, and availability.

Table 1

Main risks and their consequences for dairy production

R
i

Risk factor content
Numerical 

weight of risk s
i Risk consequences V(R

i
)

Technological risks Risk
pr

R
1

Loss of quality 0.11 Product batch damage, material and reputational losses

R
2

Reduced productivity 0.12 Reduced profits, loss of sales market, reduced competitiveness

R
3

Increased losses 0.12 Increased product cost, reduced profits

Technical risks Risk
tch

R
4

Failure of an equipment unit 0.054 Equipment damage due to wear and tear or personnel incompetence

R
5

Environmental impact 0.046 Equipment damage due to bad weather or other natural disasters

R
6

Data loss due to equipment failure 0.091 Loss of important production data, delays in work

Security risks Risk
sc

Cyber attacks

R
7

Unauthorized access to systems 0.098 Potential loss of control over production, increased material and reputational losses

R
8

Data manipulation 0.053 Damage or loss of data, negative impact on production

Data loss

R
9

Production data leakage 0.027 Reputational damage, impact on competitiveness

R
10

Confidential data leakage 0.058 Reputational damage, possible legal consequences

Physical risks

R
11

External interference 0.057 Intentional damage to equipment due to physical impact of the offender

Ensuring criticality

R
12

Insufficient protection of important assets 0.11 Loss of control over important production processes

R
13

Insufficient quality of IT component provision 0.056 Negative impact on production quality, delays in work
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Since the Node-RED editor itself is not sufficiently secure, anyone 
with access to the IP address can access the editor and make changes, 
so it must be deployed in a securely protected network. Therefore, the 
developed system also needs protection, which can be implemented in 
the following ways:

1.	 Enabling HTTPS access – Node-RED can be configured to pe-
riodically update its HTTPS certificates without the need to restart it.

2.	 Editor and Admin API protection that supports two types of 
authentication: authentication based on the entered username and 
password, as well as authentication based on any OAuth/OpenID pro-
vider, such as Twitter or GitHub.

3.	 HTTP nodes and Node-RED Dashboard can be protected us-
ing basic authentication, with a single username and password granted 
access to routes according to the properties and settings used.

Security configurations are sensitive and should be protected from 
attackers. If an attacker manages to gain access to security configura-
tions, they can use known or new vulnerabilities to launch a cyberattack 
or introduce a persistent threat to the system. Many cyberattacks have 
recently exploited security configuration vulnerabilities that can occur 
due to default settings or dangerous configurations that leave the system 
vulnerable to cyberattacks. In the case of creating a copy of the physical 
environment (for DT), security configurations must be transferred to 
the digital environment, which increases the likelihood of access to 
confidential information by third parties, some of whom may be hostile.

With this in mind, recommendations for risk management mea-
sures have been developed – Table  4, which include the percentage 
value by which each risk factor can be improved according to ex-
pert opinions.

Table 2

Results of calculating risks for dairy production

R
i p

i
 of milk 

reception area

Risk assessment 

Risk
i
 of milk 

reception area

p
i
 of apparatus 

area

Risk assessment Risk
i
 

of apparatus area

p
i
 of dietary 

area

Risk assessment Risk
i
 

of dietary area

Risk of flow 

line (produc-

tion) Risk

Impact on E 

(according to the 

Pareto rule)

R
1

0.021 0.00231 0.009 0.00099 0.002 0.00022 0.002312 High

R
2

0.015 0.0018 0.011 0.00132 0.01 0.0012 0.001802 High

R
3

0.001 0.00012 0.004 0.00048 0.005 0.0006 0.000120 Medium

R
4

0.01 0.00054 0.028 0.001512 0.026 0.001404 0.000540 High

R
5

0.0002 0.0000092 0.0001 0.0000046 0.0001 0.0000046 0.000009 Non-significant

R
6

0.005 0.000405 0.001 0.000081 0.001 0.000081 0.000405 Medium

R
7

0.002 0.000196 0.0009 0.0000882 0.0007 0.0000686 0.000196 Medium

R
8

0.002 0.000086 0.0008 0.0000344 0.0006 0.0000258 0.000086 Low

R
9

0.001 0.000027 0.0008 0.0000216 0.0006 0.0000162 0.000027 Low

R
10

0.009 0.00045 0.0009 0.000045 0.001 0.00005 0.000450 Medium

R
11

0.012 0.001164 0.0005 0.0000485 0.005 0.000485 0.001164 High

R
12

0.004 0.00044 0.0013 0.000143 0.001 0.00011 0.000440 Medium

R
13

0.01 0.00044 0.0005 0.000022 0.0005 0.000022 0.000440 Medium

Table 3

Risk assessment

Risk value across all areas Risk impact degree

Risk>=0.0005 High risk

0.0005>Risk>=0.0001 Medium risk

0.0001>Risk>=0.00001 Low risk

Risk<0.00001 Non-significant risk

Fig. 11. Percentage distribution of risk factors
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When introducing management strategies for risk groups, the fol-
lowing modeling results were obtained, which are shown in Fig.  12. 
As can be seen, the greatest increase in project efficiency is provided 
by strategies related to the group Risk pr, the efficiency will increase by 
almost 4 % when introducing group strategies Risk sc , and the least for 
the group Risktch .

 

0.0
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4.0

6.0

8.0
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ΔE
, %
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Fig. 12. Expected system performance gains

The DT accuracy compared to its physical representation is impor-
tant. For example, if a digital model is subjected to a cyberattack, any 
predictions will be of questionable value, regardless of the relevance, 
interpretation, availability of data, and quality of the data obtained. 
However, it is important to ensure that Digital Twins are available to 
users who have appropriate access rights and authentication. Access 
control to DT and encryption of communications ensure data confi-
dentiality and protection.

The DT use can also help detect and address cybersecurity threats. 
By monitoring and comparing real data with DT, anomalies, suspicious 
activity, and other signs of cyberattacks can be detected, allowing for 
timely response to threats and measures to eliminate them. In addition, 
it is possible to build a DT that can be used to simulate cyberattacks and 
determine their consequences for the system. This will allow testing 

of cybersecurity measures and identifying weaknesses in the system. 
Cyberattack simulation also helps to improve defense strategies and 
increase incident response readiness and reduce risks R R7 9− .

Implementing DT technology requires a comprehensive approach 
to cybersecurity. It is important to understand the risks associated 
with DT and take measures to prevent them. Ensuring the security 
and reliability of the system are critical factors for the successful use 
of DT in various industries, including the food industry. At the same 
time, a risk assessment will be complete only if, on the one hand, it 
focuses on the details, and on the other, takes into account the context 
of the collected data. Such DT should also include mechanisms for 
detecting and investigating cyber incidents that help ensure network 
security, protect confidential information, prevent financial losses and 
preserve the company’s reputation. They are an important element of  
a  comprehensive cybersecurity strategy and allow for a prompt re-
sponse to threats and take the necessary measures to restore and protect 
the industrial production infrastructure.

The main components and functions of the DT system for re-
sponding to cyber incidents in industrial production are listed  
in Table 5.

Cyber incident response systems DT in industrial production can 
be used to implement adaptive security. The main idea of adaptive 
security is that the system can adapt and respond to new threats and 
attacks, quickly reacting to changes in cybercriminal behavior and 
responding to new vulnerabilities.

DT can strengthen the protection of the system by helping to 
detect anomalies and intrusions. They help in real-time analysis and 
monitoring of the system, providing early detection of potential prob-
lems, warning of possible threats and the ability to take necessary 
measures for protection in real time. Anomaly recognition helps to 
detect unusual or suspicious activity that may indicate a potential 
threat, while intrusion detection aims to identify actual attempts at 
unauthorized access or attacks on the system. This can be detected 
based on changes in patterns, statistical data or developed models.

Table 4

Recommended risk management strategies

R
i

Risk management strategies, U(R
i
) Δr

i
, %

Technological risks

R
1

Compliance with technological regulations, monitoring the quality of raw materials and semi-finished products 16

R
2

Working with reliable suppliers of raw materials, materials and services. Availability of alternative energy sources 23

R
3

Ensuring resource and energy efficiency of technological processes 13

Technical risks

R
4

Predicting aging, periodic inspection and routine maintenance of equipment 17

R
5 Physical protection of equipment from bad weather, floods and other natural phenomena. Providing backup power and the ability to 

resume production
3

R
6

Regular diagnostics and maintenance of equipment. Regular data backup and recovery 8

Security risks

Cyber attacks

R
7

Establishing strong passwords and multi-level access control. Using encryption to ensure data confidentiality 9

R
8

Establishing data integrity monitoring systems. Regular data backups and recovery capabilities 5

Data loss

R
9

Establishing limited access to production data, transferring only clearly approved and processed production data to the cloud 5

R
10

Encryption of confidential data. Establishing limited access to confidential data 7

Physical risks

R
11

Physical protection of equipment from intentional damage. Providing backup power and the ability to resume production 14

Ensuring criticality

R
12 Using authentication and authorization systems to limit access, transfer only clearly approved and processed production data to the cloud. 

Incident detection and recovery
7

R
13

Regular updates and patches for software and hardware. Continuous audit and quality control of IT support 9
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Table 5

The main components and functions of the DT system for responding  

to cyber incidents in industrial production

Component Function

Monitoring

DT monitors the real-time state of the cyber incident 

response system, including network activity, collecting 

information from logs, and detecting potentially suspi-

cious activities

Anomaly analysis 

and detection

By comparing current data with normal system behavior, 

DT is able to detect anomalies and suspicious changes

Cyber incident 

investigation

When suspicious activity or anomaly is detected, DT 

can assist in investigating the incident. It collects data 

and information that can be useful in identifying the 

source of the attack and determining the cause of the 

vulnerability

Cyber incident 

response

DT of the cyber incident response system in industrial 

production responds to detected cyber attacks and secu-

rity incidents. It provides automated procedures for re-

covery, isolation and elimination of threats, ensuring rapid 

response to incidents and minimizing their consequences

Simulation and 

experimentation

DT allows for simulations and experiments to deter-

mine the effectiveness of various measures for prevent-

ing and responding to cyber incidents

Security planning

Based on the collected data and analysis, DT can rec-

ommend certain security measures and improvements 

to the cyber incident response system

Ensuring the integ-

rity and security of 

the DT itself

DT must also be protected from possible cyber attacks, 

as its compromise can lead to incorrect reflections of 

the system state and reduced response efficiency

The scientific novelty of this article lies in the development of cy-
bersecurity risk management strategies in the context of DT develop-
ment for dairy production. It is based on the identification of the main 
risk groups, their factors and the assessment of their impact on the over-
all effectiveness of the DT project. The article is of practical importance 
for dairy production, as it provides specific strategies and recommen-
dations for managing cybersecurity risks when developing DT. This 
will allow dairy producers to effectively protect important information, 
ensuring the resilience of production against potential cyber threats. 
The implementation of the proposed strategies will help to avoid fi-
nancial losses, preserve the reputation of the enterprise and ensure the 
continuity of dairy production in the context of digital transformation. 
This is a tool for improving industrial cybersecurity, which has a direct 
impact on the sustainability and efficiency of dairy production.

The cybersecurity risk management strategy for developing a digital 
twin of industrial production ensures the secure integration of digital 
technologies into the food industry, minimizing the threats of unauthor-
ized access, cyberattacks, and leakage of confidential data. It contributes 
to the stability of production processes, the protection of recipes for multi-
component semi-finished products and unique technologies, and also 
increases trust in digital innovations in the food sector. The implementa-
tion of multi-level mechanisms for user identification, monitoring of cyber 
threats, and backup of critical data allows to guarantee the uninterrupted 
operation of enterprises, which is especially important in the context of 
national food security and global geopolitical instability [34]. Prospects 
for further research may include a deeper study of the adaptation of cyber 
measures to the specific needs of food production, the impact of digital 
technologies on the development of the industry, and the development of 
innovative tools for cyber protection of industrial production.

The use of the obtained results requires adaptation to specific pro-
duction conditions, in particular, taking into account the specifics of 
equipment and technological processes. Additionally, it is necessary 
to improve data processing algorithms and integrate DT with modern 
production management systems. An important factor is limited access 
to high-precision information on technological parameters due to the 
confidentiality of enterprise data, which may affect the accuracy of risk 
modeling and the effectiveness of the proposed strategies.

Martial law in Ukraine significantly complicated the research pro-
cess due to limited access to production enterprises, unstable operation 
of logistics chains and changes in the educational process, in particular 
the transition to distance learning. Changes in the legislative regula-
tion of food production safety and cyber security also had an impact, 
which requires additional adaptation of the proposed risk management 
strategies. Despite these challenges, the obtained results are relevant for 
increasing the resilience of dairy production in crisis conditions.

4. Conclusions

DT was obtained for the main typical sections of dairy production, 
which includes collecting information on the technological processes of 
the receiving, apparatus and dietary departments. Data on the techno-
logical parameters of production (pasteurization and cooling tempera-
ture, dairy product temperature, level in tanks, etc.). DT additionally 
receives data from an industrial laboratory.

It was confirmed that effective risk management is critically im-
portant for ensuring the safety and stability of production processes. 
Three groups of risks were identified, with a total of thirteen factors. 
For each factor, a numerical weight, its consequences, and the risk for 
each dairy production department were determined. Technological 
risks have the greatest impact on the overall efficiency of the system, 
and security risks account for 35 % of the total. Of these, factors related 
to insufficient protection of various data and external interference have 
the greatest impact.

Strategies for risk groups were proposed, which include improving 
technical protection measures and developing appropriate risk manage-
ment procedures. Based on the modeling of risk management strate-
gies, it was determined that the greatest increase in project efficiency 
is provided by strategies related to the technological risk group. The 
efficiency will increase by almost 4 % when introducing strategies from 
the security risk group. Strategies related to the technical risk group 
have the least impact on efficiency.
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