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DEVELOPMENT OF A CONCEPT
FOR THE TASK OF LIFE CYCLE
EFFECTIVE MANAGEMENT OF AN

OPERATED INFORMATION SYSTEM

The object of research is the processes of functioning and maintenance, which together determine the operation stage of the informa-

tion system.

The study is devoted to solving the problem of life cycle formal management of operated information systems of management of

enterprises and organizations. Research in this area is mainly aimed at developing models, methods and technologies for managing
material products and software applications. Issues of life cycle management of interdisciplinary IT products, such as enterprise man-
agement information systems, remain practically unexplored.

The aim and main limitations of classical (permanent) management of the life cycle of an operated information system are deter-
mined and formally described. The main disadvantage of such management is the possibility of a significant increase in the number of
change requests that arise as a result of changes in business processes and IT infrastructure of enterprises and organizations. Therefore,
it was proposed to move from the concept of classical (permanent) management to the concept of life cycle effective management of
an operated information system. This concept allows to formally describe the task of life cycle effective management of an operated
information system as a task of achieving optimal characteristics of this information system for each of its specific properties and the
minimum probability of the existence of unresolved incidents and requests for changes during the operation stage of this information
system. Based on the provisions of this concept, formal descriptions of the objective function and the main constraints of the task of life
cycle effective management of an operated information system for its individual properties are developed. The use of this concept allows
to consider classical (permanent) management as a partial case of life cycle effective management of an operated information system.

Practical application of the proposed formal description of the task of life cycle effective management of an operated information
system allows to improve SLM-systems for managing the life cycle of an operated information system without global reengineering of

existing systems and technologies for data storage and processing.
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1. Introduction

The modern approach to the creation and functioning of informa-
tion systems (IS) for the management of enterprises and organizations
conceptually considers such systems as a type of system for providing
IT services to operators and users [1]. To solve the problem of manag-
ing these services throughout their life cycle (LC), a separate type of
management system was created — service management systems. Ac-
cording to modern ideas, such systems should be perceived as systems
for managing and controlling the activities of a service provider from
the point of view of service management [1].

The results of adapting this definition for the IT industry are:

a) the concept of an IT service management system as a system for
managing and controlling the activities of managing I'T objects of an
IT company;

b) an approach to product LC management (PLM);

¢) an approach to application LC management (ALM).

Here and further, an [T service will be understood as an IS inde-
pendent functional task, the use of which is economically and tech-

nically feasible for performing a separate activity of an enterprise or
organizations process or for managing this activity [2]. The term "PLM"
will be understood as an approach to managing processes and methods
that are used or created during the LC of products or systems. Its scope
of application mainly covers the hardware parts of the system [3]. The
term 'ALM" will be understood as an approach focused on the soft-
ware LC. It is designed to monitor, control and manage artifacts and
processes that arise during the program LC. These processes include
requirements development, source code management, test manage-
ment, release management, etc. [4].

Although the PLM and ALM approaches arose on the basis of the
concept of an IT service management system, the IS created within
these approaches have developed in different ways. The reasons for
this should be considered different approaches to structuring hardware
and software, as well as to combining elements of these services into
systems. In addition, the software and hardware LC phases are also dif-
ferent, even if there are similarities [5]. But since modern enterprise and
organization management IS consists of various supporting systems, it
becomes relevant to create a new approach. The main difference of this

;66

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 2/2(82), 2025



ISSN-L 2664-9969; E-ISSN 2706-5448

INFORMATION AND CONTROL SYSTEMS:
SYSTEMS AND CONTROL PROCESSES )

approach is the integration of PLM and ALM into the interdisciplinary
system life cycle management (SLM) [6].

Modern information technologies (IT) and IS, created on the PLM
basis, are aimed at managing large amounts of information and artifacts
that arise and accumulate during the product LC [3]. Such PLM-IT
and PLM-IS are considered as a center that ensures the existence of
compatible data flows (for example, data from CAD products, modeling
or architecture data, etc.) and solving the tasks of managing these data
flows. This is due to the fact that PLM grew out of CAD (Computer
Aided Design) and PDM (Product Data Management). For this reason,
PLM-IT and PLM-IS are only limitedly suitable for displaying and sup-
porting the software LC [6].

The use of PLM-IT and PLM-IS for the IS LC management in
enterprises and organizations is complicated by the need to manage
changes that arise during the creation and operation of such IS. Thus,
in [7] the reasons for these complications are the lack of compatibility
of product change notifications, low data quality and the lack of direct
traceability and tracking of changes to the final product. To eliminate
these complications, in [7] it is proposed to integrate PLM-IS and
IT asset administration (Asset Administration Shell). Such integra-
tion should improve the cooperation of these systems, improve data
quality, ensure traceability and increase efficiency within engineering
processes. But this approach is not very suitable for the LC manage-
ment, because it focuses mainly on the hardware management. Un-
like PLM, ALM was originally considered as an approach that can
theoretically be used without the use of appropriate tools. ALM was
mainly proposed to be used to integrate all processes, methods and
data that are used and generated within the framework of software
development [4]. The modern vision distinguishes three main as-
pects within ALM: governance, development and operations [6]. The
governance aspect considers the tasks of conducting software busi-
ness analysis, project portfolio management and program portfolio
management. The development aspect considers the tasks of software
generation (from requirements definition through design and source
code development to testing and release). The operation aspect con-
siders the tasks of monitoring and managing software [8]. However,
such a distribution of tasks between individual ALM aspects is too
limited and does not correspond to the modern practice of maintain-
ing and supporting operated IS. Thus, in particular, during IS opera-
tion there is a constant need to improve existing and develop new
system functions as a response to changes in the business processes
of IS consumer enterprises.

Modern research suggests understanding SLM as a technical and
organizational basis for LC management of all system artifacts that are
created or improved during the existence of this system, and the tools
used to work with these artifacts. This basis provides clear tracking of
all system elements. Thus, interdisciplinary SLM is considered the basis
for complex digital engineering [9]. But this basis does not have the
formal basis necessary for the SLM application as a theoretical and ap-
plied tool for solving complex tasks of LC management of the entire IS.
Thus, one of the manifestations of this deficiency is the fact that there is
no established classification of I'T products that can be used to imple-
ment the SLM approach.

Unlike theoretical research, applied work in the field of creating
IT products that can be used to implement the SLM approach demon-
strates significant results. Examples of such I'T products include:

- Microsoft products (Microsoft System Center 2016, Microsoft

Azure Automation & Control in Microsoft Operations Manage-

ment Suite);

- specialized products of individual IT companies (Cortex, Ac-

tiveBatch Workload Automation, Ignio, VMware Vrealize Orches-

trator, etc.);

- products that are descendants of CASE systems and visual mod-

eling environments (CA Process Automation).

These and similar I'T products generally meet the requirements
for service management systems defined in [1]. In general, the set of
functions of such products is aimed at achieving the following goals:

- increasing the efficiency of the functioning of IT processes of the

enterprise-consumer of I'T services (technical and economic goal);

- reducing the operational risks of the enterprise-consumer of IT

services (technical and economic goal);

- reducing the costs of I'T processes of the enterprise-consumer of

IT services throughout the entire LC (economic goal);

- compensating for the negative consequences of the complica-

tion of managing the I'T services system of the enterprise-consumer,

in particular, eliminating the "IT blindness" effect (economic goal);

- increasing the level of compliance with standards, including to

facilitate further certification (economic and organizational and

methodological goal).

But the vast majority of these products are the results of solving
individual application tasks or developing a previous product line
for a different purpose (CA Process Automation). The application of
SLM provisions when creating these products does not find sufficient
confirmation.

Unlike applied developments, most theoretical research in the field
of PLM, ALM and SML is aimed at developing individual aspects of
managing I'T services of large industrial systems based on the Internet
of Things. For example, in [10] a description of the information layer of
the reference architectural model RAMI 4.0 is proposed, which is sup-
ported by the Zachman Framework concept. The proposed description,
according to the authors, should ensure the practical use of RAMI 4.0,
allowing stakeholders to use system engineering based on the model, on
the one hand, and include information engineering, on the other. But
the description proposed in [10] can be used to develop only individual
aspects of industrial systems and does not cover the task of managing
industrial IS as a whole. Similar research is being conducted in the
IT industry. Thus, in [11] the results of mixed modeling and modeling
of continuous service delivery pipeline scenarios as a separate aspect of
DevOps are described. But these studies also do not cover the overall
task of managing IS and I'T, which an IT company uses in its activities.
The formation of integral assessments of the progress and results of the
functioning of individual IS services currently does not involve the use
of formal models [12]. At the same time, studies have shown that the
success of projects aimed at improving individual processes is not a
coincidence, but a predictable result with clearly defined and measur-
able characteristics [13]. To solve various I'T service management tasks,
approaches based on solving multi-criteria optimization tasks are pro-
posed in [14]. However, the difficulties of applying such approaches in
managing real web-based IS force to look for other options for solving
such problem. Thus, in [15] it is proposed to consider an approach to
web service management based on knowledge. However, this approach
is not yet fully developed and requires extensive additional research.

Assignificant number of studies consider the tasks of IS LC manage-
ment mainly through the prism of instrumental means of its solution. In
this case, the multi-criteria decision-making process is usually proposed
as the main tool. Decision support systems based on multidimensional
data warehouses are proposed to implement this process. An example of
such a platform designed to automate the management of the LC stages
that describe the development of modern software is considered in [16].
Assignificant part of the publications is devoted to describing the results
of the study of individual tasks and tasks that arise when using tools for
solving similar multi-criteria optimization tasks. Algorithms [17] and
tools [18] for analyzing and optimizing hyperparameters are consid-
ered as similar tools in modern studies. Studies devoted to the use of
simulation modeling tools for LC management of individual aspects
of an IS [19] are not left without attention. But the main drawback
of these and similar studies is the use of existing instrumental means
for solving management tasks to solve the task of IS LC management.
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At the same time, the assumption about the possibility of using these
tools in such studies is recognized as an axiom that cannot be proven,
but can be refuted.

The modern circle of researchers recognizes the need for research
on the formulation and development of the theoretical basis of SLM.
The following directions for further research on the SLM development
are indicated in [6]:

- improving the implementation of the knowledge management

process in business (in particular, ensuring the interconnection of

business goals and indicators with current processes in order to

identify awareness of complaints and the potential for business im-

provement [20]);

— developingan integrated or common ALM-PLM data model (in

particular, in order to identify and minimize differences between

the descriptions of the hardware and software development pro-

cesses [21]);

- extending the requirements and use cases of the ALM-PLM sys-

tem to other LC stages;

- further detailing and refining the SLM, PLM and ALM ap-

proaches, developing these approaches through new methods, ideas

and processes to support software and hardware development;

- defining KPIs for ALM-PLM integration (in particular, to fur-

ther evaluate and monitor the use of these approaches to assess their

success or potential for improvement [22]).

But the SLM development is impossible without eliminating an
important contradiction in the field of IT service management. The
essence of this contradiction is as follows. A typical IT service man-
agement system, defined in [1], recognizes the goal of management as
maintaining user satisfaction with existing IT services at the desired
level for the Provider and Consumer of I'T services. At the same time,
the main quantitative criterion by which it is possible to determine the
degree of achievement of this goal is the indicator of the number of
reports of events that remained unsolved. But these incident reports
arise as a result of the interaction of operators and users with existing
IT services and the I'T infrastructure that ensures the operation of these
IT services. Thus, the I'T service management system defined in [1] and
the IT products that are created on the basis of the requirements for
this system are aimed at maintaining stable and unchanging over time
states of the software and hardware of the IT service system. Therefore,
compliance with the requirements for a typical service management
system defined in [1] does not allow optimizing the set of IT services
taking into account the technical and economic features of changing
business processes of individual consumers of IT services. Therefore,
the study of the general formal formulation of the IS LC management
problem is relevant both from a theoretical and practical point of view.

The aim of research is to develop a concept for the task of global LC
management of an operated IS as a system of IT services, taking into ac-
count the technical and economic features of business processes subject
to automation. This will allow automating the solution of the tasks of IS
LC management for the management of enterprises and organizations,
taking into account the features of SLM and ALM-PLM integration.

To achieve this aim, it is proposed to solve the following objectives:

- to determine the purpose of classical (permanent) LC manage-

ment of an operated IS as a system of I'T services;

- to formulate a concept and develop formal descriptions of the

function, purpose and constraints of the task of LC effective man-

agement of an operated IS as an IT service system.

2. Materials and Methods

The object of research is the processes of functioning and main-
tenance of IS, which together determine the stage of IS operation.
The subject of research is a formal description of the purpose and main
limitations of the tasks of IS operation management.

The generalized model of LC management of operated IS is based
on the results of improving the methodology for managing the opera-
tion of web-based IS. These results in [23] are presented in the form of
the following initial assumptions and recommendations:

- operated IS should be considered as a set of interconnected

representations at different levels (business level, IT service level,

IT service level, IT infrastructure level);

— the main conditional "unit" of describing data processing actions

in managed IS of any level of representation is a transaction;

- the dimensionality of the IS operation management problem

can be reduced provided that individual IS properties are identi-

fied, which characterize the manifestations of individual qualities
of this system;

- each individual property of the IS is determined by a set of re-

quirements (functional and non-functional) and a set of requests

for change (RFC) of these requirements and individual elements
of the system.

For a formal description of the elements of the generalized manage-
ment model, it was decided to use the ontology of web-based IS service
management proposed in [23]. This ontology consists of the following
interconnected concepts: "Information System’; "Provider of IS"; "Cus-
tomer of IS"; "Requirement of IS"; "REC IS"; "Configuration of IS"; "Pre-
sentation Layer"; "Configuration Item’; "Transaction’; "Configuration
Item’; "State of IS"; "Planned state’; "Current state’; "Indicator”; "Library
of Indicators’; "Property”; "Efficiency” [23]. Each concept is assigned
a set-theoretic category, which, in turn, is determined by a set of objects
and a set of morphisms.

The use of the ontology proposed in [23] allows to form a theo-
retical and categorical description of an operated IS according to the
"Digital Twin" concept. This concept proposes to solve the tasks of
managing complex real-world objects by using their electronic repre-
sentation — a digital analogue, which is actually no different from such
an object [24]. Although the "Digital Twin" concept is used mainly
for managing material objects (aircraft, cars, power plants, industrial
robots, etc.), a number of modern studies recognize the expediency of
using this concept in software engineering [25]. The generalized model
of IS LC management, taking into account the features of the "Plan -
Do - Check - Act” cycle, is presented in the form of a supercategory,
which has the form [23]:

LP Ll) L(:l L(;) LA
M, :[LP’LD’L(:I;’LA’FL,, ’FLC,, ’FL,,I ’FL‘\/ ’FL,, J’ (1)

where L, - supercategory, which formally describes the "Plan” stage;
L,, - supercategory, which formally describes the "Do" stage; L, — su-
percategory, which formally describes the "Check” stage; L, — supercat-
egory, which formally describes the "Act” stage; F:}” - single covariant
functor, which establishes a connection between supercategories L,
and L; FLL”‘"' - single covariant functor, which establishes a connection
between supercategories L, and Lj; Fé’/’ — single covariant functor,
which establishes a connection between supercategories L, and L;
FLL"‘ - single covariant functor, which establishes a connection between
suApcrcategories Ly,and L; F:f - single covariant functor, which estab-
lishes a connection between supercategories L, and L.

Functors F**, F'  F* and F* connect supercategories L, L, L
and L, accordiLli;g tghtheLAcontrolL:zycle of an ogeratengS. ThePfullmjct(f;
FLT‘ establishes a connection between supercategories L, and L to
describe situations when the IS operation is carried out according to
the developed plans and there is no need to adjust these plans.

To detail the formal description of the supercategories L, L, L,
and L, introduced in [23], the category of description of the states of
an operated IS Lg; was divided into two subcategories: the subcategory
of description of the planned state of an operated IS I}, and the sub-
category of description of the current state of an operated IS L. The
subcategory L, has the form:

e
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1% on,
- Ob, nnj’ObP 1-0b,,0b,,,0b,,,0b,, ., o' ! HOb({:” @)
st O, ol by 17 0bg, >
Hy," o Hep,! ’H H()h,, oo,
where ObConf asubset of objects of the subcategory st which describes

the "Conﬁguratlon of IS" concept; Ob, , — a subset of objects of the
subcategory L., which describes the "Presentation Layer" concept;
Ob,, — a subset of objects of the subcategory L, which describes the
"Configuration Item” concept; Ob;, — a subset of objects of the subcat-
egory L;, which describes the "Transaction’ concept; Ob,, — a subset of
objects of the subcategory L%, which describes the "State of IS" concept;
Obp, & — asubset of objects ofthe subcategory L, which describes the
"Planned State” concept; Hoy"~' — a subset ofmorphlims ofthe subcat-
egory L;,, defined between subsets Ob, , and Omef, Oh — a subset
of morphlsms of the subcategory L, deﬁned between subsets Ob,,
and Ob,.,,; of'.' — a subset of morphlsms of the subcategory L, de—
fined between subsets Ob,, and Obwj, Ob" — a subset of morphisms
of the subcategory L, dcﬁned between the subsets Ob,, and Ob,,;
HOb‘ " —asubset ofmorphlsms of the subcategory L, deﬁned between
the subsets Ob,,, -and Ob, ; H% —a subset ofmorplnsm% of the sub-
category I, defined between the subsets Ob,, and Ob,, ,, H, —asub-

Conf St> 77 Oby
set of unit morphlsms defined on selected subsets of obJects of the
subcategory L}, The subcategory L5, has the form:

Ol’PJ Obg
c Ob,, {’ObP 1,0b,,00;, Obsz’Obc st Ob@”, L ob,,
Ly = o, o Obeyy 7 70b ’ (3)
Tr (o) on St
Hy,! He, ' Hey, ™ Hey JH,
where OB, - a subset of objects of the subcategory L, which describes

the "Configuration of IS" concept; Ob,, , — a subset of objects of the
subcategory LS, which describes the "Presentation Layer” concept;

Ob,, - a subset of objects of the subcategory, L, which describes the
Conﬁguratlon Item" concept; Ob,, — a subset ofob)ects of the subcat-
egory L5, which describes the' Transact1on concept; Ob,, —a subset of
objects of the subcategory st which describes the "State of IS" concept;

Ob< g —asubset ofob]ects ofthe subcategory L, which describes the
"Current State" concept; Hy, -t _ a subset of morphisms of the subcat-
egory le, defined between subsets Ob, | and ObCM, Hgll:” — a subset
of morphisms of the subcategory L, deﬁned between subsets Ob,,

and Obomf, Oh“ — a subset of morphlsms of the subcategory st

defined between subsets Ob;, and Ob,,: H" - a subset of mor-
phisms of the subcategory L, deﬁned between subsets Ob,, and Ob,;
Hg:“ ' —asubset ofmorphlsme of the subcategory I, deﬁned between
subsets Ob.,,c and Oby; H, ”b —asubset ofmorphlsms of the subcate-
gory L defined between subsets Obg, and Ob,. . —asubset of unit
morphlsms defined on selected iub@ets of objects ofthe subcategory L .

Then, taking into account previously developed categorical de—
scriptions of operated ISs, it is proposed to describe the supercatego-
ry L, as follows [23]:

L, |:L15 ’Lls)t’LJnd’FLl“ ’FL,V, :| (4)
where L - a category that describes the operated IS at different levels
of representation; L,, — a category that describes the indicators that
characterize the operated IS and its configuration elements; F, s _asin-
gle covariant functor that establishes a connection between the cat-
egories L, and st FLL*’ — a single covariant functor that establishes
a connectlon between the categories Ly, and L, .

It is proposed to describe the supercateéory L, as follows [23]:

Ly =| Lo B L EE L | 5)
where F P —a smgle covariant functor that establishes a connection
between categorles L, and Lw FL" — a single covariant functor that
establishes a connectlon between ﬂupercategorlcs I andL,,

The supercategory L, is proposed to be described as follows [23]:
L |:LIS’L§I ,L;r ’Llnd’Fﬁ“ ’FI‘L’S ’FLI,\IJ ’F::(l; :| (6)

The supercategory L, is proposed to be described as follows [23]:

P C 1S IS St St
L= Lo I B F B S ] )
where Ly, — a category that describes the IS effectiveness by its indi-

vidual properties and as a whole; F s — asingle covariant functor that
establishes a connection between supercateg0r1e< Lgand Ly,

The diagram of the relationships between the elements of the gen-
eralized model of IS LC management is shown in Fig. 1.

L
FA
P
Lp - Ly
ry
Lp Ly
FLD F, Ly '
¥ LD
Ley
Ip | Len
Ley
FLD '

Fig. 1. Diagram of relationships between elements
of the generalized model of IS LC management

The diagram shown in Fig. 1 establishes transitions between the
main states of the "Plan — Do — Check - Act” cycle of IS LC manage-
ment. In this diagram, states are defined as supercategories L,, L, L,
and L,, describing the corresponding stages of the mentioned cycle.
Tran§1t10ns between these states are shown as functors F FLI“, FLL:’,

o and F . Thus, model (1) can be represented as a ﬁmte state ma-
chlne transitions between the states of which are associated with
changing the alphabets of the description of these states, although they
retain their structural features. Such a representation allows in further
studies to consider model (1) as the basis for a formal description of
automated IS LC management based on the "Plan — Do — Check — Act”
cycle. This description can exist provided that it is proven possible to
transform the corresponding finite state machine into a consistent set
of simpler finite state machines that describe the I'T processing of data

structures at each stage of the cycle.

3. Results and Discussion

3.1. Formal description of the purpose of classical life cycle
management of an operated information system as an IT service
system

For a formal description of the purpose of classical LC manage-
ment of an operated IS, let’s introduce a detailed description of the
categories Ly, L, , and LEﬁ,. The category L, taking into account the
concepts of the ontology of web-based IS service management iden-
tified in [23] and the connections between these concepts, will have
the form:

OblS’Ob Ob(mi’Obrc:’ObRF("Ob('onf’ObP L’Ob(l’Ob
_ Oby,  770by Obyg 770by, 770bc, pyOb 0Oby_,
LIS - H, Obyg > H Obe,y Hob H, 0Ob,, H Obyg Hobc of H, Obcys . (8)
Obgy Obe  py0by Ob,s
HOhc HOI“ ‘Conf HO[’ ’HOhRH HObRHI ’Hlob
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where Ob,; — a subset of category L, objects that describes the "Infor-
mation System” concept; Ob, - a subset of category L objects that
describes the "Provider of IS" concept; Ob,., — a subset of category L
objects that describes the "Customer of IS" concept; Ob, . — a subset of

category L,; objects that describes the "Requirement of IS" concept;
Ob,,. — a subset of category L objects that describes the "RFC IS"

concept; HG™ — a subset of category L,; morphisms defined between
subsets Ob,, and Ob,; HOI”‘ — a subset ofcategory L, morphisms de-
fined between subsets Ob, “and Ob,.;
morphisms defined between subsets Ob, and Ob_; s HO' — a subset
of category L,; morphisms defined between subsets Ob,,, and Ob,;
0%
Ob,, ‘and Obys Hyyo —a subset of category L, morphisms defined
between subsets Ob and Oby s H, -a subset of unit morphisms
defined on selected subsets of category L, objects.

The category L, ,, taking into account the concepts of web-based IS
between these concepts, will have the form:

"] g

Is? Obe,
Ob -a subset of category L
rec’ © 7 Obyg
o —a subset ofcategjory L,; morphisms defined between subsets
Cust
service management ontology identified in [23] and the relationships

Ob,, Dby
Ly, =[ b, ,0b,,,,0,,,, HO  H

50> Ymd> P> obg, 2 ony,

where Ob,, — a subset of category L, , objects that describes the "State
of IS" concept; Ob,,, — a subset of category L, , objects that describes
the "Indicator” concept; Ob,, — a subset of category L, , objects that
describes the "Library of Indicators” concept; H”I” “ — a subset of
category L, , morphisms defined between subsets Ob,,, and Ob,,;
HO:’ ' — a subset of category L, , morphisms defined between subsets
Oblmi and Ob,,; H, - a subset of unit morphisms defined on selected
subsets ofcategoory L e Objects.

The category LEff, taking into account the concepts of web-based
IS service management ontology identified in [23] and the relationships
between these concepts, will have the form:

0by,,0b,,_,,0b_,0b,,,,0b, ’ObPrup ObEff’ObRFC’
— Oby, o Oby,.; Oby, Obp_;, kU
LFJf - HObm,sr ’HO}R:,M ’HO”& )HObPru[r ’HObPuw ’HObruw > ? (10)
Obyy Obyy Ob,
Obpy g7 " Obe_g 2" " Obpc >~ Ty,
where Ob,, = —asubset of category LEf{ objects that describes the "Prop-

erty” concept Oby; -2 subset of category L, objects that describes the
"Efficiency” concept Hy® — asubset ofcategory Ly, morphisms de-
fined between subsets Ob ‘and Ob,, s HO"-* — a subset of category L

Prop b
morphisms defined between subsets Obp . and Ob,,,; H, 2,75”
of category L, morphlsms defined between subsets Ob, i
Obyy
()b

Eff
—a subset

"and Obmp;
-a subset of category L,; morphisms defined between subsets

Ob and Obp, o g:’” —asubset of category L, morphisms defined
between subsets ObEf/ and Ob. ; 8: -a subset of category Ly,

morphisms defined between subsets Ob and Oby,; H, - a subset
of unit morphisms defined on selected subsets ofcategory’LEﬁ objects.

Using a generalized model of the LC management of an operated
IS (1) allows to formally describe the global task of LC management of
an operated IS as an I'T service system. In this case, let’s proceed from
the assumption that the main approach to managing an IT service
system is the "Plan — Do — Check - Act” cycle.

As noted above, the classical management of an operated IT service
system is management aimed at minimizing the number of incident re-
ports that remain unresolved. Therefore, it is proposed to consider the
target state of an operated I'T service system as a state in which the num-
ber of incident reports and RFCs of the managed IT service system tends
to 0. Let’s call such a state of an operated IS as an I'T service system stable.

The aspiration of an operated IS to a stable state is proposed to be
described by a goal function that has the following form:

|(r111rr

+|(rFC) (11)

Jln|

where Tr, — transaction, the execution of which generates the i-th in-
cident; n — number of incidents that occur during the IS operation;
RFC - Jj-th REC; m — number of RECs that occur during the IS operation.

The objective function (11) of LC sustainable management of an
operated IS is limited by the following conditions:

a) for each incident during its elimination, the planned and current
states in which the operated IS may be during the control of its opera-
tion must be determined:

VTreOb, el el (L, el [ el ) (12)

b) for each RFC during its implementation, the planned and cur-
rent states in which the operated IS may be during the control of its
operation must be determined:

VRFC, 0b

eLyeL, (L, ely [ €Ly, )

(13)

RFC Ch>

¢) the current state of the IS during the control of its operation must
fully correspond to its planned state (based on the characteristics of the
cycle and the "Plan — Do — Check - Act” model (1)):

(L, €Ly =I5, € L )N € Ly, ~ I € L,)| =0, (14)

Such a statement of the task of LC management of an operated
IS will allow obtaining an IS that will be best adapted to the require-
ments of its users. But such adaptability does not guarantee effective
IS operation, because the set of requirements and RFCs themselves
may not be aimed at achieving effective planned and current states of
an operated IS. Therefore, an attempt to achieve goal (11) may lead to
an increase in RFC. This increase is due to the fact that the number of
RFCs that will arise during the IS operation can increase only because
previous solutions to the management task will not give the desired co-
incidence of planned and current states. This situation will be especially
pronounced in cases where the business processes of the automation
object, the IS itselfand the IT infrastructure in which the IS is operated
are in a state of constant change.

3.2. Concept and model of the task of effective LC management
of an operated information system as an I'T service system

To overcome this shortcoming of sustainable LC management
of an operated IS, it is proposed to apply elements of the theory of
potential efficiency. This theory allows to formally describe the task
of effective LC management of an operated IS based on relatively
simple models that describe individual qualities of such systems [26].

The application of the theory of potential efficiency allows to for-
mulate the concept of effective LC management of an operated IS.
This concept defines the effectiveness of IS LC management as the
probability of a beneficial exchange between the system and its en-
vironment. Such an environment for web-based IS of enterprise
management is the I'T infrastructure and business processes of the
enterprise-consumer of this IS. The IS itself, according to this concept,
is considered as a set of IT services provided by the IT company-
Supplier of this IS in response to the requirements of the Consumer.

Unlike the existing concept of classical (permanent) management,
the proposed concept of effective LC management of an operated IS uses
the additional concept of "system property” [24]. At the same time, only
those system properties that characterize the manifestation of individual
IS qualities are of interest to the Consumer and Supplier of IS. IS qualities,
in turn, are determined by a set of requirements (functional and non-
functional) that are imposed on the IS before the start of its operation, as
well as a set of IS RFCs and its individual configuration elements formed
during the IS operation. In this case, effective LC management of an oper-
ated IS will be defined as actions to achieve the planned results for each
individual IS property and its configuration elements.

G
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Then, achieving the global goal of effective LC management of an
operated IS will be considered as the task of achieving optimal charac-
teristics of this IS for each of its specific properties and the minimum
probability of the existence of unresolved incidents and RFCs during
the operation stage of this IS. The formal description of the objective
function of this task will look like:
ey (Oby,,, €Ly

f2(08:, €L

Oby, €Ly, )—opt',

2
brop L ’ObEjj’ € LE]]')_> opt™,

- (15)
fE/f (Obgmp €Ly ,ObEﬂ 15 LE”) —>opt”,

S P(T5)+ 3 P(RFC,) —> min,

i=1 j=1

where 1,2,..., z - identifiers of individual properties of an operated IS;
P(Tr,) - probability of no beneficial exchange between the oper-
ated IS and its environment as a result of transaction Tr, execution;
P(RFC;) ~ probability of no beneficial exchange between the oper-
ated IS and its environment as a result of REC implementation RFC,

The objective function of effective LC management of an oper-
ated IS (15) is limited by the following conditions:

a) for any specified k-th property of an operated IS, there must be
a set of states of this IS, being in which the operated IS will be consid-
ered effective for this property:

Vobiﬂ. IS Obbﬂ. el el, >

—opt*I(Ob, €L el,,0b, el eL,), (16)

Ind

where Ob, , € L, € L) - a set of indicators by which, during the IS opera-
tion, the fact of this IS being in an effective state is established;

b) for each incident during its elimination, planned and current
states must be determined, being in which the operated IS can be con-
sidered effective:

(17)

VT €Oby, €L, eL,3(Lf €Ly, L5 €Ly Ly €L, )

¢) for each RFC during its implementation, planned and current
states must be determined, being in which the operated IS can be con-
sidered effective:

VRFC, €Oby, €L eL,3(Lf €l

Ch

RFC ,L; € LCh’LEﬂ' €L, )5 (18)

d) the current state of the IS in the process of controlling its opera-
tion must approach its planned state (based on the features of the cycle
and the "Plan — Do - Check - Act" model (1)) with some permissible
small deviation:

(5 €L =I5 € L)AL €L =I5 e L )| <e (19)

The task of sustainable LC management of an operated IS can be
considered as a partial case of the task (15)-(19). For this case, the
objective function (15) will have the form:

7 (Oby,, €L,;,0b, €L,)—>opt',
f;ﬂ (Ob, el

Prop Eff°

Oby; €Ly;)—> opt?,

) (20)
fE:ﬁ‘ (Ob;mp IS Lbﬁ ,ObEﬁr IS LEﬁ )—>opt7,

S P(T)+ S PRFC,) >0,

i=1 =1

and condition (19) will be reduced to condition (14).

The proposed formal description of the task of effective LC man-
agement of an operated IS will allow obtaining an IS that will, during
its operation:

a) be as well adapted as possible to the requirements of its users
and the features of the IT infrastructure and business processes of the
automation object existing during operation;

b) be in those states that will be recognized as effective by both the
Consumer and the Supplier (including based on their strategies and
goals within the ISLC [2]).

3.3. Discussion of the research results

The study considers two main concepts of LC management of an
operated IS as an IT service system - classical (permanent) and effec-
tive management. The concept of classical management is based on
the currently existing point of view on the purpose of the IS operation
as an IT service system. This point of view is the need to maximize
the satisfaction of IS users based on the results of each iteration of the
"Plan — Do — Check - Act” cycle. It is proposed to consider the IS state
as a formal sign of such satisfaction as the IS state in which the number
of incident reports and RECs of an operated IS tends to 0. Based on this
sign, a formal description (11) of the purpose of classical (permanent)
LC management of an operated IS and limitations (12)-(14) is compiled.

Unlike the concept of permanent management, the proposed con-
cept of effective LC management of an operated IS consists in present-
ing this system as a product with a set of individual properties. In this
case, each IS property is considered as a manifestation of the individual
qualities of this system. Each quality, in turn, is proposed to be consid-
ered as a result of fulfilling a set of requirements and IS RFC and its
configuration elements. This concept allows to formally describe the
task of LC effective management of an operated IS as a task of achieving
optimal characteristics of this IS for each of its specific properties and the
minimum probability of the existence of unresolved incidents and RFCs
during the operation stage of this IS. In this case, the condition of imple-
mentation in the "Plan — Do — Check - Act” control cycle at the "Check”
stage of classical (constant) control with an admissible small deviation
must be met. Based on this concept, a formal description of the objective
function of the effective LC management of an operated IS (15) and con-
straint systems (16)-(19) has been developed. The obtained results allow
to define the task of classical (constant) LC management of an operated
IS (20) as a partial case of the task of effective management. It should be
noted that a significant number of modern studies in the field of PLM,
ALM and SLM use the mathematical apparatus of graph theory for the
formal description of the tasks to be solved. Examples of such studies
are [27, 28]. In contrast, in this study, the mathematical apparatus of
category theory is used to formally describe the LC management tasks
of an operated IS. The theoretical and categorical models of an operated
IS and the LC management tasks of this IS used and developed in this
study are based on the ontology of web-based IS service management
proposed by one of the authors of the study in [23] and allow to establish:

— the boundaries of domains and data structures used to describe

individual ontology concepts;

— the rules for transforming domains and data structures when

creating connections between different ontology concepts.

The application of the models developed in this study makes it pos-
sible to transition to effective LC management of an operated IS with-
out global reengineering of systems and technologies for data storage
and processing. The vast majority of I'T products for LC management
of an operated IS are highly specialized and relatively new products that
occupy a small market segment. Therefore, systems for LC manage-
ment of an operated IS are most often the result of integrating a large
number of such highly specialized products. The proposed theoretical
and categorical models allow in the following cases:

- to determine the domains and data structures for technologies

for integrating heterogeneous I'T products into a single system;
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- to ensure the transition from classical to effective LC manage-
ment of an IT service system without serious changes in the list of
highly specialized products in operation.

Also important from an applied point of view is the proposed pre-
sentation of the existing task of classical (permanent) LC management
of an operated IS as a partial case of the task of effective management.
This representation allows to consider the design and implementation
of an effective LC management system for operated IS as a gradual evo-
lutionary development of the previously created and already operating
system for the classical LC management of I'T services.

The main limitation of this study is the need to use complete de-
scriptions of all elements of this IS to solve the task of effective LC man-
agement of an operated IS. This means that during at least one iteration
of the "Plan - Do — Check - Act” cycle, IS administrators must interact
with a complete digital model of this IS at all levels of representation to
solve individual tasks of LC management. The development and main-
tenance of such a model is a complex and costly task. But this limitation
is methodological in nature and is valid for any work in the field of
change management of developed or operated IS (which is confirmed,
for example, by studies [29, 30]).

Another feature of the obtained results is their orientation on the
LC management of an operated IS in conditions of constant changes
in business processes, functions and elements of I'T infrastructure. This
feature is a consequence of the generalization of applied experience in
supporting and ensuring the functioning of IS management of enter-
prises and organizations in the conditions of martial law, which is in
force in Ukraine. It should also be noted that the conditions of martial
law in force in Ukraine have determined the implementation of rela-
tionships between the authors in the process of this study exclusively
with the use of tools for remote communication.

Although the obtained research results are methodological in na-
ture, they should be recognized as important for further theoretical
and applied research in the field of creating PLM-, ALM- and SLM-IS
and IT. The main further directions of development of this study are:

- determination of the set of properties of an operated IS and per-

formance indicators for these properties;

- development of new and improvement of existing models, de-

tailing the formal description of the task of effective management;

- developmentand implementation of methods and algorithms for

solving tasks of effective management of various IS and I'T options.

4. Conclusions

A formal statement of the task of classical (constant) LC man-
agement of an operated IS as an IT service system has been devel-
oped. A formal description of the objective function (11) and con-
straints (12)—(14) of this task has been proposed using the apparatus
of category theory and set theory. The developed formal statement
is based on the existing definition of the goal of such management as
maximizing the satisfaction of IS users based on the results of each
iteration of the "Plan — Do — Check - Act” cycle of LC management of
an operated IS. It is proposed to consider the IS state as a formal sign
of such satisfaction as the number of incident reports and RECs of an
operated IS tending to 0. The results allow to formally describe the
LC management task of an operated IS in conditions of constant (un-
changeable) business processes and IT infrastructure of enterprises and
organizations as objects of automation.

The concept of the task of effective LC management of an operated
ISasan IT service system has been formulated. The formulated concept
allows to formally describe the task of LC effective management of an
operated IS as a task of achieving optimal characteristics of this IS for
each of its specific properties and the minimum probability of the ex-
istence of unresolved incidents and RFC during the operation stage of
this IS. A formal description of the objective function (15) and con-

straints (16)-(19) of this task is proposed using the apparatus of category
theory, set theory and elements of probability theory. It is determined
that the task of classical (constant) LC management of an operated IS
is a partial case of the proposed task of effective management. Practical
application of the proposed formal description of the LC effective man-
agement task of an operated IS allows to improve SLM-systems for LC
management of an operated IS without global reengineering of existing
systems and technologies for data storage and processing.
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