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COLLECTION METHOD OF INITIAL 

DIAGNOSTIC INFORMATION 

FOR THE TECHNICAL SUPPORT 

SERVICE OF ORGANIZATION 

NETWORK USERS

The object of the study is the process of collecting initial diagnostic information by the technical support service (Service Desk /Help 
Desk) in organizations where IT infrastructure is a key element of business processes.

One of the most problematic areas is the manual and inefficient collection of accurate diagnostic data from users who often lack 
sufficient technical knowledge. This leads to significant delays at the primary diagnostics stage, increases overall system downtime, and 
directly impacts employee productivity, especially when network infrastructure problems arise.

In the course of the study, an approach is proposed that involves optimizing and automating the collection of primary network 
diagnostic information directly from the user’s side. This method includes automatically checking the physical connection, obtaining 
correct network settings (IP address, DNS, etc.), and verifying resource accessibility over the network.

The expected result is a significant increase in the speed and quality of the technical support service’s work. This is due to the fact 
that the proposed automated method minimizes the need for lengthy user questioning and sequential manual checks of settings. It has 
a number of features, in particular, a focus on automating data collection specifically from the network infrastructure, which is the 
foundation for the vast majority of IT services.

This approach allows to automate the collection of diagnostic data in an infrastructure built using equipment from different vendors 
and does not depend on the specific software implementation of network services, monitoring and logging services. Compared to similar 
known traditional methods, this approach provides such advantages as reduced downtime, a lower risk of significant financial losses for 
the company, and an increase in overall user satisfaction with the quality of IT services.
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1. Introduction

Reliable information technology infrastructure is the foundation 
for the effective operation of modern organizations  [1]. Any failures 
in the IT environment, especially network problems, can significantly 
impact productivity, so their rapid resolution is critically important [2]. 
The user technical support service plays a key role in this, accepting, 
classifying, and resolving incidents [3]. The quality of its work directly 
affects user satisfaction, but effectiveness is often limited by the large 
volume of requests and the difficulty of obtaining accurate diagnostic 
information from users [4]. The primary diagnostics stage is particularly 
important, where delays or errors can significantly prolong downtime.

Network infrastructure underlies most IT services  [5], and sig-
nificant portions of the problem users face are related specifically to it. 
Ensuring stable network connectivity is a basic support task. Traditional 
manual diagnostic methods are often slow and inefficient. Therefore, 
optimizing and automating the collection of primary diagnostic in-
formation is a relevant task for improving the quality of the support 
service’s work [6].

This issue is particularly significant for the extensive network infra-
structure of the dormitories at Taras Shevchenko National University of 
Kyiv (KNU). The network is built on a hierarchical model (Fig. 1) [7], 
which includes core, distribution, and access components for connect-
ing users. High-speed communication lines and redundancy mecha-
nisms ensure the stability and reliability of the infrastructure. Logical 
network segmentation at the dormitory and floor levels (using VLANs 
and subnets) improves manageability and simplifies fault localiza-
tion [8]. In addition to logical faults, a significant portion of incidents 
arise from hardware malfunctions, frequently caused by the unstable 
performance of power supply units for network equipment. These is-
sues can manifest as a complete device failure or, more deceptively, as 
a partial malfunction where power indicators are lit, but the device 
remains non-operational – a problem particularly noted when operat-
ing on various battery backup power sources. It is important that the 
proposed automated diagnostic method is designed to function and 
gather data even under such conditions of partial equipment failure, 
thereby assisting in the precise identification of the hardware-related 
cause of the malfunction. Network access in rooms is provided through  
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a cabling system and floor switches connected to the central dormi-
tory equipment. Technologies are used to prevent network loops and 
ensure rapid link recovery. Security is ensured through access control 
lists and authentication requirements for accessing equipment man-
agement, and all actions are journaled and linked to requests in the 
task management system [9].

 
Fig. 1. Schematic diagram of the KNU dormitory network

The Sector for Ensuring Internet Access in University Dormitories 
of the Information and Computing Center is responsible for the opera-
tion of this network and user support. The support service operates 
on a multi-level model (L1/L2/L3) and uses ITIL practices [10] and 
ISO 20000 standards [11], as well as the Zammad system for manag-
ing requests [12]. The priority is the rapid restoration of services and 
analysis of failure causes to prevent them in the future  [13], which is 
reflected in KPIs, particularly MTTR.

However, the current process for diagnosing network incidents, 
applied by the Sector for Ensuring Internet Access in University Dor-
mitories, remains predominantly manual. The process starts with 
identifying the user and their network connection. Then, the correct 
network port is determined based on documentation. A connection 
to the switch is established via the console interface. Diagnostic com-
mands are executed step by step in the CLI. Finally, a report is created 
manually and the request is updated in the task management system.

This manual procedure has significant drawbacks: it is lengthy (of-
ten taking over 30 minutes per incident), which reduces the throughput 
of the support service, and is vulnerable to errors due to the human 
factor  [14]. Additionally, there is a high barrier to entry for new L1 
engineers, positions often held by students who require time to master 
the specifics of the network and diagnostic tools.

Considering these drawbacks – lengthiness, risk of errors, and adap
tation difficulties – a justified need arises for implementing an auto-
mated procedure for collecting primary diagnostic information within 
the KNU support service.

The aim of research is to develop a method and a conceptual ar-
chitectural model based on it for a system that automates the primary 
collection of diagnostic information for network incidents. Destination 
infrastructure for proposed method is typical 3-level network hierarchi-
cal model which widely used in mid- and large- size companies.

In order to confirm that proposed method solve task of collect-
ing diagnostic data from network infrastructure and can reduce time 
needed for finding the root cause of network failure was created set of 
tools that implement diagnostic data collection according to proposed 
method. It should allow to reduce mean time to repair (MTTR) and 
thereby increasing the overall productivity of the support service.  
As test environment used network segment that holds network infra-

structure of the dormitories at Taras Shevchenko National University 
of Kyiv, contains bunch of network equipment, with integration of 
the support service’s existing processes and monitoring tools, par-
ticularly the Zammad ticket management system.

2. Materials and Methods

The object of the study is the process of collecting initial diagnos-
tic information by the technical support service (Service Desk/Help 
Desk) in organizations where IT infrastructure is a key element of busi-
ness processes.

This work includes two main stages. First, it analyzes how network 
issues are currently diagnosed in KNU dormitories. Second, it pro-
poses an automated system to fix the problems found. Understanding 
the current state is a necessary prerequisite for developing an effective 
target solution.

The analysis of the current diagnostic process (Fig. 2) began with 
identifying the key participants, or actors, and their roles. The main 
initiator of the process is the network user (student or employee), who 
encounters a problem and contacts the support service. The central 
figure in the manual process is the first-line support engineer (L1), 
who is tasked with user interaction, primary diagnostics, and docu-
mentation. Higher-level engineers (L2/L3) are involved indirectly 
when complex incidents are escalated. The analysis methodology 
included studying typical interaction scenarios between these ac-
tors. The sequence of actions ("workflow") of the L1 engineer was 
examined in detail.

The process is usually initiated by a user request through infor-
mal channels, most often the Telegram messenger or email. Upon 
receiving the request, the L1 engineer manually creates a ticket in the 
Zammad request management system, recording the initial informa-
tion and contact details. Next, the engineer initiates a dialogue with 
the user to clarify the details of the problem, its nature, and the time 
of occurrence. The next step is performing basic checks: the engineer 
may ask the user to check the connection, indicators, execute com-
mands (e. g., ipconfig , ping ), and send the results [15]. Concurrently, 
it is possible to consult the Grafana monitoring system [16] to check 
the general status of the equipment or network  [17]. If the basic 
checks do not yield results, the engineer proceeds to diagnostics at 
the infrastructure level  [18]. This requires identifying the specific 
switch port to which the user is connected, which, in the absence 
of an up-to-date automated mapping system, can be complex and 
requires consulting documentation or internal tables. After identify-
ing the port, the engineer connects to the switch via the SSH proto-
col [19], using their own credentials. It is done to manually execute 
a set of diagnostic commands in the command line (CLI) to check 
the port status, MAC address table, VLAN settings, cable diagnos-
tics, etc. [20]. Throughout the entire process, the engineer manually 
documents all their actions, communication with the user, and the 
results of command execution in the corresponding Zammad ticket. 
The cycle concludes with a decision: either resolving the problem 
at the L1 level or escalating it to a higher level with the transfer of 
collected information.

Analysis of this current process revealed a number of significant 
shortcomings. The main problems include time delays during com-
munication with the user, manual ticket creation in Zammad, port 
identification, SSH connection, and sequential command execution. 
There is significant duplication of effort in manually documenting 
information in Zammad. The process is sensitive to the human factor, 
which can lead to errors when entering commands or interpreting 
their results. This creates "bottlenecks", reduces the throughput of the 
support service, and negatively impacts the MTTR indicator. The high 
barrier to entry for new L1 engineers, often students, is also a signifi-
cant drawback.



INFORMATION AND CONTROL SYSTEMS:
INFORMATION TECHNOLOGIES

31TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 4/2(84), 2025

ISSN-L 2664-9969; E-ISSN 2706-5448

3. Results and Discussion

Conceptual design involves creating a specialized software sys-
tem that integrates into the existing workflow. The proposed method 
changes the sequence of actions: the L1 engineer, having received 
the request and created a ticket in Zammad, initiates automated di-
agnostics through the system’s corresponding interface. After this, the 
automation system takes over the execution of the diagnostic scenario. 
The system automatically finds the needed network device using a con-
figuration database. It connects securely using standard protocols and 
runs a set of diagnostic commands. If needed, it also collects extra data 
from the monitoring system. Then, it analyzes the results, structures 
the data, and checks for common issues. Finally, it creates a diagnostic 
report and updates the related request in Zammad with this report. 
The engineer receives a notification and can review the structured 

results directly in the ticket system to make further decisions. A visual 
model of the target process (Fig.  3) illustrates these data flows and 
interactions between the engineer, the automation system, network 
equipment, and other systems (Zammad, optionally Grafana). A com-
parison of the information collection processes shows several improve-
ments: faster diagnostics, better standardization and reliability, fewer 
human errors, and easier documentation. This lets L1 engineers focus 
on more complex tasks.

To implement this method, a conceptual architectural model of the 
system was developed [21]. It is based on the modular principle and the 
distribution of responsibility between logical layers. The presentation 
layer defines the interaction points for L1 engineers, primarily through 
integration with the existing Zammad system. The service layer includes 
the main logic and key components. It has a central control service (Back-
end API Server) that handles requests and manages the process. 

Fig. 2. Schematic of the manual process for providing technical support to users

 
Fig. 3. Flowchart of the automated process
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An asynchronous task system with message queues runs long di-
agnostics in the background. Diagnostic handlers (Workers) interact 
with devices and analyze data. There are also modules for working 
with management protocols, parsing data, integrating with systems 
like Zammad and the monitoring tool, and managing settings and 
credentials. The data layer describes the logical organization of con-
figuration, operational information, and diagnostic results. The infra-
structure layer defines the requirements for the server environment 
and network connections for deploying and operating the system.

System design (Fig.  4) was carried out considering security re-
quirements and policy compliance. Security assurance methods in-
cluded developing an approach for secure credential management for 
accessing network devices, protecting the system’s own interfaces 
through authentication and authorization, and considering network 
security requirements when configuring access. Issues of compliance 
with policies for processing technical information and personal data 
were analyzed separately.

A risk assessment methodology was applied to identify potential 
technical (algorithm errors, interaction issues with equipment or APIs), 
operational (staff resistance, configuration update problems), and se-
curity (data compromise, unauthorized access) risks. For each type of 
risk , mitigation strategies were developed, including testing, actions 
journaling, documentation, staff training, configuration management 
procedures, and the implementation of security practices.

The choice to develop a specialized solution was justified through 
comparative analysis with alternative approaches. Options consid-
ered included optimizing manual processes (detailed instructions, 
training ), using disparate general-purpose automation tools (network 
libraries, configuration management systems), and implementing com-
prehensive commercial ITSM/AIOps platforms. Analysis showed that 
developing a custom system is the most appropriate approach for 
the specific conditions and needs of the university support service, 
providing necessary flexibility and integration with existing infra-
structure, particularly Zammad, at optimal costs.

At the conclusion of the design phase, a methodology for evaluat-
ing the effectiveness of the developed solution and specific, measur-
able success criteria were defined. Key indicators include reducing 
the average primary diagnostic time (target: at least 30–40%), in-
creasing the L1 Resolution Rate (target: 10–15%), reducing overall 
MTTR , a high level of standardization and reliability in diagnos-
tics  (minimal system error rate), as well as complete and automatic 
documentation of results in Zammad. In addition to quantitative indi-
cators, qualitative benefits are considered, such as lowering the barrier 
to entry for new employees and increasing service consistency. These 
criteria are used for further testing and analysis of the implemented 
system’s results.

The practical implementation of the system is based on a care-
fully selected technology stack that meets the functional and non-
functional requirements defined during the design phase. Python 
was chosen as the main programming language due to its readable 

syntax , large ecosystem of libraries that accelerate development , 
and strong support for network automation and asynchronous pro-
gramming. The asynchronous web framework FastAPI was used to 
build the server-side (backend) and the application programming 
interface (API)  [22]. Its choice is justified by high performance, 
built-in support for asynchronous operations, automatic data vali-
dation using Pydantic models, and automatic API documentation 
generation (based on OpenAPI)  [23], which simplifies integration 
and testing. The Celery distributed task queue system was used to 
handle potentially long-running diagnostic tasks without blocking 
the main server  [24]. This approach allows offloading diagnostic 
execution to separate background processes (workers), ensuring 
asynchronicity, scalability, and increased reliability through the use of 
a message broker (Redis in this case). Interaction with network equip-
ment (switches) via the SSH protocol is implemented using specialized 
Python libraries, such as Netmiko or Paramiko. Integration with the 
Zammad ticketing system and, potentially, with the Grafana moni-

toring system is carried out via their 
REST APIs [25] using standard HTTP 
requests implemented with the re-
quests or httpx libraries. Stable Linux 
distributions, such as Rocky Linux or 
Ubuntu, were considered as the op-
erating system for deploying server 
components. JSON format files were 
used during the development phase 
to store configuration information, 
particularly the mapping of switch IP 
addresses. API testing was conducted 
using Postman tools and the built-in 
FastAPI documentation [26].

The practical implementation of the system is built as a typical 
Python project with a modular structure for ease of development and 
maintenance. The main code is located in packages corresponding to 
key functional blocks: api (FastAPI web server code), worker (imple-
mentation of asynchronous Celery tasks), core (shared business logic, 
SSH interaction, parsing, analysis), config (configuration management), 
models (Pydantic data models)  [27]. Key classes and modules were 
defined: the FastAPI application instance (app = FastAPI()), APIRouter 
objects for grouping endpoints, Pydantic models for data validation; 
the Celery application instance and task functions (e.  g., run_diag-
nostics_task); a module for SSH interaction with proper exception 
handling; an integration module with the Zammad API for updating 
tickets and potentially a module for the Grafana API; modules for pars-
ing text output from commands and analyzing data based on diagnostic 
rules; a configuration loading module (including switch IP mapping 
from a JSON file). Entry points are the launch of the ASGI server (e. g., 
uvicorn) and commands to start Celery workers.

The central component is the backend service, implemented with 
FastAPI, which provides a REST API for interaction. The main endpoints 
were designed and implemented: POST/api/diagnostics/start to initiate 
a diagnostic task (accepts JSON with user/request ID, returns task ID); 
GET/api/diagnostics/status/{task_id} to check the status of an asynchro-
nous task; GET/api/diagnostics/result/{task_id} to retrieve the final re-
port after successful execution. Other endpoints (/create_ticket_mock, 
/cleanup) were used as auxiliary during the development phase. Using 
the Pydantic library ensures automatic validation of input data and seri-
alization of output data into JSON format, increasing API reliability and 
consistency. FastAPI’s interaction with Celery is implemented using the 
"producer-consumer" pattern: the FastAPI handler (/start) acts as the 
producer, quickly sending a task with parameters to the Celery message 
queue and returning a task ID to the client. Retrieving status and results 
occurs by querying the Celery results backend using the task ID. This 
ensures API responsiveness and the possibility of scaling processing.

Fig. 4. Example workflow of the target process using the automated method
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The main diagnostic logic is implemented in asynchronous tasks 
of Celery workers. The request processing algorithm in the worker 
begins with receiving the task and its parameters. Next, the following 
steps are executed sequentially: identifying the target switch (based 
on user input data and the configuration mapping file); establishing 
an SSH connection using appropriate credentials and libraries (Net-
miko/Paramiko); sequential execution of a standardized set of diag-
nostic CLI commands and collection of their text output; parsing the 
received output to extract structured data; analysis of the structured 
data using a set of diagnostic rules to form conclusions about possible 
problems. An important part of the algorithms is error handling at 
each stage (device unavailability, authentication errors, command 
execution errors, parsing errors) with corresponding actions journal-
ing and the ability to continue execution or correctly terminate the 
task marked with an error.

The system’s analysis engine employs a set of diagnostic rules to 
identify a broad range of both hardware malfunctions and configura-
tion errors. The implemented logic targets common network issues, 
including incorrect port states (e. g., "err-disabled"), VLAN miscon-
figurations, physical layer anomalies detected via cable diagnostics, 
port security violations, excessive interface error rates (CRC, giants, 
runts), network loops, and improper MAC address table population. 
Furthermore, the methodology is particularly effective in diagnosing 
critical hardware faults. This includes catastrophic switch hardware 
failure, complete power supply unit failure, and intermittent opera-
tional freezes that can be induced by the use of unsupported, non-
OEM (original equipment manufacturer) backup power systems.

Close integration with existing systems is key to implementing 
the solution into the workflow. Integration with the Zammad ticketing 
system via its REST API has been implemented. A Zammad API client 
software module was created, using API tokens for authentication. The 
main functionality is automatic ticket updating: after diagnostics are 
complete, the system formats the report and adds it as a comment to 
the corresponding ticket via a POST/PUT request to the Zammad API.  

It is also possible to retrieve initial context from the Zammad ticket via 
GET requests. Integration with the Grafana monitoring system, also via 
its HTTP API, is planned.

This allows the automation system to request historical data or 
detailed metrics from relevant Grafana dashboards [28]. The obtained 
data can supplement the results of SSH diagnostics.

Comprehensive testing was conducted to verify functionality and 
evaluate effectiveness. The test environment was deployed on a virtual 
machine ( VMware Workstation, Ubuntu) using Python venv, Redis, 
and tmux for process management. Software simulators ("stubs") were 
used for SSH interaction and the Zammad API, although Zammad 
and Grafana instances were deployed on a test basis to demonstrate 
configuration. System testing of the main workflow was carried out 
by sending curl requests to the /api/help-request API endpoint for 
several test users. Monitoring Celery worker action journaling (Fig. 5) 
confirmed the correct execution of all stages: receiving the task , que-
rying the user data simulator, determining the switch IP address, 
simulating the execution of SSH commands on the switch, success-
fully saving diagnostic results to a text file, and simulating ticket cre-
ation in Zammad.

Successful creation of the diagnostic file (Fig. 6) was additionally 
verified using the commands ls -l /tmp/diagnostics/ and cat /tmp/
diagnostics/<filename>.txt. The file content fully matched the expected 
format and simulated data.

The results of this testing stage confirmed the operability of the 
system’s internal logic and the correct interaction between compo-
nents when working with simulated dependencies. An attempt to test 
integration with the real Zammad API (uncommented code in tasks.
py, parameters from.env) showed the system correctly formulated the 
ticket creation request (Fig. 7). However, the connection attempt failed 
due to a requests.exceptions.SSLError ([SSL: WRONG_VERSION_
NUMBER] wrong version number), which indicates problems with 
the SSL/TLS configuration of the test Zammad server, rather than 
problems in the automation system’s code.

 
Fig. 5. Celery worker message journal for successful user-123 diagnostics process
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This test confirmed the readiness of the integration module to work 
with a correctly configured Zammad server (Fig. 8). 

 
Fig. 8. Example contents of the generated technical support  

request in Zammad

Performance analysis based on the message journals of the test run 
with simulators showed a processing time of approximately 1.1 seconds. 

Applying a conservative safety factor of ×100 to account for real de-
lays (SSH, API, load), the upper threshold for the automated process 
execution time was estimated at approximately 110 seconds. Compar-
ing this time with the manual process (about 30 minutes or 1800 sec-
onds) demonstrates a potential speedup of the primary diagnostics 
collection process by approximately 16 times. Testing limitations were 
noted  (simulators, lack of load testing ), and pilot testing under real 
conditions is recommended.

The implemented system serves as a basis for further improvements. 
Promising directions include expanding diagnostic capabilities: support-
ing more equipment models, deepening analytical functionality (more 
complex rules, data correlation with Grafana) [29], dynamically deter-
mining diagnostic steps. Improving integration is important: deeper 
integration with Zammad (knowledge base suggestions, action initia-
tion), development of a separate web interface for engineers (history 
view, configuration management). Research into applying ML elements 
for data analysis, anomaly detection  [30], or failure prediction could 
bring the system closer to the concept of proactive support and AIOps.

Key benefit of proposed solution is its flexibility. Proposed method 
of collecting diagnostic data allows to integrate big network equipment 
amount from different vendors and various monitoring and logging 
solutions. Main restrictions for network equipment is support man-
agement via CLI with remote access using SSH or Telnet protocols or 
SNMP or HTTP REST API which are accessible in network equipment 

 
Fig. 6. Example contents of the generated diagnostic file

Fig. 7. Celery worker error message journal when attempting a real request to the Zammad API
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of enterprise level. Monitoring and logging system has interfaces for 
automated data export. Diagnostic tools used in solution are default 
network diagnostic tools widely used in almost all OS’s that have net-
work support. Processing of diagnostic data is custom solution which 
make sense to adopt for every user of proposed solution based on user 
preferences. It can be simple collecting data with processing only for 
selecting defined time slot and it can be complex data processing for 
more deep automated analysis of diagnostic information.

4. Conclusions

Research into the specifics of providing technical assistance to users 
of the university dormitory network revealed significant drawbacks in 
the manual collection of diagnostics, particularly considerable time 
delays and inconsistency, justifying the feasibility of automating this 
process. To address this problem, a conceptual model and a flexible 
modular architecture for an automated system were developed, inte-
grating with existing ITSM tools based on first time proposed method 
of automation of collecting and analyzing diagnostic data.

The approaches used in the method to collect and analyze diag-
nostic data allow the solution to be applied in heterogeneous networks 
built on equipment from different vendors and do not impose addi-
tional requirements on the services that ensure the functioning of the 
network and monitoring and logging services.

The practical implementation of the concept resulted in a func-
tional software prototype using a Python, FastAPI, Celery stack, with 
the capability for Zammad API integration. Testing the prototype in 
a  laboratory environment confirmed its operability, the correctness 
of handling diagnostic scenarios with simulators, and demonstrated 
significant potential for accelerating the process compared to the man-
ual  method.

The developed approach proves its value in diagnosing common 
hardware faults, related to the improper functioning of power supply 
units. As a result of applying the developed method, it was possible to 
reduce the time required to collect diagnostic information by 16 times 
due to automation tools and reducing the impact of the human factor 
on the collection process.
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