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The object of research is crypto trading and blockchain technologies, including the development of trading bots and the implemen-

tation of automated risk management systems. Al includes the development of trading bots, the implementation of automated risk
management systems, and the use of predictive analytics tools that optimize trading operations. This is important, as Al technology
plays a crucial role in the rapid analysis of huge amounts of data to predict market prices and trading opportunities, thereby increasing
the efficiency of investments. In addition, Al provides investors with real-time information and assists in risk management. However,
there are objective difficulties, and crypto fraudsters study different scenarios and adapt to changing market conditions using AL By
using the methods of observation, generalization, systematization and comparison, the authors have achieved results in determining
the significance of implementation. In particular, the integration of artificial intelligence and cryptocurrencies can be applied, which
aims to use the capabilities of big data processing and continuous learning to create a more efficient trading environment and financial
services. The results presented in this paper give grounds to assert that it is possible to implement in the real business and technological
environment (exchanges, crypto-exchanges, cryptocurrency operations, IT infrastructure, big data, Al). The article proposes innovative
models and applications of artificial intelligence for use in trading business operations, where the main tool for users is generative artifi-
cial intelligence and interfaces. This method makes it possible to define generative artificial intelligence and natural language interfaces
as the main means for trading operations that will be carried out using cryptocurrencies. As a result, real-time cryptocurrency trading

and investment strategies based on data and algorithms have become possible.
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1. Introduction

The cryptocurrency industry is experiencing a rapid surge in Al-driven
solutions, which include the development of trading bots, the implemen-
tation of automated risk management systems, and the use of predictive
analytics tools that optimize investment strategies for both beginners and
experienced investors. These Al innovations are shaping the future of crypto
trading and blockchain technology. The integration of Al and cryptocur-
rency is aimed at harnessing the power of big data processing and continu-
ous learning to create a more efficient trading environment and services [1].

In particular, within the highly volatile cryptocurrency market, Al
technology has gained attention for its ability to autonomously collect and
analyze data, making timely decisions without human intervention. Some
experts compare this trend to the 19th-century gold rush, where people
rushed to mining sites in pursuit of wealth, although opinions differ on
whether this analogy is widely accepted or merely a speculative comparison.

In the context of modern research, the issue of theoretical and meth-
odological comprehension of the analysis of the impact of artificial

intelligence technologies on the global financial industry has sparked
interest from both domestic and international scientific communities, as
well as leading research organizations. Scientific works are dedicated to
the possibilities of using artificial neural networks for analyzing financial
markets, assessing borrowers' creditworthiness, and predicting the likeli-
hood of financial crises [2]. Furthermore, particular attention deserves
the scientific explorations of foreign scholars who propose considering
a wide range of machine learning methods as tools for enhancing the
efficiency of systemic risk management and qualitatively transforming
the structure of the financial sector through in-depth data analysis [3].

According to the results of a study conducted by experts from the
company Mercer, which involved over 150 financial managers and as-
set managers and lasted from December 2023 to January 2024, more
than half of the respondents (54%) report using Al within investment
strategies or for researching asset classes. Although more than a third
of managers (36%) do not use Al in an investment or research context
today, they plan to do so in the future. Only 9% of respondents do not
plan to use Al for investment strategy and research [4].
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Interestingly, financial experts expect that Al will enhance the efficiency
of the global financial market, and this will be accompanied by a simultane-
ous increase in market concentration — a phenomenon that is typically a
consequence of inefficient herd mentality and certain cognitive biases [5].

The dynamic development of artificial intelligence raises more
concerns among those who have not yet implemented Al, highlight-
ing the risks associated with the pace of Al development outpacing its
practical implementation [6]. Discrepancies in Al regulation are seen
as a significant risk factor for its integration [7].

Artificial intelligence is positioning itself as the primary user of block-
chain networks, potentially displacing humans from the cryptocurrency
space. Following the revolutionary Al-related announcements by NVIDIA
at CES 2025, experts have begun discussing radical changes in the indus-
try [8]. NVIDIAS revenue — perhaps the best indicator of capital expen-
ditures on Al - is expected to exceed 100 billion USD in 2024, more than
doubling from 2023 and over four times higher than the previous year.

As the synergy between artificial intelligence and financial technolo-
gies continues to evolve, the future likely depends not so much on whether
Al can replace humans, but rather on their collaboration. Therefore, a
comprehensive review of contemporary scientific literature by leading ex-
perts in artificial intelligence and the identification of innovative Al mod-
els and programs for use in trading business operations is highly relevant.

Thus, the aim of this research is to determine the impact of artificial
intelligence on the development of crypto trading and blockchain tech-
nology, which includes the development of trading bots, the implemen-
tation of automated risk management systems, and the use of predictive
analytics tools that optimize trading operations.

2. Materials and Methods

The primary objective of this research is to amalgamate existing
knowledge, pinpoint key trends, and evaluate the present state of re-
search at the intersection of blockchain technology, cryptotrading and
AL The object of research is crypto trading and blockchain technologies,
which includes the development of trading bots, the implementation of
automated risk management systems.

The methodological foundation of this study is based on the fol-
lowing set of approaches:

— using analysis and synthesis methods, the essence of artificial in-
telligence has been studied in relation to the key stages, principles,
and methodological approaches affecting its impact on the develop-
ment of crypto trading and blockchain technology;
— the method of critical analysis and generalization allowed identi-
fying key problems, shortcomings, and gaps
in practical approaches to the reality of Al-
driven crypto trading and blockchain tech-
nology development, leading to a structured
understanding of the obtained results and
the formulation of relevant conclusions;
— the graphical method visually illustrates
the relationships between key elements of
crypto trading, blockchain, and artificial in-
telligence;
— the algorithmic approach has been applied
to develop smart contract management tech- =
nology and to implement blockchain in a re-
gional integrated energy trading system; ‘B
- using the expert method, promising direc-
tions for Al-based crypto trading and block-
chain technology have been identified and
justified, and recommendations have been
developed to improve the efficiency of arti-
ficial intelligence utilization based on expert
assessments;

A new transaction is entered.

The transaction is complete.

— component analysis in defining a practical guide to implementing

blockchain in a regional integrated energy trading system.

The analysis centered on comprehending the scholarly impact of
key publications and discerning collaboration patterns among research-
ersin the field.

3. Results and Discussion

It is necessary to know five Al technologies:

L. Artificial intelligence (Al) makes it possible for machines to learn
from experience, adjust to new inputs and perform human-like tasks.
Most Al examples that you hear about today - from chess-playing
computers to self-driving cars - rely heavily on deep learning and natu-
ral language processing. Using these technologies, computers can be
trained to accomplish specific tasks by processing large amounts of data
and recognizing patterns in the data.

2. Machine learning is a method of data analysis that automates
analytical model building. It is a branch of artificial intelligence based
on the idea that systems can learn from data, identify patterns and make
decisions with minimal human intervention. While artificial intelli-
gence (Al) is the broad science of mimicking human abilities, machine
learning is a specific subset of AI that trains a machine how to learn.

3. Deep learning is a type of machine learning that trains a com-
puter to perform human-like tasks, such as recognizing speech, iden-
tifying images or making predictions. Instead of organizing data to run
through predefined equations, deep learning sets up basic parameters
about the data and trains the computer to learn on its own by recog-
nizing patterns using many layers of processing.

4. Natural language processing (NLP) is a branch of artificial intel-
ligence that helps computers understand, interpret and manipulate hu-
man language. NLP helps computers communicate with humans in their
own language, making it possible for computers to read text, hear speech,
interpret it, measure sentiment and determine which parts are important.

5. Computer vision is a field of artificial intelligence that trains com-
puters to interpret and understand the visual world. Using digital images
from cameras and videos and deep learning models, machines can ac-
curately identify and classify objects — and then react to what they “see’
From recognizing faces to processing the live action of a football game,
computer vision rivals and surpasses human visual abilities in many areas.

Transactions follow a specific technology, depending on the block-
chain. For example, on Bitcoin's blockchain, if to initiate a transaction
using cryptocurrency wallet the application that provides an interface
for the blockchain - it starts a sequence of events (Fig. 1).

Vi s V4
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—

The transaction is then
transmitted to a network of
peer-to-peer computers
scattered across the world.

This network of computers then
solves equations to confirm the
validity of the transaction.

Once confirmed to be legitimate
transactions, they are clustered
together into blocks.

These blocks are then chained
together creating a long history
of all transactions that are
permanent.

Fig. 1. Bitcoin's blockchain technology
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In Bitcoin, transaction is sent to a memory pool, where it is stored
and queued until a miner picks it up. Once it is entered into a block and
the block fills up with transactions, it is closed, and the mining begins.

Al agents are autonomous artificial intelligence systems capable of
making independent decisions and acting without human intervention
[9]. Unlike generative Al which simply responds to user queries, Al agents
can analyze situations and execute operations on their own initiative.

Lets imagine a smart trading robot that monitors the market around
the clock, assesses risks, and instantly reacts to the slightest price changes.
‘Al agents will appear in blockchain before we see a billion human users in
the space’ stated Evan, head of the Monad ecosystem and a former McK-
insey analyst [10]. According to him, cryptocurrency projects are often
not user-friendly for regular users, but these inconveniences do not mat-
ter to machines. Indeed, while people struggle with complex passwords
and mnemonic phrases, Al agents easily handle any technical difficulties.

Real-time Al-based cryptocurrency trading improves market ef-
ficiency. Recently, cryptocurrency investors have been using Al agent-
based coins and tokens to automate trades and execute intelligent,
data-driven investment strategies, leading to increased efficiency in the
cryptocurrency market. Al agents integrate artificial intelligence with
blockchain technology to enable decentralized network development
and smart contract automation. Al technology plays a crucial role in
rapidly analyzing vast amounts of data to forecast market prices and
trading opportunities, enhancing investment efhiciency. Furthermore,
it provides investors with timely insights and assists in real-time risk
management [11]. Unlike traditional trading bots, Al-powered solutions
continuously learn from various scenarios and adapt to evolving market
conditions. As a result, real-time data- and algorithm-driven cryptocur-
rency trading and investment strategies have become possible [12].

Al technology significantly enhances the efficiency and security
of smart contracts executed within blockchain networks. Smart con-
tracts are self-executing code deployed on a blockchain that activates
and executes predefined conditions only upon receiving an incoming
transaction [13]. This ensures controlled and deterministic execution of
contract terms embedded in the code. An external transaction acts as a
“trigger” that activates the smart contract and initiates its logic, similar
to how pressing a button can turn on a light. A more detailed visualiza-
tion of this process is presented in Fig. 2 [14].

investments [16]. The integration of Al and cryptocurrency showcases
the potential to revolutionize financial transactions in the future.

Crypto Security: Fraud Detection and Risk Mitigation using artificial
intelligence

Some investors express concerns about cryptocurrency security,
especially in light of recent high-profile breaches, such as the 600 mil-
lion USD Ronin Network hack and the 320 million USD Wormhole
exploit. According to [17], cryptocurrency fraud cases have increased
over the past year, highlighting the importance of Al-driven security
solutions (Fig. 3) [18].

These incidents reveal vulnerabilities in the crypto space, reinforc-
ing the need for advanced Al-driven security solutions. As the crypto-
currency industry grows, fraud schemes such as phishing and scams are
becoming increasingly sophisticated [19].

Al technology plays a crucial role in identifying suspicious patterns
and activities to detect fraud and enhance security. Through continu-
ous learning, Al analyzes deceptive tactics and proactively develops
countermeasures, maintaining a high level of security. As a result, it
helps protect investors, sustain trust, and provide effective solutions
against cyber threats [20].

Al and Blockchain: Building a Decentralized and Transparent Trad-
ing Network

Beyond Al-driven trading strategies, another significant area where
artificial intelligence proves beneficial is the development of decentra-
lized trading environments [21]. The integration of Al with blockchain
enables the creation of a decentralized trading ecosystem that operates
independently of major financial institutions or corporations.

Some authors highlighted the advantages of early standardization
in the blockchain industry [22]. According to these authors, block-
chain has the potential to reshape the digital economy, and its success
depends on the technology’s ability to be standardized. They proposed
a framework, as shown in Fig. 4 [23], which can serve as a best-practice
guide for blockchain adoption to understand the scope and limits of
blockchain immutability.

By distributing data and creating a self-learning autonomous sys-
tem, transactions can operate independently of centralized entities.
This forms the foundation for fair decision-making while simultane-
ously enhancing the security, efficiency, and transparency of cryptocur-
rency transactions. Furthermore, blockchain

Off-chain

On-chain

technology records all activities, ensuring a

stable and reliable trading environment [24].
Al-Based Cryptocurrency: Unlocking

New Opportunities in the Digital Economy
In September of last year, the research

Private key
(ECA account)

g [calkio team at Delphi Labs [25] published an anal-

- another s of AT i b
call Coritrach ysis 0 s impact on the cryptocurrency
> Smart-contract > Smart-contract industry. Experts warn that if no action is

pay for gas .
taken, control over Al will become concen-

A

-&\ trated in the hands of large tech companies

and governments. Cryptocurrency technol-
ogies can prevent such monopolization by
providing a decentralized infrastructure for
Al development.

Fig. 2. Smart contract management technology

Projects like ChainGPT and Fetch.ai are already leveraging Al to
optimize smart contract execution, automate processes, and detect
potential vulnerabilities in decentralized applications. By continuously
monitoring the system and identifying potential risks, Al automates
various tasks, ensuring reliable services [15]. This enables investors
to make quick and strategic decisions in rapidly changing markets.
Additionally, smart contract automation simplifies processes, reduces
repetitive tasks, and enhances operational efficiency. As a result, inves-
tors save time and costs while optimizing the effectiveness of their

Some projects are already working to-

ward this goal. For example, Wayfinder is

developing functionality for autonomous Al-agent interaction with
blockchain networks [26].

This could be the first step toward creating self-organizing digital
ecosystems where artificial intelligence operates independently of hu-
man control.

Philosopher and programmer Yuk Hui reassures that machines will
not completely replace humans [27]. In his view, such a replacement
“may take longer than the extinction of humanity”. Instead, machine
intelligence will transform humans beyond recognition.

i
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Total cryptocurrency value received by illicit addresses
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Fig. 3. Total value of cryptocurrency obtained illegally 2020-2024

Solar
~  —data collection
Wind collecting meter

2| Packs the data into Pri_Mode

(3| Primary node sends
preparatory block

I
I
ﬂ
|
L'D%ls Dm%-! I
I
I
I

(.‘(IIL;‘E ] ]J(WI]QE N

= [Con_Nadel Con_Node2 Con_Nodel Con_Node2 | ™

Con_Naded Con_Naded

foon_Node3 Con_Noded

|
|
|
|
|
|
|
|
|
|
| Hlish Hash
|
|
|
|
|
|
|
|
|
|
|

Merkle_rost Ti

prepamative block _—— — — — ] - ————- |
‘stumge Domain |
PreBlock n PreBlock nt| Hlodk 1 I |
= Tx |
o Liney Prov_ttash || Nonee —

Lotash | | #nch2 [ idsehd | [ diahes | Sto_Node
(] [ _ 1

Fig. 4. Foremost practice guide for implementing blockchain in a regional integrated energy trading system

Given that Al capabilities typically scale exponentially with the
computing power applied to them, it is highly likely that within a de-
cade, let’s reach something akin to AGI (Fig. 5) [28].

Sundar Pichai on Al Investments

Google CEO Sundar Pichai on investing in Al: “The risk of under-
investment here is significantly higher than the risk of over-investment”,
At the same time, startups recognize Al as a disruptive force that al-
lows them to challenge long-established industry leaders. Over the past
18 months, an estimated 83 billion USD has been invested in Al startups.

AGI

Over the past year in San Francisco, funding has shifted from
10 billion USD computing clusters to 100 billion USD clusters and
beyond, reaching trillion-dollar clusters. Every six months, another zero
is added to corporate boardroom plans [29]. Behind the scenes, there
is an intense battle for every available energy contract before the end of
the decade, for every voltage transformer that might still be acquired.

American big business is preparing to invest trillions of dollars in
an industrial mobilization unseen in decades.
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Scenario: Intelligence Explosion

1015 =

Automated 7/
Al Research /

Effective Compute (Normalized to GPT-4)

2025 might mark a peak. At this moment, there
may only be a few hundred people — most of them
—~ in San Francisco and Al labs — who possess real
situational awareness.
God-model vs many-models
We are now heading toward a world where
a few major, vertically integrated tech companies
produce “God models™ (Fig. 7) [24] that overshad-

Superintelligence?

P | Automated ow all other technologies [31].
Alec Radford? . .
Key Reasons for Continued Development in
This Direction:
L. Risk of Fraud: Organizations, entrepreneurs,
GPT-4: and developers building Al-driven experiences do

Smart High Schooler 1, t want to depend on a single closed-source com-

pany that can modify the model, change terms of
use, or even discontinue service entirely [32].

2. Trade-off Between Cost and Performance:
Extremely large, generalized models preferred
by major tech companies are significantly more

GPT-3:
| Elementary Schooler
{ GPT-2:

Preschooler

2018

2020 2022 2024 2026 2028

Rough illustration.

SITUATIONAL AWARENESS | Leopold Aschenbrenner

Fig. S. Rcality and forecast of basic scaling of efficient computing

By the end of the decade, U.S. electricity production will increase by
tens of percent; from Pennsylvanias shale fields to Nevadas solar farms,
hundreds of millions of GPUs will be in operation.

The AGI race has begun. Machines are created that can think and
reason. By 2025/26, these machines will surpass many college graduates
(Fig. 6) [30]. By the end of the decade, they will be smarter than we;
there is a true superintelligence. Along the way, national security forces
not seen in halfa century will come into play, and soon, the Project will
begin. If were lucky, we'll find ourselves in an all-out race with the CCP;
if we're unlucky, in an all-out war.

Big Tech AGI Web

Reinforcement Learning

Self
shietyised Transformer
learning

Robotics Multimodality

. OpenAl
. Meta

- Google DeepMind

. Tesla

Fig. 6. AGI's big technical network

Right now, everyone is talking about Al but very few have even
the faintest glimpse of what's coming. Nvidia analysts still believe that

2030 expensive to train and operate. As Al scales, cost
optimization will become a priority, making large
models less competitive for many tasks. Research
shows that smaller, specialized models often out-
perform generalized ones in areas such as medi-
cal image diagnostics, fraud detection, and speech
recognition [33]. Vertical integration, as demonstrated by Apple, often
leads to superior products.

3. Ambitious Entrepreneurs Seeking Competitive Edge: Al-driven
startups will aim to gain an advantage by developing their own special-
ized models, increasing their value and attracting more investment [34].

4. Privacy Concerns: Al will be deeply integrated into organizational
workflows, making many organizations hesitant to entrust their confi-
dential data to centralized models.

For these reasons, it is possible to believe the future is more likely
to consist of many smaller, specialized models that are cost-effective
and tailored for specific use cases. Developers and application users
will rely on open-source models, such as LLaMA or Mistral Al models,
as a foundation for fine-tuning their own Al solutions, often using
proprietary data. While many models will continue running on serv-
ers, smaller and privacy-sensitive applications will operate locally on
client devices, and censorship-resistant ones may leverage decentralized
computing networks [35].

This is the “modular AI Lego world”, where developers and entre-
preneurs compete to provide value, and users can mix and match ser-
vices based on their needs [36]. New infrastructure - including routing,
orchestration, synthesis, and payments — will need to be built to break
apart the “God model” stack and serve this emerging Al economy, where
crypto will thrive.

Crypto x Al

The Al market has grown significantly and attracted investments:
over the past five years, venture capital firms have invested approxi-
mately 290 billion USD in this sector. The World Economic Forum sug-
gests [37] that Al technologies could increase the annual GDP growth
of the United States by 0.5-1.5% over the next decade. Al applications
are gaining real traction, with applications like ChatGPT-4 setting new
records for user growth. However, as the Al market rapidly evolves, a
number of issues arise, including data privacy concerns, ethical con-
siderations, risks of centralization, and the increasing use of deepfake
technology. These issues shape the current discourse around the inter-
section of cryptocurrencies and Al (Fig. 8) [38].

However, the hype around Crypto x Al has led to a significant al-
location of capital in this area by often insufficiently informed investors.
Similar to an infrastructure bubble, many Crypto x Al projects are being
funded and built that perhaps should not exist [39].
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As a result, it is not easy to determine which subsectors in the
Crypto x Al space truly have value, leading many to dismiss the entire
space as a meme without fundamental worth.

One area particularly interesting in Crypto and Al is the concept
of Al agents operating on crypto-infrastructure rails (Fig. 9) [24]. This
integration aims to create an ‘Agentic Web’, a paradigm-shifting trans-
formation that could enhance security, efficiency, and collaboration in
Al-driven economies, backed by robust incentive structures and crypto-
graphic primitives [40, 41]. It is possible to believe that Al agents could
become significant drivers of economic activity and growth, as well as
the predominant “users” of applications (both on-chain and off-chain),
gradually moving away from human users in the medium and long
term. This paradigm shift will push many internet firms to rethink their
core assumptions about the future and provide the necessary products,

services, and business models to best serve an economy largely based
on agents [42]. Crypto could play a crucial role in enabling greater de-
centralization, verifiability, censorship resistance, and native payment
rails for A, while also benefiting from AI mechanisms to support a new
user experience online.

The future of Al may be built on blockchain technology, as cryptog-
raphy can help enhance accessibility, transparency, and use cases within
the new technological landscape. The convergence of cryptographic
efficiency, its borderless nature, and programmability with Al has the
potential to transform how humans and machines interact with the
digital economy, including by granting users sovereignty over their
personal data [43-45]. This includes the rise of the “agentic network’,
where Al agents operating on cryptodnfrastructure can drive economic
activity and growth.
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Artificial intelligence has a rich history dating back to the mid-20th
century. What began as theoretical models and rule-based systems has
evolved into the modern landscape of neural networks, generative Al,
and autonomous decision-making [46, 47]. From chatbots to self-driv-
ing cars, Al systems are solving increasingly complex problems, demon-
strating capabilities that were once confined to science fiction [48-50].
However, with this rapid progress comes a range of limitations and
dangers. Al models are often opaque, leading to concerns about bias
and accountability. Moreover, their reliance on vast amounts of data
raises ethical questions about privacy and data ownership. Recent head-
lines also highlight risks such as the misuse of generative Al for creating
disinformation or deepfakes.

As a result of this research, based on the analysis of the main ad-
vantages and disadvantages of the current state of practical application
of crypto trading and blockchain technology, artificial intelligence has
emerged as a key tool for users. Its application enables the identification
of effective smart contract management technology for use in trading op-
erations [51]. This means that the obtained approval for the implemen-
tation of crypto trading and blockchain technology into an integrated
system is both practically interesting and highly modern for application.

However, despite progressive steps in this direction, issues sur-
rounding the ethical use of artificial intelligence in financial services
and addressing data privacy concerns are becoming increasingly rele-
vant. Establishing the right balance between innovation and responsible
implementation will be crucial for building trust among stakeholders
and clients in the global financial industry. It is worth noting that when
implementing Al solutions in the financial sector, in addition to im-
portant aspects such as navigating complex regulatory landscapes and
adhering to principles of data privacy, security, and ethics, attention
should also be paid to issues such as the “transparency” of Al initiatives
and sustainable development. One of the limitations is the high energy
consumption required by artificial intelligence, which means that sus-
tainability issues also require urgent resolution, especially in the context
of the global community's aim to achieve net-zero emissions.

As the synergy between artificial intelligence and financial tech-
nologies continues to evolve, the future likely depends not so much on
whether Al can replace humans, but rather on their collaboration. Al is
unlikely to fully replace humans in: relationship management — where
human touch and empathy are necessary for client interaction; complex
decision—making, where human intuition and experience are required;
and creativity, which is essential in developing new financial products
and strategies (again, Al can already provide necessary data and sugges-

tions, but human strategic heuristics remain significantly more advanced
and play a crucial role). In wartime conditions, the use of artificial intel-
ligence in education can provide a range of opportunities to improve
access to learning and ensure the safety of students and educational staff.

However, artificial intelligence has a dualistic nature: it can not
only undermine stability but also be used to achieve and enhance it. Ad-
ditionally, leading experts in the global financial industry need to find
and retain talent with the right combination of technical and domain-
specific skills to integrate artificial intelligence into their platforms. It is
expected that artificial intelligence will play an increasingly important
role in shaping the financial services landscape, indicating improve-
ments in efﬁciency, innovation, and a more comprehensive consider-
ation of individual user needs.

Problem solving, particularly in artificial intelligence, may be char-
acterized as a systematic search through a range of possible actions in
order to reach some predefined goal or solution. Problem-solving meth-
ods divide into special purpose and general purpose. A special-purpose
method is tailor-made for a particular problem and often exploits very
specific features of the situation in which the problem is embedded.
In contrast, a general-purpose method is applicable to a wide variety
of problems (Fig. 10). One general-purpose technique used in Al is
means-end analysis a step-by-step, or incremental, reduction of the
difference between the current state and the final goal.

Many diverse problems have been solved by artificial intelligence
programs. Some examples are finding the winning move (or sequence
of moves) in a board game, devising mathematical proofs, and manipu-
lating “virtual objects” in a computer-generated world.

BT

Trading Strategy

Data collection

Continuous learning
and improvement

Execution

Fig. 10. AI crypto coins leverage artificial intelligence
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Here is a step-by-step explanation of how they operate:

Step I: Data collection

- Al-powered cryptocurrencies gather information from a variety of

sources, including news articles, social media, and market patterns.

— This data is then analyzed using machine learning algorithms to

find trends and forecast market behavior.

Step 2: Trading strategy

— The Al system develops a trading plan, including when to pur-

chase, sell, or hold the cryptocurrency.

— This decision-making process is carried out automatically, with-

out human input.

Step 3: Execution

- Once the Al system has chosen a trading strategy, it uses smart

contracts to carry out trades on the blockchain network.

— These automated agreements self-execute and run autonomously

when specific criteria are met.

Step 4: Continuous learning and improvement

— Al cryptocurrencies use machine learning algorithms to continu-

ously learn and improve their performance.

— The system can review the outcomes of previous transactions and

modify its tactics as necessary to enhance success in the future.

The proposed technology is essentially built on the idea of exploit-
ing Al and blockchain advantages to design a more robust and resilient
system ensuring high-level of security and scalability.

Typical public blockchain solution presents multiple draw backs
which keep it far away of being used for generic IoT platforms due to
the limited resources and computation power of IoI" devices. In fact,
this limitation prevents those devices from being effective miners in
the blockchain network. Also, due to the massive deployment of those
devices and their basic security levels, the blockchain network can be
manipulated if more than half of these nodes were accessed by unau-
thorized entities. For those reasons, it is proposed to employ a novel
permissioned blockchain network technology combined with Al as
illustrated in Fig. 11 [52].

In traditional IoT environment, hackers may exploit firmware and
hardware vulnerabilities present in gateways, servers, and IoT devices
such that they can manipulate them and use their amassed power to
achieve different cyberattacks such as DDos which may lead to tem-
porary denial of service in the network. However, in the proposed
technology, AI modules integrated in the IoT environment can detect
suspicious and abnormal activities occurring in the network as well as
protect those devices from different cyber-attacks.

By exploring how artificial intelligence is shaping the future of
cryptocurrency and blockchain technology, from innovations in trading
to improved security, and identifying key opportunities, let’s outline the
challenges of the future.

Consequently, our findings imply some recommendations for
practitioners and regulators. Private investors should be aware that
increased restrictions on sales and issues of domestic assets can lead
to higher demand for alternative assets like BTC, which may impact
market dynamics and investment opportunities. Moreover, investors
should monitor and consider the impact of economic governance and
capital restrictions on crypto-asset markets when making investment
decisions. These factors may affect the potential returns and risks as-
sociated with such investments.

Institutional investors like banks and investment funds should ac-
knowledge the growing interest in DEX platforms and crypto-assets,
as these may provide opportunities for portfolio diversification and
risk management. Traditional financial institutions may face increased
competition from DEXs and other blockchain-based financial services,
which could challenge their market dominance and revenue streams.
Crypto-asset transactions on DEXs can be difficult to trace, posing
potential challenges for banks and investment funds in complying with
AML and KYC regulations. Therefore, institutional investors should
consider exploring opportunities in the blockchain and crypto-asset
space, including offering crypto-asset-related products and services
to their clients, such as crypto custody, trading, and investment solu-
tions (such as the recent approval of BTC and ETH ETFs by the SEC),
alongside their more traditional financial products. Moreover, collabo-
ration with regulators and other stakeholders is crucial for banks and
investment funds to establish industry standards and best practices for
dealing with the risks associated with DEXs and crypto-assets, such as
fraud, market manipulation, and cyber threats.

Concerning regulators, these agents should carefully consider the
potential consequences of implementing heavy tax burdens and loose
monetary governance, as they may incentivize users to turn to unregu-
lated platforms like DEXs. Furthermore, restrictions on the holding and
transactions of crypto-assets (and even more so, outright bans) can also
incentivize users to fly to unregulated DEXs. All banned or implemented
strict restrictions on the holding, selling, trading, mining, and issuing of
crypto-assets. Our results suggest that people use DEX precisely to cir-
cumvent restrictive regulations and poor institutions. In this regard, the
case of Nigeria is enlightening. An outright ban on decentralized tech-
nology is doomed to fail because people can easily circumvent the ban.

Fig. 11. Artificial intelligence technology on the blockchain development. The solid lines refer to connection and communication links between nodes
participating into the blockchain. The dashed line reflects the communication links between devices and edge nodes. Red lines (solid and dashed) represent
vulnerable connections and suspected communications
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A policy implication is that rather than wasting resources to try to
ban unbannable technology, financial authorities should instead devote
resources to nurture a sound institutional framework for crypto-assets
with relevant and supportive regulation, with straightforward, easy-to-
implement and enforce rules to deter illicit activities, support innova-
tion, protect customers, maintain financial stability, and collect taxes.

To maintain stability in the crypto-asset markets and protect in-
vestors, regulators should monitor the relationship between economic
governance, capital restrictions, and the use of DEXSs.

A policy implication is that rather than wasting resources to try to
ban unbannable technology, financial authorities should instead devote
resources to nurture a sound institutional framework for crypto-assets
with relevant and supportive regulation, with straightforward, easy-to-
implement and enforce rules to deter illicit activities, support innova-
tion, protect customers, maintain financial stability, and collect taxes.

To maintain stability in the crypto-asset markets and protect inves-
tors, regulators should monitor the relationship between economic gov-
ernance, capital restrictions. Striking a balance between promoting eco-
nomic freedom and ensuring proper oversight is crucial. In this manner,
regulators in institutionally strong countries may significantly influence
the global regulatory landscape for crypto-assets, setting examples and
guidelines for other nations to follow. Indeed, they typically have more
resources and expertise available to address challenges related to cryp-
to-asset regulation, allowing them to develop more comprehensive and
effective policies. Regulators from institutionally strong countries can
thus encourage collaboration with regulators from institutionally weak
countries to share best practices, resources, and knowledge, fostering
a more consistent and coordinated global approach to crypto-asset
regulation. These measures can help balance protecting investors, pre-
venting illicit activities, and fostering a competitive environment that
promotes innovation in the crypto-asset and blockchain sectors.

Concomitantly, regulators in institutionally weak countries may
face more significant challenges in developing and enforcing crypto-
asset regulations, including limited resources, expertise, and a poten-
tially weaker legal framework. The potential for higher corruption levels
and weaker governance in institutionally weak countries may lead to
increased use crypto-assets to evade poor institutional frameworks,
making regulation even more critical. Indeed, ill-designed and poorly
implemented regulatory frameworks may imply high platform compli-
ance costs and user administrative burdens, leading to detrimental con-
sequences. This flight toward onion routing networks and obfuscation
tools would be at odds with regulators’ initial purposes and with the
technology-neutral approach of regulation and the same activity, same
risk, same regulation’ principle as advocated by international regulatory
authorities (such as the Financial Stability Board, the FATF, and the
IMEF). Therefore, regulators in institutionally weak countries should
prioritize building capacity and expertise in the crypto-asset and block-
chain sectors. They could thus seek partnerships and collaborations with
regulators from institutionally strong countries, international organiza-
tions, and industry stakeholders to access resources, expertise, and sup-
port in developing and implementing effective regulatory frameworks.

4., Conclusions

The integration of Al and cryptocurrency is transforming the
financial landscape, offering unprecedented efficiency, security, and
investment opportunities. While challenges remain, the rapid devel-
opment of Al-based tools is shaping a smarter and more autonomous
cryptocurrency market. Investors who adapt to these innovations will
be in a better position to navigate the changing landscape, capitalize on
new trends, and optimize their strategies in this rapidly evolving digital
economy. The novelty of this research is that it proposes the application
of artificial intelligence in crypto trading and blockchain technology
through a comprehensive review of modern scientific literature from

leading experts and the proposal of innovative artificial intelligence
models and programs for use in trading business operations.

The research revealed promising areas of crypto trading and block-
chain technology based on artificial intelligence:

1. Cryptocurrency will become the preferred medium of exchange
for transactions between agents and people, as well as between agents:
cryptocurrency is internet-programmable money that has several ad-
vantages for supporting an agent-based economy. As Al agents become
more autonomous and engage in microtransactions at scale (outcome
measures: payment for withdrawals, data, API access, decentralized
computing, or data resources, etc.), the efficiency, boundlessness, and
programmability of cryptocurrency will make it the preferred medium
of exchange compared to traditional fiat currencies. Additionally, agents
will require unique, verifiable identifiers (e. g., “‘Know Your Agent”) to
ensure compliance with regulatory rules and requirements when trans-
acting with businesses and end-users. Low-fee blockchains, smart con-
tracts, self-custody wallets (e. g., Coinbase Al wallets), and stablecoins
can help optimize and reduce costs for complex financial agreements
between agents, while the verifiability and immutability of decentralized
networks will provide trust and verifiability for A agent transactions.

2. Generative Al and natural language interfaces will become the
primary means for users to conduct transactions on-chain: as the speed
of natural language processing and contextual understanding of Al for
cryptocurrencies improves, in-chain interaction via conversational
interfaces will become the standard user norm and expectation in line
with current web2 trends (e. g., ChatGPT). Users will simply describe
their desired transaction intent in natural language (e. g “Swap X
for Y”), and Al agents will translate these intents into verifiable smart
contract code, offering the most efficient and cost-effective way to ex-
ecute the transaction:

- By 2026, Al for generative design will automate up to 60% of the

development process for new websites and mobile apps.

- By 2026, more than 100 million people will interact with robot

colleagues in their collaboration.

- By 2027, about 15% of new apps will be automatically generated

by Al without human involvement, which is almost unheard of at

the moment.

- By 2025, more than 55% of all data analysis by deep neural networks

will occur at the edge, while in 2021 this figure was less than 10%.

3. AT will generate the majority of all software code (including
smart contracts), leading to a Cambrian explosion of on-chain appli-
cations and experiences: Al code generation capabilities are rapidly
evolving in web2 (e. g., Devin, Replit) and radically changing software
development paradigms. It is possible to believe that this shift will soon
take center stage in cryptocurrency, with a near-term focus on signifi-
cantly lowering the entry barrier for new and existing developers. How-
ever, the future state consists of Al “software agents” generating smart
contracts and hyper-personalized applications from scratch in real time,
based on user preferences stored and verified on-chain. Al performance
KPIs focus on how well the Al system itself performs, using metrics such
as accuracy, precision, and recall. Accuracy is a metric that measures
how accurately an Al model identifies true positives (instances where
the model correctly identifies an object or condition as it was designed
to do). For example, in a face recognition system, a true positive would
occur when the system correctly recognizes and identifies the face of
the person it was trained to detect. Recall helps measure the ability
of an Al model to detect all relevant cases, or true positives, in a data
set. It shows how well an Al system can catch all real instances of the
condition or object it is designed to detect. The Precision-Recall curve
shows the relationship between these two metrics at different thresh-
olds. By analyzing this curve, it is possible to determine the sweet spot
at which the model performs best for specific use case. Understanding
this tradeoff helps when fine-tuning AT models to perform optimally for
their intended use cases.
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