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AI-DRIVEN TOOLS IN MODERN 

SOFTWARE QUALITY ASSURANCE: 

AN ASSESSMENT OF BENEFITS, 

CHALLENGES, AND FUTURE 

DIRECTIONS

Traditional quality assurance (QA) methods face significant challenges in addressing the complexity, scale, and rapid iteration cycles 
of modern software systems and are strained by limited resources available, leading to substantial costs associated with poor quality.

The object of this research is the quality assurance processes for modern distributed software applications. The subject of the 
research is the assessment of the benefits, challenges, and prospects of integrating modern AI-oriented tools into quality assurance pro-
cesses. Comprehensive analysis of implications was performed on both verification and validation processes covering exploratory test 
analyses, equivalence partitioning and boundary analyses, metamorphic testing, finding inconsistencies in acceptance criteria (AC), 
static analyses, test case generation, unit test generation, test suit optimization and assessment, end to end scenario execution. End to 
end regression of sample enterprise application utilizing AI-agents over generated test scenarios was implemented as a proof of concept 
highlighting practical use of the study. The results, with only 8.3% flaky executions of generated test cases, indicate significant potential 
for the proposed approaches. However, the study also identified substantial challenges for practical adoption concerning generation of 
semantically identical coverage, "black box" nature and lack of explainability from state-of-the-art Large Language Models (LLMs), the 
tendency to correct mutated test cases to match expected results, underscoring the necessity for thorough verification of both generated 
artifacts and test execution results.

The research demonstrates AI’s transformative potential for QA but highlights the importance of a strategic approach to implementing 
these technologies, considering the identified limitations and the need for developing appropriate verification methodologies.
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1. Introduction

In today’s fast-paced digital landscape, quality assurance (QA) is 
a critical determinant of a company’s reputation, dependability, and over-
all success. As shown in Fig. 1, recent reports indicate that insufficient 
software quality cost the US market approximately 2.41 trillion USD  
in 2022 – a 15% increase since 2020 [1].

 
Fig. 1. Cost of software quality 2022 [1]

Traditional QA contains chain of multiple labor-intensive prac-
tices, which are a common bottleneck for product release lifecycle 
and struggle to address complexity and scale of modern enterprise 
software systems, and SAAS platforms. Generating test cases re-
quires comprehensive system analysis for exploratory testing and 
equivalence partitioning and is frequently shortened to only posi-
tive scenarios. Verification of existing functionality is performed 
via insufficient unit and integration test coverage as well as manual 
regression testing coupled with often non-reliable, "flaky" end-to-
end automation  [2]. Defect prioritization techniques are based on 
business value of affected flows which lead to having huge backlogs 
of unresolved issues. Mentioned challenges have exposed gaps in 
current testing approaches, which are often compounded by chronic 
underinvestment in QA [3].

These complexities, combined with increasingly shorter SDLC 
iterations, emphasize the importance of "shift left testing" – per-
forming QA activities earlier in the development cycle. Project 
Management Body of Knowledge ( PMBOK ) recognizes proac-
tive inspection and review work focused on finding quality issues 
early in SDLC as good investments [4]. Clear disadvantage of this 
approach is increased pressure on testing teams caused by short 
release cycles [5].
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Recent breakthroughs in Artificial Intelligence, particularly the 
advanced capabilities demonstrated by LLMs and AI agentic systems, 
present a timely opportunity to address these persistent QA chal-
lenges. Their potential for automating complex tasks, understand-
ing natural language requirements, generating code, and adapting to 
dynamic environments offers new possibilities to enhance efficiency 
and improve confidence in quality where traditional methods fall 
short. The substantial economic impact of poor software quality 
further underscores the urgency and relevance of exploring these 
AI-driven solutions.

Therefore, the aim of this research is to provide an assessment of 
adoption, practical implications, and future directions for leveraging 
AI in QA processes. The application of AI-driven tools was analyzed 
across key QA activities, specifically focusing on verification tasks 
such as:

1.	 Static analyses.
2.	 Test case generation.
3.	 Unit test generation.
4.	 Test suite optimization and assessment.
5.	 Test data generation.
6.	 Regression automation (including agentic regression).
As well as validation tasks including:
1.	 Exploratory test analyses.
2.	 Equivalence partitioning.
3.	 Finding inconsistencies in AC.
Subsequently, it is possible to evaluate the potential benefits and in-

herent challenges associated with these applications and demonstrated 
practical feasibility of utilizing AI agents for end-to-end regression over 
generated test scenarios.

2. Materials and Methods

2.1. The object of research
The object of this research is the quality assurance processes for 

modern distributed software applications. Tests and QA processes 
can be classified by implementation complexity and accuracy  [6]. 
This classification is shown in Fig. 2. For example, exhaustive testing 
provides absolute accuracy as all possible app states are verified but 

is unfeasible to implement in enterprise applications due to amount 
of these states a thus having effectively infinite complexity. Strong 
type checking , such as implemented in C, C++ and Java does not 
require additional effort from software engineer and can be found on 
other edge complexity scale but covers much smaller set of potential 
defects. On accuracy testing techniques can be pessimistic, reporting 
errors when there are none, such as simplistic program analyses or 
optimistic – showing no defect when errors are present. For instance, 
end-to-end automated regression testing by default covers only posi-
tive scenarios.

Further in this chapter, let’s provide evaluation of implications of 
AI-driven tools on testing methods above followed by experiments over 
sample e-commerce application [7] in chapter 3.

2.2. Static code analyses
Static code analysis is an essential part of modern dev-ops practices 

as it allows to proactively detect and prevent errors on the development 
stage, saving resources on testing. Current tools, such as SonarQube 
have two limitations though [6]:

1.	 Unsound analyses is overly optimistic and skips potential de-
fects having negative impact on recall metric.

2.	 Sound static analyses is pessimistic producing too many false 
positives which causes distrust to such reports from software engi-
neers (precision metric).

Therefore, to evaluate performance of static analyses tool it is sug-
gested to utilize F-metric.

To increase precision of defect detection, utilization of modern 
transformer models is proposed  [8]. Pre-trained transformers, such 
as CodeBERT allow achieving 92% F1 scores for NameErrors; 79% 
for TypeError detection; 66% for IndexError; 66% for IndexError;  
95% for AttributeError; 60% for ValueError; 71% for EOFError;  
100% for SyntaxError detection and 100% for ModuleNotFoundError. 
These numbers show significant improvement over baseline F1 score 
of not pre-configured SonarQube [9].

Another application of AI-enhanced static code analysis is vulner-
ability detection. It is argued that AI analyses over code structure and 
semantics results in prediction of probability of various vulnerability 
types and thus security-related defects [10].

 Fig. 2. Test analyses square
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2.3. Test case generation and validation
The foundational part of quality assurance is test case design. A test 

case is a document that outlines specific conditions and actions to be 
executed on a software application, aimed at verifying that a particular 
feature functions as expected and typically consists of [11]:

1.	 Test case ID and title.
2.	 Test data – data required to execute a test case. For example, 

login and password or customer age to fill in UI form to trigger some 
specific expected validation message.

3.	 Preconditions – initial state of the system required to execute 
test case.

4.	 Steps – an ordered action sequence the tester must perform to 
execute a test scenario. This executable sequence is called test scenario.

5.	 Expected results – expected system state and behavior after 
performing test steps.

6.	 Postconditions – optional set of steps required to revert system 
to blank state.

Utilization of large language models (LLMs) contributes to test de-
sign in various way such as generation of test cases from existing accep-
tance criteria or bug reports, generation of documentation, exploratory 
analyses [12]. Further in experiment section it is possible to prove these 
scenarios and evaluate LLM-generated-cases with regard to their ex-
ecutability and validity. Executability is a binary metric which describes 
whether test scenario can be executed without manual changes. Valid-
ity – depicting if executing test scenario results in expected behavior in 
case of working system. According to recent research, LLM-generated 
test case executability varies from 70% and up to 90% depending on 
product complexity [13].

Moreover, LLMs can be utilized to evaluate both generated and 
existing test cases via "LLM-as-a-judge" methodology [14]. As accep-
tance criteria of user story is frequently not self-sufficient and relies on 
context or technical documentation it is suggested to use Retrieval-
Augmented Generation (RAG) for enriching generation context and 
having fuller representation of desired functionality.

With integration of enterprise knowledge databases such as Con-
fluence, LLM can perform exploratory analyses and equivalence par-
titioning. Principal scheme of such AI-assisted test-case generation 
and validation system is depicted in Fig. 3: user story description and 

acceptance criteria along with additional retrieved context such as 
relevant wiki pages on confluence, emails or slack messages are passed 
into "Test Generator" LLM.

Test generator produces structured output with suggested test-
cases which in turn are evaluated with "LLM-as-a-judge" agent. This 
agent also may use context from external documentation sources as 
well as verify executability of test case via utilization of state-of-the-
art browser agents such as BrowserUse [15] or other similar tools. In 
case of validation failure report on test-case errors and inconsistencies 
is backpropagated as additional context to generator agent enabling 
autocorrection functionality.

2.4. Structural test code generation
Structural testing consisting of unit and integration tests is an integral 

part of SDLC as the only way to prove that software works is verification 
of particular scenarios, effectively defining coverage as an ultimate qual-
ity assurance metric  [16]. Despite its paramount importance, 55.6% of 
developers find their test coverage insufficient, while on average software 
engineer spends 15.8% of worktime on test coverage [17]. Maintenance 
complexity, fragility, lack of time, overhead in execution time, difficulty of 
understanding what needs to be covered are among the top impediments 
of structural test design and implementation. Another challenge is posed 
by fact that test results can be non-deterministic: degree of test-outcome 
variation is referred to as "flakiness" [2].

Further let’s examine how utilization of various AI based tools 
helps mitigating challenges above.

Typical test method consists of two parts: test prefix and test oracle. 
Test prefix sets up test environment, data and define mocks as and test 
oracle verifies if behavior of test object under execution equals to ex-
pected one, e. g. asserts output and verifies execution flow.

Since recent LLMs have shown remarkable code generation capa-
bilities and even gained wide industry adoption, researchers started 
extending LLM applications explicitly to unit test generation tasks. 
Despite initial promising outcomes, generating effective unit tests intro-
duces unique complexities that differ significantly from standard code 
generation scenarios [18] – such as lack of contextual understanding; 
redundant cases when generated test scenarios are not extending cover-
age and partial mocking.

 
Fig. 3. Test-case generation and validation system
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To mitigate some of mentioned limitations, Meta inc. offered multi-
step observation-based test generation process [19]. Their TestGen tool 
instruments application at runtime recording real-life parameters and 
return values of executed functions. The observations, along with the 
initial application source code, are fed into the "Test Generator" plugin, 
which constructs the tests. Subsequently, the "Test Publisher" generates 
the build system files and dependencies for the test cases, executing 
them five times to ensure they are not flaky. For all tests that pass consis-
tently and demonstrate stability, the "Test Publisher" produces a source 
code package ready to be included in continuous integration process. 
Test Generator can have multiple implementations allowing to adjust 
test generation strategy [19]. Additional advantage of basing test cases 
on execution observations is ability to create test when expected result 
is not clear, so called "no oracle" scenario.

As LLMs have probabilistic responses, they may produce the simi-
lar output for same prompt over different samples, thus it’s important to 
filter out semantically identical coverage [20]. This can be done either 
via semantical comparison with existing tests, where embedding-based 
search plays important role, or by comparing various coverage metrics, 
mainly statement and branch coverage, before and after inclusion of 
generated test to test suit.

Further assessment of structural test coverage quality is performed 
with mutation testing. Small changes called "mutations" are introduced 
into source code and then ability of test suit to identify those issues is 
evaluated. Despite its recognized effectiveness in identifying inadequa-
cies in test coverage, mutation testing historically suffers from com-
putational overhead and scalability challenges due to a large number 
of possible mutants. Utilization of LLM allow focusing mutation on 
specific aspects of test quality (e.  g. security); generate relevant and 
highly realistic mutations; discover and remove equivalent mutants, 
and generate unit tests targeted to eliminate discovered mutants [21].

Another promising application of AI in test implementation is enrich-
ment of test generation context. Utilization of RAG with external sources 
such as GitHub issues featuring detailed code examples, discussions and 
resolutions significantly increase pass rate of generated unit tests  [22].

To address difficulties in setting up test environment proposed 
dual-environment architecture by introducing LLM-based agent  
Repo2Run, which allows to fully automate environment configura-
tion and generate executable Dockerfiles for arbitrary Python reposi-
tories with 86% success rate [23].

Proposed system for generation and validation of test cases is 
shown in Fig. 4.

Code generation agent generates tests based on enriched context: 
original user story or bug report, application source code, execution 
instrumentation, similar GitHub tickets, etc. Then, generated tests are 
evaluated regarding their executability, coverage effect and relevancy.

2.5. End-to-end automation
From 40 to 85% of faults found in cloud systems are caused by er-

rors in error handling, optimization, configuration, race, hang, space, 
load which span across different use-cases in contrast to easily detect-
able with structural tests errors in logic [24]. To detect these bugs End-
to-End testing is utilized. This approach covers functional and data 
flows across multiple subsystems interfacing with each other from start 
to end usually via interaction with system UI as close as possible to 
real-world user behavior. Naturally, this approach gives maximum con-
fidence in correctness of test object. However, automation of these test 
present challenges among which most notable are [25]:

1.	 Test flakiness caused by timing issues, unexpected popups and 
browser quirks. This led to big amount of false positive results.

2.	 Maintenance cost. Modern single page front-end frameworks 
often generate code impossible to cover with reliable locators and x-
paths of page elements change in case of UI framework update which 
in turn requires significant redesign of end-to-end test code.

3.	 Dependence on third party for support business flows such as 
login or payment capabilities. As third-party release cycle is decoupled 
from client’s release cycle, updating third party UI leads to unexpected.

4.	 Relying on end-to-end regression is wearing out of tests.
As demonstrated in the ReAct framework, empowering LLM with 

tools to interact with external environment significantly enhance com-
plex reasoning capabilities which is key to simulation of human user 
behavior and executing end-to-end scenarios [26]. The ReAct approach 
enables AI agents to reason dynamically about the current UI state and 
environment conditions and execute automated browser interactions. 
Thanks to feedback loop from execution environment, this approach is 
reducing test flakiness caused by timing issues and unexpected browser 
behaviors. Furthermore, AI agents can dynamically adapt to changes in 
UI frameworks. They can contextually identify elements, mitigating the 
maintenance costs typically associated with rigid locators and x-paths, 
and autonomously manage third-party UI variations. Additionally, 
LLMs give ability to partially mitigate this factor by generating coherent, 
yet variable test data for each execution. 

AI-agent based end-to-end automation testing system workflow is 
shown in Fig. 5 and is evaluated in following chapter.

 
Fig. 4. Unit-test generation system



INFORMATION AND CONTROL SYSTEMS:
INFORMATION TECHNOLOGIES

48 TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 3/2(83), 2025

ISSN-L 2664-9969; E-ISSN 2706-5448

Test execution agent receives test case and applicable test data. 
LLM then reasons over it and test plan with structured action se-
quence is generated. Agent executes actions and receives actual state 
from browser via playwright automation engine. This "ground truth" 
state is backpropagated back to reasoning model and in case of its 
divergence from expectation corrective set of actions is planned and 
performed.

2.6. Testing AI applications
AI and deep learning in particular have become an integral part 

of multiple critical software systems, however verification and vali-
dation of their behavior pose significant challenge. A key difficulty 
lies in handling the probabilistic outputs produced by AI models, as 
slight changes in input data can lead to significant variations in results, 
complicating the establishment of reliable test oracles. In addition to 
that single input can have multiple valid outputs making it difficult for 
tester to define expected behavior. Second issue is lack of explainabil-
ity, especially in state-of-the-art transformer models which not only 
hinders debugging efforts but also complicates test case design. Ad-
ditionally, the evolving nature of AI models complicates maintenance 
of existing coverage.

One of promising ways to tackle these challenges is metamorphic 
testing [27, 28]. Let for defined input x, AI model generate output f(x) 
then in case of input transformation xʹ transformed output f(xʹ) must 
satisfy expected relation R

R f x f x true� � � �� � ��, .	 (1)

There are three most common metamorphic relations. Invariance is 
used when transforming input should not affect output. Increase when 
transforming input should increase output, for instance new record in 
credit history increase personal credit score. Decrease: for example, 
adding bankruptcy record should negatively affect credit rating.

Utilization LLMs allow runtime reasoning over expected output 
transformation over input change. Typical examples of input transfor-
mations for various use-cases are shown in Table 1.

Table 1

Metamorphic input transformations

Input scenario Input transformations (data augmentation)

Computer vision
Blurring, rotation, scaling, light changes, adding 

noise, image generation

Text
Typos, switching sentiment words, using synonyms, 

adding unrelated text

Categorical variable Switching categories [29]

Numeric Increasing or decreasing

In Fig. 6 it is possible to show a bug found on EURopean Employ-
ment Services job search portal (EURES) with help of metamorphic 
testing.

With free text search input transformation "adding restrictive 
keyword " expected metamorphic relation for quantity of results is 
"Decrease". As output number have increased clear fault is observed.

 
Fig. 5. AI-agent based end-to-end automation testing

 
Fig. 6. Metamorphic testing example
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3. Results and Discussion

3.1. Experiment 1. Test case generation
This experiment is dedicated to evaluation of test case executability.  

Test case generation is performed for sample e-commerce applica-
tion [7]. Following prompt was used to generate test cases:

You work as a QA engineer. Generate concise test case in the following 
format:
1.	 Test case ID and title.
2.	 Test data – data required to execute a test case. For example, login 
and password or customer age to fill in UI form to trigger some specific 
expected validation message.
3.	 Preconditions – initial state of the system required to execute 
test case.
4.	 Steps – an ordered action sequence the tester must perform to 
execute a test scenario. This executable sequence is called test scenario.
5.	 Expected results – expected system state and behavior after 
performing test steps.
6.	 Postconditions – optional set of steps required to revert system to 
blank state.
!!!Important test steps should cover only focal scenario and not 
preconditions
For following User-Story:
Title: As a user I want to see preview picture on product list to be able 
to select product.
Preconditions: User logged in with username and password.
Acceptance criteria: Each product in product list has a distinctive 
product picture.

Test cases were generated for 5 user-stories covering login, product 
list, sorting, checkout and product preview functionalities. Full descrip-
tion of user stories, corresponding acceptance criteria and generated 
cases can be found in electronic supplementary material [30]. Test cases 
were evaluated with following metrics:

1.	 Executability – percentage of cases that can be executed without 
modification.

2.	 Coverage – if generated test cases cover all acceptance criteria 
specified in user story.

3. Tokens used – metric allowing to estimate price of test case gen-
eration.

Following state-of-the-art models were evaluated as well as their 
cost-efficient counterparts: OpenAI gpt-4.5-preview-2025-02-27, 
gpt-4o-2024-08-06, gpt-4o-mini-2024-07-18; Google gemini-2.5-pro-
exp-03-25, gemini-2.0-flash-lite; Mistral: mistral-large-latest (24.11), 
ministral-8b-latest (24.10). A total of 81 executable test cases were 
generated for 14 distinct acceptance criteria. Aggregated evaluation 
outcomes are depicted in Table 2.

As can be seen from results overall LLMs show promising and, in 
particular cases, production-ready results in generation of test cases. 
Following challenges were uncovered:

1. Small models struggle to return responses in consistent format. 
Fine-tuning prompt, such as providing more examples for few-shot 
learning, help mitigating this issue.

2. GPT and Mistral models frequently confuse test cases and ac-
ceptance criteria. While still covering execution steps, they do it in very 
inconsistent form.

3.  There are occurrences of semantically overlapping test-cases 
across dataset. LLM-as-a-judge can be used to identify and correct 
these test design errors.

Google gemini-2.5-pro-exp-03-25 demonstrated the best overall 
results. This model provided comprehensive analysis and reasoning, 
leading to improvements in the original Acceptance Criteria (AC) and 
maximization of coverage quality. Notably, the estimated cost for gener-
ating the entire test suite remained low at 0.026 USD, or 0.005 USD per 
user story. In addition to metrics above test cases of this model were of 
highest quality with respect to independence, clarity and interpretabil-
ity. Smaller and cost-efficient models ministral-8b and gpt-4o-mini also 
demonstrated consistent coverage, unlike their alternative from Google 
gemini-2.0-flash-lite which was failing to produce meaningful outputs.

3.2.  Experiment 2. Utilization of LLM agents for end-to-end 
automation

In this experiment, replacing manual or programmed end-to-end 
regression with browser-enabled AI agent described in section 2.4 was 
evaluated. It is possible to compare state of the art large and "small" 
LLMs from OpenAI: their reasoning capabilities in positive and nega-
tive scenarios; verify coverage quality via introduction of "mutant 
test-cases" where a terminal error is introduced, and execution is ex-
pected to fail. Previously generated test cases were utilized for building 
following flows:

1.	 Login successful flow.
2.	 Login with non-existing user (negative scenario).
3.	 Mutation over login successful flow with corrupted data to 

verify false negative scenario.
4.	 Complete end-to-end flow of main business process: login, add-

ing goods to cart and checkout processes.
5.	 Sorting products by price to verify reasoning capabilities  

of LLM.
6.	 Mutation over sorting products by price to verify false negative 

scenario.
Execution of each scenario was performed 4 times per model with 

total of 48 executions being evaluated.
Below is the prompt used for login flow. Other prompts and execu-

tion logs are available as supplementary material [30].

### Prompt for QA regression agent

**Objective:**

As a QA engineer performing regression you will make sure 
that all test flows listed were executed successfully.
If test passes you will log Flow name: passed.
If test fails or you are not sure if it passes u will log Flow name: 
failed and step on which it failed. Add possible root cause if you 
can identify it.

**Important:**
– Mark test as passed only if u a sure that all steps were 
executed successfully and in accordance with AC
– Log all the selectors used throughout each test in format: 
step_name: action_performed: selector_used

Table 2

Evaluation of LLMs for test case generation

Model name
AC 

covered

Exploratory 

testing over 

stories

Coverage 

according 

to format

Executable 

TC gener-

ated

Tokens 

used

gemini-2.0-flash-lite 57% 20% 20% 8 9288

gemini-2.5-pro-exp-03-25 100% 60% 100% 17 7149

ministral-8b-latest (24.10) 100% 0% 20% 13 4631

mistral-large-latest (24.11) 79% 0% 0% 9 5321

gpt-4o-mini-2024-07-18 100% 0% 20% 10 3582

gpt-4o-2024-08-06 86% 20% 80% 11 3397

gpt-4.5-preview-2025-02-27 100% 60% 80% 13 3876
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---
*** Flow: Order_and_Checkout ***
---
 **Steps:**

1.	 Navigate to the [Sauce Labs Demo website](https://www.
saucedemo.com/).
2.	 Enter ‘standard_user’ into the Username field.
3.	 Enter ‘secret_sauce’ into the Password field.
4.	 Make sure Username and Password are filled in. If not, fill them 
in.
5.	 Click the ‘Login’ button.
**Expected Result:**
*The user is redirected to the product list page (e. g., `/inventory.html`).

*The product list/inventory container is visible.
**Important:** Use only test data provided in test case. do not use any 
other extra data.
**Important:** Ensure efficiency and accuracy throughout the process.

As shown in Table 3, both models have shown surprisingly good 
results in all tested scenarios: only 8.3% of all executions exhibited 
flaky results which is within the range of current industry statistics [31]. 
Errors exhibited by GPT-4o-mini did not have any pattern, while  
GPT-4o consistently failed to reason price comparison in product list.

Worth highlighting that more advanced planning capacity of  
GPT-4o model resulted in more efficient execution of complex flows 
covering multiple business processes avoiding locator errors from the 
first shot (Fig. 7).

 
Fig. 7. GPT-4o end-to-end flow

Table 3

Performance of LLMs in end-to-end test executions

Model Flow name
Average execution 

time, sec

Average tokens per 

execution

Average price per 

execution, USD
Flaky failed executions

gpt-4o-mini-2024-07-18

Login 26 113k 0.02 0%

Login negative 35 170k 0.03 0%

Login mutated 30 170k 0.03 0%

Sorting 40 174k 0.03 0%

Sorting mutated 53 232k 0.03 25%

Buys&Checkout 70 350k 0.05 25%

gpt-4o-2024-08-06

Login 33 24k 0.06 0%

Login negative 33 14k 0.04 0%

Login mutated 30 18k 0.05 0%

Sorting 46 25k 0.06 0%

Sorting mutated 54 29k 0.07 50%

Buys&Checkout 93 70k 0.18 0%
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However, as shown in Fig. 8, GPT-4o-mini was able to correct itself 
after performing observation of state after action according to ReAct 
framework [26] demonstrating same overall performance with 13.7% 
benefit in execution time and 142% in cost.

During the execution of the complex end-to-end "Buys&Checkout" 
scenario, the GPT-4o-mini agent have entered infinite reasoning loop. 
As depicted in Fig. 9, when attempting to locate and interact with the 
shopping cart element, the agent entered a repetitive cycle:

1.	 It attempted an action.
2.	 Observed an incorrect UI state (e. g., a menu opening instead 

of navigating to the cart).
3.	 Inferred failure.
4.	 Attempted corrective actions (like going back or trying to close 

the interfering element).
5.	 Retried the original goal.
While the ReAct framework’s observation-action-thought cycle is 

designed for dynamic adaptation, in this instance with the less capable 
model it led to agent completely stuck on the same sub-task or for 
several iterations (Fig. 8). At the same time, the larger GPT-4o model 
demonstrated smooth execution. This type of iterative struggling high-
lights potential limitations in the planning or state evaluation capabili-

ties of smaller models. It is aligning with broader observations where 
LLMs can enter unproductive reasoning cycles or loops when facing 
complex multi-step tasks, failing to converge on a correct plan or action 
sequence efficiently [32]. To mitigate potential cost issues due to such 
errors implementation of model guardrails is advised.

Interesting behavior was observed with regard to mutated test-
cases. GPT-4o model was consistently trying to correct mutated test 
case to achieve expected state. This raises a question of verification of 
execution logs to avoid false negative results and poses a significant 
challenge in adoption of AI-agent best regression as part of continuous 
integration pipeline.

In summary, the experiments presented in this section highlight 
the tangible practical significance of integrating modern AI tools into 
QA workflows. The demonstrated ability of leading LLMs to generate 
comprehensive and largely executable test cases from user stories of-
fers a direct pathway to accelerate test design and potentially improve 
requirement coverage early in the SDLC. Similarly, the success of 
AI agents executing complex end-to-end scenarios provides a prac-
tical alternative or supplement to traditional automation, offering 
enhanced resilience to UI changes and the potential to reduce main-
tenance overhead.

Fig. 8. GPT-4o-mini end-to-end flow
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3.3. Limitations and future directions of research
Obtained results also revealed limitations for complete adoption of 

these practices. LLM outputs, especially from smaller models, exhibited 
inconsistencies in format and quality, often requiring careful prompt 
engineering or post-processing. The most critical limitation observed 
was the tendency of AI agents, to deviate from negative test scenarios by 
attempting to "correct" the flow to achieve a positive outcome, masking po-
tential failures. This underscores a major risk of false negatives and implies 
that simply checking the final state is insufficient. Furthermore, computa-
tional cost and reliance on API availability remain practical constraints.

These limitations guide future research. First, it is necessary the 
robust, automated methods to evaluate the executability and semantic 
novelty of AI-generated tests. To empower agentic end-to-end execu-
tion, research should also focus on techniques to reliably constrain AI 
behavior during negative testing as well as reasoning guardrails. Another 
key area is exploring the effectiveness of domain-specific fine-tuned LLMs 
for QA tasks compared to general models. Additionally, it is essential to 
create standardized benchmarks for AI-driven QA tools. These steps will 
help unlock AI’s full potential in enhancing software quality assurance.

4. Conclusions

In this paper, the transformative potential of integrating AI-driven 
tools into modern software quality assurance practices across key 

verification and validation activities is explored. Transformer‑based 
static analyzers such as CodeBERT narrow the long‑standing pre-
cision‑versus‑recall trade‑off, boosting F1 scores for critical defect 
classes by more than 40 percentage points over a SonarQube baseline 
depending on scenario. Generative models produce fully runnable 
acceptance tests straight from user stories, achieving 100%  criteria 
coverage while holding cost below 0.005 USD per story in our bench-
mark. ReAct‑style browser agents automate complex end‑to‑end flows 
with only 8.3% flaky runs, being on parity with mature scripted 
suites and indicating a practical path towards more resilient and ef-
ficient test automation. This efficiency stems from the AI’s ability to 
interpret requirements, generate test artifacts, and adapt to dynamic 
UI elements.

Yet practical adoption faces significant challenges including gen-
eration of semantically identical coverage, "black box" nature and lack 
of explainability from state-of-the-art LLMs. Furthermore, the unex-
pected behavior observed in agentic end-to-end testing. The tendency 
to correct mutated test cases to match expected results, highlights a sig-
nificant risk of false negatives emphasizing need of human and ma-
chine-based verification of execution results and generation outputs.

Therefore, it is recommended to introduce safeguards. First, it is 
proposed a safeguard for generated test case quality by combining an 
LLM-as-a-Judge post-processor with RAG. RAG would source few-shot 
examples from user stories, documentation or architecture decision 

Fig. 9. GPT-4o-mini end-to-end flow with reasoning loop
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records to guide generation and provide context for the judge, aided by 
embedding-based semantic duplicate pruning. Agent execution should 
be wrapped in guardrails – token and time caps, mandatory checkpoint 
assertions, orchestrating a heavy‑planner/lightweight‑executor model 
mix to avert reasoning loops and runaway costs. To improve the quality 
of AI-generated unit tests and enhance system transparency, pairing 
observation-based unit test generators with a mutation testing feedback 
loop is recommended. This ensures that only test cases increasing ef-
fective coverage are retained. Additionally, all AI components should 
be required to output a rationale trace, providing essential input for 
human-in-the-loop review dashboards and addressing explain ability 
concerns. These controls convert opaque generation into a governed, 
auditable process.

Beyond these technical challenges and safeguards, another im-
portant consideration is the potential deskilling effect on human QA 
due to utilization of LLMs in explorative test analyses, equivalence 
partitioning and test scenario design [33]. Lack of firsthand experience 
in creating test process from scratch may make it impossible to evaluate 
outputs from LLM when the need arises.

Adoption of each part of discussed framework cuts test‑design ef-
fort and moves defect discovery further left in the SDLC, chipping 
away at the estimated 2.4 trillion USD annual cost of poor‑quality soft-
ware. Crucially, it redefines the QA role from script author to curator 
of knowledge and governor of intelligent systems. Organizations must 
therefore invest in up‑skilling testers as prompt engineers, data stew-
ards, and quality governance owners. With these measures in place, 
AI‑driven tools are positioned not as a replacement for human exper-
tise but as a force multiplier that transforms quality assurance from a 
late‑stage bottleneck into a proactive, economically compelling safety 
net for continuous delivery.
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