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DEVELOPMENT OF 

A PREPROCESSING METHODOLOGY 

FOR IMBALANCED DATASETS IN 

MACHINE LEARNING TRAINING

The object of the study is an imbalanced dataset of credit card transactions, where fraudulent cases represent only 0.18% of the 
total. One of the most problematic places is the inability of standard machine learning models to correctly detect rare fraud events, often 
resulting in high false-negative rates. This occurs because the models focus on the majority class, which leads to biased outcomes and 
undetected fraud. The presented analyses used a structured preprocessing pipeline to address this issue. It includes scaling of numeric 
values to eliminate bias, stratified sampling to preserve class proportions, random undersampling to balance the dataset, and outlier 
removal to reduce noise. These steps were applied before training three classification models: logistic regression (LR), K-Nearest Neigh-
bors  (KNN), and support vector classifier (SVC). The obtained results show that all models performed well in both cross-validation 
accuracy and ROC-AUC metrics, with SVC achieving the best ROC-AUC score of 0.9787. This is because the proposed preprocessing 
pipeline has many features customized to the characteristics of imbalanced data, in particular the combination of data balancing with 
careful filtering of noise and redundancy. This provides the possibility of achieving robust performance when detecting minority class 
events. Compared with similar known preprocessing workflows, it provides the following advantages: better class separation, reduced 
model bias, and improved generalization on unseen data. The results are especially relevant for financial institutions, where fraud detec-
tion must be both timely and accurate. The approach offers a practical method for improving security systems without requiring complex 
or high-cost infrastructure. It can also be adapted for use in other domains where rare events must be detected from large datasets.  
In future research, the pipeline can be extended by integrating synthetic sampling techniques such as SMOTE or GANs. Additional 
experiments with real-time streaming data will further validate the robustness of the proposed methodology.
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1. Introduction

In machine learning, imbalanced datasets present significant chal-
lenges, especially in applications like credit card fraud detection. An 
imbalanced dataset occurs when one class is significantly underrepre-
sented compared to another. For example, in credit card transactions, 
fraudulent activities constitute a very small fraction of the total trans-
actions, which leads to a class imbalance that complicates the training 
of effective predictive models. Credit card fraud represents a grow-
ing concern globally. Financial institutions face substantial losses due 
to fraudulent transactions. For instance, in 2018, global losses due to 
credit card fraud were estimated at 27.85 billion USD, with projections 
reaching 35.67 billion USD by 2023. This escalating trend underscores 
the urgency for fraud detection mechanisms [1, 2]. These models are 
employed to detect fraudulent transactions by identifying patterns 
and anomalies within transaction data. Standard machine learning 
algorithms tend to be biased towards the majority class, leading to 
poor predictive performance for the minority class. This bias results in 
high false-negative rates, where fraudulent transactions go undetected, 
undermining the effectiveness of fraud detection systems [3, 4]. There 
are strategies that have been proposed to address the challenges posed 
by imbalanced datasets. Data-level techniques, such as under-sampling 
the majority class or over-sampling the minority class, aim to balance 

the class distribution. Algorithm-level approaches involve modifying 
existing algorithms to make them more sensitive to the minority class. 
Hybrid methods combine both data-level and algorithm-level techniques 
to improve model performance. Cost-sensitive learning assigns higher 
misclassification costs to the minority class to mitigate bias. Deep learn-
ing approaches have also been explored to handle class imbalance ef-
fectively [5]. In the context of credit card fraud detection, the application 
of these techniques has shown promise. For example, a study employing  
a genetic algorithm for feature selection in a machine learning-based fraud 
detection system demonstrated improved detection rates. Another ap-
proach used a semi-supervised graph neural network to both labeled and 
unlabeled data, achieving improved fraud detection performance. These 
studies highlight the potential of machine learning techniques in address-
ing the challenges posed by imbalanced datasets in fraud detection [6].

In order to effectively optimize unbalanced datasets one common 
approach is resampling the dataset to balance class distributions. This 
can be achieved through under-sampling, where instances from the 
majority class are randomly removed to match the minority class size, 
or over-sampling, where instances from the minority class are duplicated 
or synthetically generated to match the majority class size. A widely 
used over-sampling technique is the Synthetic Minority Over-sampling 
Technique (SMOTE), which creates synthetic samples by interpolat-
ing between existing minority class instances. Studies have shown that  



INFORMATION AND CONTROL SYSTEMS:
INFORMATION TECHNOLOGIES

56 TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 3/2(83), 2025

ISSN-L 2664-9969; E-ISSN 2706-5448

combining SMOTE with convolutional neural networks (CNNs) can 
improve classification performance on imbalanced datasets, achieving ac-
curacy rates as high as 99.08% on certain datasets [7, 8]. Another strategy is 
the use of ensemble learning methods. By combining multiple models, en-
semble methods can improve the accuracy of predictions on imbalanced 
datasets. Research indicates that integrating data augmentation techniques, 
such as SMOTE, with ensemble learning can improve classification per-
formance on imbalanced datasets. Traditional data augmentation methods 
like SMOTE and random over-sampling have been found to be not on-
ly effective but also computationally less expensive compared to more 
complex methods like Generative Adversarial Networks (GANs) [9, 10].

Additionally, modifying the loss function to assign higher penalties 
to misclassifications of the minority class can guide the model to pay 
more attention to these instances. Techniques such as weighted cross-
entropy loss and focal loss have been proposed to address class imbal-
ance by adjusting the loss function to focus more on hard-to-classify 
minority instances [11].

Despite these findings, challenges remain in handling imbalanced 
datasets. Issues such as loss of predictive accuracy, biased models, and 
unreliable evaluation metrics persist.

In this paper, the optimization of preprocessing techniques for 
handling highly imbalanced datasets in machine learning is presented. 
The paper focuses on credit card fraud detection, where fraudulent 
transactions represent only a small fraction of the total dataset. The 
paper examines the impact of various pre-
processing techniques, including scaling, 
stratified sampling, under-sampling, and 
outlier removal, in improving classifica-
tion performance. Additionally, three 
widely used classification models: LR , 
KNN, and SVC are evaluated to determine 
their effectiveness in identifying fraudu-
lent transactions. The results highlight the 
significance of preprocessing in mitigating 
the challenges posed by class imbalance. 
This shows that machine learning models 
can accurately learn from minority class 
instances and generalize effectively in 
fraud detection applications. The prob-
lem addressed in this research is the poor 
performance of traditional machine learn-
ing models on highly imbalanced datasets, 
particularly in detecting credit card fraud, 
where fraudulent transactions represent 
a very small fraction of all transactions. 
The purpose of the analysis is to develop 
and validate an optimized data prepro-
cessing methodology that improves the 
classification performance of standard 
machine learning models under extreme 
class imbalance conditions. This includes 
evaluating the impact of scaling, stratified 
sampling , under-sampling , and outlier 
removal techniques on the detection of 
fraudulent transactions.

Thus, the aim of research is to develop 
and validate a structured preprocessing 
methodology that addresses the challenges 
of extreme class imbalance in credit card 
fraud detection, with the aim of improving 
the classification performance of traditional 
machine learning models through effec-
tive scaling, sampling, and noise reduction 
techniques.

2. Materials and Methods

2.1. Dataset description
The object of this study is a real-world dataset of credit card trans-

actions, which is imbalanced. It contains a total of 284,807 transaction 
records, of which only 492 are labeled as fraudulent (labeled as 1), 
while all others are regular transactions (labeled as 0). This represents 
just 0.18% of all transactions, with the severity of class imbalance in 
the dataset. The data was originally collected as part of a research col-
laboration between Worldline and the Machine Learning Group of 
Université Libre de Bruxelles on fraud detection [12]. All transactions 
were conducted by European cardholders over 48 hours (Fig. 1). The 
subsequent subsections describe the preprocessing methodology ap-
plied to this dataset and the construction of classification models for 
fraud detection.

The dataset is predominantly anonymized due to confidential-
ity requirements and includes 28 transformed, randomly labeled fea-
tures  ( V1 to V28). The only known and untransformed features are 
"Time" and "Amount". "Time" represents the time elapsed between the 
ongoing transaction and the initial transaction in the dataset, while 
"Amount" indicates the monetary value of each transaction. Data will 
be provided upon reasonable request. Fig. 2, 3 illustrate the skewed dis-
tributions of these two features, highlighting the density of transaction 
amounts and the time periods with the highest transaction activities.

 
Fig. 1. The example columns of the dataset

 
Fig. 2. Distribution of transaction amounts

 
Fig. 3. Distribution of transaction times
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The presented Fig. 2 shows that the majority of transactions fall 
within a low monetary range, with a steep decline beyond 250 units. 
This distribution highlights the importance of scaling in order to en-
sure that large values do not dominate the training process.

In Fig.  3, the transaction activity varies significantly across the 
48-hour window. Multiple peaks indicate time periods of increased 
transaction frequency, which may correspond to patterns of user be-
havior or fraud attempts.

2.2. Optimizing unbalanced data
As confirmed in the previous subsection, the dataset used in this 

research is highly unbalanced. To optimize it and make it suitable for 
training ML models, this section will present a systematic approach to 
handling this data:

1. Scaling.
The first step is to scale the "Amount" and "Time" columns using the 

following approach

X
X median X

IQR Xscaled �
� � �

� �
,	 (1)

where X is a raw value, median(X) is the median of all X, and IQR(X) is 
the interquartile range, calculated as the difference between the 75th 
and 25th percentiles of the values. By applying the scaling process, 
all features are properly scaled, preventing biases caused by large 
differences. Additionally, this serves as the first step in balancing the 
unbalanced dataset.

2. Creating initial training and test data.
After scaling the features, the next step is to split the data into train-

ing and test sets while maintaining the original data distribution. Given 
that fraudulent transactions account for only 0.18% of the overall data, 
a  random split could result in a critically imbalanced test set, potentially 
containing no fraud cases at all. This would make it nearly impossible 
to evaluate a model’s performance in detecting fraudulent transactions. 
To prevent such an occurrence, the following process ensures that both 
datasets preserve the initial class proportions and maintain balance 
between the classes, allowing for a fair evaluation of the model’s perfor-
mance. The dataset is divided into input variables (X), which contain all 
columns except "Class", while y includes the fraud labels. The dataset is 
then split into five folds while preserving class distributions, prevent-
ing cases where either the training or test set contains too few fraud 
instances. The Stratified K-Fold approach resulted in a balanced pro-
portion of fraud and non-fraud cases compared to the original dataset: 
fraud cases account for 0.18% (0.00184) in the training set, while the test 
set maintains an almost identical proportion (0.00185). However, given 
the extreme imbalance of one class, an additional technique – under-
sampling – will be applied next.

3. Under-sampling process.
Training a model on data where only 0.18% of instances belong to 

one class would result in a highly skewed classifier that predominantly 
predicts non-fraudulent transactions in almost all cases. To prevent 
this, a balanced dataset is created next by under-sampling the non-
fraudulent transactions, ensuring an equal distribution of both classes. 
To do that, all fraudulent transactions are isolated, and comparable 
number of non-fraudulent transactions are selected. This results in an 
almost 50:50 class distribution in the new dataset (Fig. 4), which is then 
shuffled to randomize the order of instances. A disadvantage of this 
Random Under-Sampling approach is the potential loss of information, 
as many non-fraudulent transactions are removed, which may impact 
the model’s ability to generalize effectively.

4. Outliers removal.
The next step is to remove outliers from anonymized features, 

as they can significantly distort the performance of a model, leading 
to poor predictions. To address this, the Interquartile Range (IQR) 

method is applied to all features. The process calculates the 25th per-
centile  (Q1) and the 75th percentile (Q3) for each feature, where the 
difference between them represents the IQR (the spread of the middle 
50% of the data). Then, the lower and upper bounds for detecting out
liers are calculated as:

Lower Bound Q IQR � � �1 1 5. ,	 (2)

Upper Bound Q IQR � � �3 1 5. .	 (3)

Finally, all values x that fall below or above the following bounds 
are identified and removed as outliers

x Q IQR x Q IQR� � � � �1 31 5 1 5. . . or � 	 (4)

5. Preparing data for ML models.
The new dataset, created through the previous four steps, is now 

optimized and ready for training the models. Eighty percent (80%) of 
the data is used as the training set, while twenty percent (20%) is al-
located for testing. All features, except the target labels, serve as inputs 
to the models, while the single output indicates whether a fraudulent 
transaction has occurred.

 
Fig. 4. Distribution of classes within the new subset:  

class 0–55%; class 1–45%

2.3. Building classification models
For classification purposes in this research, three well-known and 

efficient models are utilized: LR, KNN, and SVC.
LR represents one of the most commonly used statistical models for 

binary classification problems. In imbalanced datasets, such as the one 
analyzed in this research, traditional ML models show difficulties to effec-
tively classify the minority class, which is fraud. LR provides a probabilistic 
framework that is useful in these cases due to its ability to model the rela-
tionship between the predictor variables and the probability of a transac-
tion being fraudulent. Fraud detection is an important area in financial 
risk management. Fraudulent transactions account for less than 0.2% of 
all transactions [13]. Traditional ML models trained on imbalanced data 
tend to favor the majority class, failing to correctly identify fraud cases. 
Logistic regression, when optimized with preprocessing methods such 
as undersampling, feature scaling, and outlier removal, provides a solu-
tion supporting probability estimation but also maximize model inter
pretability. It predicts the probability of a binary outcome using a sigmoid 
function applied to a linear combination of input features. Given an input 
feature set X x x xn�� �1 2, , ...,  the logistic function is [3, 14, 15]

p y X z
e z�� � � � � �

� �1 1
1

� � ,	 (5)
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where z is the linear combination of input variables

z x x xn n� � � � �� � � �0 1 1 2 2 ... , 	 (6)

where β0 is the intercept term, while β β β1 2, , ..., n are the coefficients 
learned by the model to optimize classification. The probability that 
a  given transaction is fraudulent is calculated using the logistic function

p y X
e i ii

n
x

�� � �
� �� �� ��

1 1

1 0 1

�
� �

.	 (7)

The probability that a transaction is legitimate is

p y X p y X�� � � � �� �0 1 1� � . 	 (8)

To determine the best-fitting parameters (β), the model optimizes 
the log-likelihood function

L p y X p y Xi
m

i i

y

i i

yi i

�� � �� � � � � �� ��

�

1

1
1� � .	 (9)

Taking the natural logarithm, the log-likelihood function trans-
forms into

l y p y X y p y Xi i i i i i
i

m

�� � � � �� �� � � � �� ��
��

�
���

� log log log log .� �1 1
1

	 (10)

Since this function is convex, gradient descent or Newton-Raph-
son methods are used to estimate the coefficients β. Fraud detec-
tion models require regularization to prevent overfitting due to the 
high-dimensional nature of financial transaction data. Two common 
regularization techniques used in LR are L1 (Lasso) and L2 (Ridge) 
regularization [16].

L2 regularization, also known as Ridge Regression, adds a penalty 
proportional to the sum of squared coefficients

J l ii

n
� � � �� � � � � �� �� 2

1
.	 (11)

This approach discourages large coefficient values, reducing model 
variance and improving generalization. The dataset in this paper uses L2  
regularization to guarantee stability and prevent overfitting. LR is seen 
as an effective model for fraud detection due to its ability to output 
probabilistic predictions. It allows financial institutions to set prob-
ability thresholds for fraud classification. The decision boundary is 
established based on a threshold value (τ), where

Classify as fraud if p y Xi i    � �� � � .	 (12)

Since overall accuracy is misleading in imbalanced datasets, evalu-
ation relies on precision, recall, and F1-score, defined as:

Precision True Positives
True Positives False Positives

�
�

 
  

.	 (13)

Recall True Positives
True Positives False Negatives

�
�
 

  
.	 (14)

F ecision call
ecision callscore1 2� �

�
�

Pr Re
Pr Re

.	 (15)

KNN model, on the other hand, represents a non-parametric 
method for classification and regression tasks. Its simplicity has led to 
wide application in different domains, including fraud detection [17]. 
KNN operates on the principle that data points with similar features 
are likely to belong to the same class. In classification, the algorithm 

assigns a class to a new data point based on the majority class among 
its k nearest neighbors in the feature space. For regression tasks, KNN 
predicts the value of a new data point by averaging the values of its 
k  nearest neighbors. Given a dataset with n instances, each represented 
by a feature vector xi and an associated label yi, the goal is to predict the 
label y for a new instance x. The steps are given as [18–20]:

1.	 Compute the distance between x and all instances xi in the 
dataset. A common distance metric is the Euclidean distance

d x x x xi j ijj

m, ,� � � �� ���
2

1
	 (16)

where m is the number of features, xj is the j-th feature of x, and xij is the 
j-th feature of xi.

2.	 Identify k instances x x xk1 2, , ...,  with the smallest distances to x.
3.	 Assign the class that is most frequent among the k nearest neigh-

bors, for classification. Or calculate the average value of the k nearest 
neighbors, for regression

y
k

y i
i

k
 � � ���1

1
.	 (17)

The choice of k influences KNN’s performance. A smaller k can 
lead to models sensitive to noise, while a larger k may smooth out class 
boundaries. Selecting an optimal k often involves heuristic methods or 
cross-validation methods. Additionally, the algorithm’s effectiveness can 
be compromised by irrelevant or redundant features. Feature selection 
or scaling methods are employed to mitigate this issue.

SVCs derived from Support Vector Machines (SVMs), represent 
supervised learning models widely used for classification tasks. They 
are used in high-dimensional spaces and applied in bioinformatics, text 
categorization, and image recognition. Given a training dataset with 
n  instances, each represented by a feature vector xi and a correspond-
ing label yi (where yi is either 1 or – 1), the objective of SVC is to find  
a hyperplane that best separates the data into two classes. The equation 
can define this hyperplane

w x bT � � 0,	 (18)

where w is the normal vector to the hyperplane, and b is the bias term. 
The goal is to maximize the margin, which is the distance between 
the hyperplane and the nearest data points from either class. This can 
be achieved by solving the following optimization problem  [21–23]

minimize w subject to y w x b i ni
T1

2
1 1 2

2
    �� �� � �� �, , ..., .	 (19)

Here the hyperplane not only separates the classes but does so 
with the maximum possible margin, improving the model’s generaliza-
tion capabilities. In real scenarios, data is often not perfectly linearly 
separable. To handle such cases, the soft-margin SVC introduces slack 
variables ξi  to provide some misclassifications. The optimization prob-
lem is modified

minimize w C subject to

y w x b i

ii

n

i
T

i i

1
2

1 0

2

1
    

 

�

�� �� � � � �

�� �

� �, , 11 2, , ..., ,n� � 	 (20)

where C is a regularization parameter that controls the trade-off be-
tween maximizing the margin and minimizing the classification error. 
SVC finds a balance between fitting the training data and maintaining  
a large margin, thereby improving its ability to generalize to unseen data. 
In order to handle non-linearly separable data, SVCs employ the kernel 
trick, which involves mapping the input features into a higher-dimen-
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sional space where a linear separator can be found. This is achieved 
using kernel functions, such as the radial basis function kernel, which 
measures the similarity between data points in the transformed feature 
space. The kernel enables SVCs to perform classification in complex 
datasets without explicitly computing the high-dimensional transfor-
mations. SVCs have been effectively used for imbalanced datasets, 
such as those encountered in fraud detection, medical diagnosis, and 
rare event prediction. In such cases, the minority class is often of greater 
interest but is underrepresented in the data.

All three models are implemented in Python with their default 
setups to ensure a fair environment for comparing their performanc-
es. The LR model uses L2 regularization to prevent overfitting, with 
the " lbfgs" solver applied and the number of iterations set to 100.  
KNN model is configured with 5 nearest neighbors, Minkowski distance 
as the distance metric, and each neighbor contributes equally to the 
classification. Finally, SVC is based on the radial basis function kernel, 
with the regularization parameter C set to 0.1 to control the trade-off 
between margin size and tolerance for misclassification. The "one-vs-
one" strategy is used as the solver for this binary fraud detection case.

Regarding the hyperparameters for the models, GridSearchCV was 
applied as an automated search method to find the optimal combina-
tions. The method systematically tested all combinations and selected 
the best ones based on cross-validation. For LR, the search included 
11 different regularization penalties and a range of C values from 0.001 
to 1000. For KNN, various numbers of neighbors were tested through 
the GridSearch. Finally, for SVC, the search iterated through different 
values of C and kernels before identifying the optimal combination.

3. Results and Discussion

3.1. Preprocessing effectiveness
To evaluate the impact of each preprocessing step: scaling, stratified 

sampling, under-sampling, and outlier removal, the changes in data 
distributions and class balance were first analyzed. The effectiveness of 
the preprocessing steps was evaluated by examining the changes in data 
structure and feature distribution. As shown in Fig. 4, the new dataset 
achieved an almost balanced class distribution after the under-sampling 
process. This distribution improves upon the original dataset, where 
the fraudulent class accounted for only 0.18% of all transactions. The 
balancing process ensures that the training phase is not dominated by 
the majority class and allows models to learn more informative pat-
terns associated with fraudulent behavior. The scaling of the "Amount" 
and "Time" features is also important in improving model stability.  
Fig. 2 shows that the original "Amount" values were highly skewed, with 
most transactions clustered at low monetary values and a sharp decline 
after 250 units. Without normalization, such disparities could have 
biased model training by giving excessive weight to high-value transac-
tions. The use of IQR scaling normalized these values, reducing their 
influence and helping to maintain consistent feature contributions. 
Similarly, the distribution of the "Time" feature, as shown in Fig.  3, 
showed peaks corresponding to specific intervals of transaction activ-
ity. While these fluctuations may reflect behavioral patterns, they also 
represent a risk of temporal bias. With application of IQR scaling to the 
"Time" feature, the distortion was reduced caused by extreme values 
and ensured that temporal features did not disproportionately affect 
classification outcomes. Outlier removal contributed to model stability 
by filtering extreme deviations in the anonymized features (V1 to V28).  
Using IQR thresholds, values lying outside of the 1.5 × IQR range were 
excluded. This step mitigated the impact of noisy or anomalous records, 
which could otherwise have introduced instability or misleading pat-
terns during training. As a result, the cleaned dataset offered a more 
consistent and reliable foundation for model development. These pre-
processing steps produced an improved dataset in terms of balance, 
scale, and data quality. This optimized data environment supports the 

development of more accurate classification models, as discussed in the 
following subsections.

3.2. Model training and evaluation
The three classification models: LR, KNN, and SVC were devel-

oped and trained using the Python programming language and the 
scikit-learn library. These models were selected due to their interpret-
ability, efficiency, and documented performance in binary classification 
tasks such as fraud detection. Before training, the dataset was prepro-
cessed using the custom pipeline described in Section 2, which included 
scaling, stratified sampling, under-sampling, and outlier removal. To 
ensure fair and reproducible model comparisons, all models were im-
plemented using the same train-test split function, and 80% of the data 
was used for training while 20% was reserved for testing. GridSearchCV 
Python function was applied for hyperparameter tuning, using five-
fold stratified cross-validation to ensure that class proportions were 
preserved across all folds. This avoids the risk of overfitting and ensures 
that the models generalize well across various data subsets. Each model 
was configured as: The LR model used L2 (Ridge) regularization with 
the "lbfgs" solver and a maximum of 100 iterations. The KNN classi-
fier was implemented with k = 5 neighbors and used the Minkowski 
distance metric. The SVC used the radial basis function kernel with 
a regularization parameter C = 0.1. The "one-vs-one" classification was 
used, suitable for binary problems like fraud detection.

The performances of the models are presented in Table 1 in the form 
of cross-validation accuracy, obtained from GridSearch. LR achieved 
an accuracy of 94.46%, KNN achieved 93.40%, while SVC attained the 
highest accuracy of 94.85%.

Table 1

Models’ performances

Model Cross-validation accuracy

LR 94.46%

KNN 93.40%

SVC 94.85%

These results show that the preprocessing methodology had a posi-
tive impact on classifier performance. The near-identical performance 
of LR and SVC further supports the conclusion that the dataset, after 
noise reduction and balancing, enabled the models to capture mean-
ingful patterns associated with fraudulent activity. The application 
of GridSearchCV also ensured optimal parameter selection, which 
contributed to model reliability. By customized model configurations 
to the structure of the processed data, the training phase benefited from 
reduced noise, improved class representation, and normalized feature 
contributions. These conditions supported effective learning, especially 
in a highly imbalanced context where default model parameters would 
otherwise lead to suboptimal detection of the minority class.

3.3. Comparative performance of models
In addition to cross-validation accuracy, the models were evalu-

ated using the ROC AUC (Receiver operating characteristic – Area 
under curve) metric, which provides a more reliable assessment of 
classification performance in imbalanced datasets. ROC AUC mea-
sures a model’s ability to distinguish between classes across various 
threshold settings, where a score of 1.0 indicates perfect separation and 
0.5 represents random guessing. As shown in Table 2, the SVC model 
achieved the highest ROC AUC score of 0.9787, followed closely by 
Logistic Regression with 0.9769, while KNN achieved a lower but still 
respectable score of 0.9317. These scores confirm the consistency and 
reliability of SVC and LR in detecting fraudulent transactions, indicat-
ing their improved sensitivity to the minority class. The higher scores of 
SVC and LR also reflect the benefits of careful preprocessing, including 
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balanced sampling and noise reduction, which allowed the models to 
better differentiate between fraudulent and legitimate instances.

Table 2

ROC AUC scores

Model Scores

LR 0.9769

KNN 0.9317

SVC 0.9787

As was the case with the cross-validation analysis, the three models 
show similar performances from the ROC AUC scores’ perspective 
as well. A similar trend is also visible in Fig. 5, where the LR and SVC 
graphs more dominantly converge towards the ideal 1.0 in the upper-
left corner of the figure and the 1.0 position on the y-axis.

As shown in Fig. 5, the ROC curves of all three models show strong 
classification performance. The SVC model achieves the best overall 
curve, maintaining a high true positive rate across almost all thresholds, 
followed closely by logistic regression. KNN performs slightly worse, 
with a more gradual rise, indicating lower sensitivity to minority class 
detection. These trends confirm that proper preprocessing improves 
the ability of classifiers to distinguish between fraudulent and legitimate 
transactions.

When compared to other studies in the field, the results obtained 
in this work show competitive and, in some cases, superior perfor-
mance. For instance, in paper  [3] used undersampling and logistic 
regression to achieve an ROC AUC of approximately 0.95, while our 
model reached 0.9769, indicating better minority class recognition. 
Similarly, in paper  [7] reported an ROC AUC around 0.97 using 
SMOTE with CNN, comparable to the 0.9787 ROC AUC achieved 
by our SVC model, despite using simpler preprocessing and classifi-
cation techniques. Furthermore, in paper  [8] applied SMOTE with 
an ensemble of CNNs and reported a maximum accuracy of 97.53%, 
which is in the same range as our SVC accuracy of 94.85%, considering 
conventional classifiers. These comparisons suggest that the structured 
preprocessing pipeline presented in this study achieves state-of-the-art 
performance with reduced computational complexity and implemen-
tation cost. Thus, the proposed method provides a practical but power-
ful alternative to more resource-intensive approaches in the literature.

3.4. Practical implications
The practical significance of this analysis lies in its applicabil-

ity to real-world fraud detection systems. Financial institutions can 

implement the proposed preprocessing pipeline to improve the 
performance of machine learning models in identifying fraudulent 
transactions, which are underrepresented in historical datasets. By 
the process of addressing class imbalance, this methodology im-
proves sensitivity to rare fraudulent events, reduces false negatives, 
and strengthens the reliability of transaction monitoring systems. The 
results show that a constructed preprocessing pipeline: combining 
scaling, stratified sampling, under-sampling, and outlier removal, can 
improve the sensitivity and overall effectiveness of standard machine 
learning models. In operational terms, this means that institutions 
can improve their fraud detection capabilities without investing in 
complex or computationally intensive architecture. The approach 
relies on open-source tools and interpretable models and, therefore, 
is accessible to a broad range of users, including those in resource-
constrained environments. By improving the ability of models to 
detect minority class instances, the methodology contributes directly 
to reducing false negatives, which is important in high-stakes con-
texts such as credit card fraud detection, where undetected fraud can 
result in substantial financial losses. Moreover, the pipeline is adapt-
able. While this analysis focuses on credit card transactions, the same 
principles can be applied in other domains that face similar imbal-
anced data challenges, such as insurance claims processing , network 
intrusion detection, and medical diagnosis. The ease of implemen-
tation and the observed model performance also suggest potential 

for real-time applications, provided that 
future work incorporates mechanisms for 
handling streaming data.

3.5. Limitations of research
The research has several limitations. 

The dataset used covers only a short time 
frame and originates from a single region, 
which may affect the generalizability of re-
sults to other financial environments. The 
under-sampling technique, while effective 
in balancing classes, can lead to informa-
tion loss, especially when legitimate trans-
action diversity is important. In addition, 
the study focused on static datasets, with-
out evaluating real-time or streaming sce-
narios. Future research should explore the 
integration of synthetic sampling methods,  
such as SMOTE or GANs, to comple-
ment under-sampling without data loss. 

It would also be beneficial to test the proposed approach in real-
time environments or extend it to other domains such as insurance 
claims. Finally, combining preprocessing with ensemble methods or 
deep learning architectures may further improve scalability.

4. Conclusions

The results show the effectiveness of the proposed preprocess-
ing methodology for handling highly unbalanced datasets in machine 
learning applications. The analysis applied an approach that included 
scaling, creating balanced training and test sets, implementing under-
sampling , and removing outliers to optimize the dataset for model 
training. The success of this preprocessing approach was validated 
through the performance evaluation of three classification models. The 
evaluation results indicate that the proposed methodology effectively  
addressed the challenges associated with imbalanced datasets. The 
cross-validation accuracy scores for LR, KNN, and SVC were 94.46%, 
93.40%, and 94.85%, respectively, showing strong predictive perfor-
mance. The models were evaluated using the ROC-AUC metric, 
which confirmed their ability to distinguish between fraudulent and  

 
Fig. 5. ROC curves of three classification models
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non-fraudulent transactions, with SVC achieving the highest ROC-
AUC score of 0.9787, followed closely by LR with 0.9769. These find-
ings are consistent with the improvements observed during prepro-
cessing, particularly the improved class balance and noise reduction 
that contributed to better learning conditions for all models. The inter-
pretation of ROC curves further supported these results, showing su-
perior sensitivity of the SVC and LR models across various thresholds. 
This confirmed the suitability of the selected models when trained on 
a systematically optimized dataset.

These findings suggest that the preprocessing techniques improved 
the representation of the minority fraud class and enabled the models 
to generalize effectively. The results can be explained by the applica-
tion of data preprocessing techniques that improved the quality of 
input data fed into the models. The scaling process eliminated biases 
introduced by large numerical differences in feature values. The strati-
fied sampling strategy ensured that the class distributions in both the 
training and test sets were maintained, preventing the models from 
being biased toward the majority class. The under-sampling method 
balanced the dataset and achieved that fraudulent transactions were 
not overshadowed by the overwhelming majority of legitimate trans-
actions. The removal of outliers contributed to modeling stability by 
mitigating the effects of extreme values that could distort predictions. 
From a practical perspective, these results offer insights into financial 
institutions and other industries dealing with fraud detection, where 
class imbalance is a common challenge. Implementing these techniques 
in real fraud detection systems can lead to improved accuracy in identi-
fying fraudulent activities, reducing financial losses, and strengthening 
the security of financial transactions. From an applied perspective, the 
methodology offers a scalable and accessible approach for fraud detec-
tion tasks, specifically in financial institutions where timely and accurate 
classification of rare events is important.
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