ISSN-L 2664-9969; E-ISSN 2706-5448 INFORMATION AND CONTROL SYSTEMS: ﬁ

SYSTEMS AND CONTROL PROCESSES

UDC 004.056.53
DOI: 10.15587/2706-5448.2025.334954

DEVELOPMENT OF A FUZZY

Yurii Zdorenko,
Alina Yanko, RISK ASSESSMENT MODEL
Nodins P ™ FOR INFORMATION SECURITY

MANAGEMENT

The object of research is the process of assessing information security risks of information resources during the functioning of infor-
mation activity objects, which is the basis of effective security management.

One of the most problematic areas of classical probabilistic risk assessment models is high subjectivity in determining quantitative
values of indicators. To eliminate these shortcomings, it is proposed to create universal, scalable and trainable risk assessment models
based on qualitative characteristics. The study used an adaptive neuro-fuzzy logical inference system (ANFIS).

A mathematical model of information security risk assessment was obtained, which expands existing solutions by scaling. The ap-
proach used in the model allows to automatically adapt to dynamic changes in the functioning of the information activity object. The
proposed model has the following features: automated generation of the rule base and retraining of the fuzzy system. The use of artificial
neural networks to automate the adjustment of the parameters of the fuzzy system allows to avoid the subjectivity characteristic of expert
assessments. This provides the ability to obtain current values of the information security risk level.

The conducted experimental studies quantitatively confirmed the effectiveness of the model, which demonstrated classification accuracy
of up to 95% and a significant reduction in the mean square error to 0.01 compared to classical probabilistic models and traditional
fuzzy expert systems. This is due to the fact that the proposed model has a number of features, in particular, automated generation of
the rule base and the possibility of retraining the fuzzy system, which is provided by the use of artificial neural networks. Due to this,
automatic adaptation to dynamic changes in the object and accurate obtaining of current values of the risk level are ensured. Compared
to similar known models, this provides automated adjustment of parameters based on the results of retraining (with an error of > 1-2%)

and reliable information security management by prioritizing protective measures and responding promptly to threats.
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1. Introduction

Information security management of information activity objects
requires the use of an adequate risk assessment model that would ensure
complete consideration of all possible threats and characteristics of the
environment of the object where information processing is carried out.
Threats to information security can be of different nature [1]. An assess-
ment of the set of possible threats should be carried out for each possible
group of risks taking into account security indicators. Each of the exist-
ing objects of information activity has individual features of functioning
with varying degrees of incompleteness and inaccuracy of data about
the current and future state. Information security risk assessment is im-
portant for adapting security policy in conditions of incomplete (insuf-
ficient) information about the functioning of the object of information
activity [2]. Therefore, the creation of universal models of information
security risk assessment taking into account the complex conditions of
uncertainty and incompleteness of information about the current level of
protection is an urgent task. To implement the information security risk
assessment model, approaches based on the ISO/IEC 27005:2023 [3],
ISO/IEC TS 27008:2019 [4], NIST SP 800-37 [5] standards can be used.

Information security management requires the application of secu-
rity policy requirements to protect information resources, namely their

complete implementation in terms of ensuring: confidentiality, integ-
rity, availability, observability and manageability [6]. Effective security
policy management should ensure the safe functioning of the informa-
tion activity object in various possible states. Thus, the presence of
features of the functioning of the information activity object that are not
taken into account at the implementation stage can lead to a violation of
the security policy and subsequent loss of information resources. There-
fore, ensuring a high level of information security requires appropriate
adjustment of the restrictions established by the security policy de-
pending on the state of the information system and the corresponding
level of information security risks. That is why the correct assessment
of such information security risks is an urgent task [5].

The classical implementation of information security risk assess-
ment systems is based on the use of probabilistic models [3, 4], where
the decision on the level of risk is made taking into account the prob-
ability of a resource threat and the assessment of the cost of poten-
tial losses. However, in such models, the formation of the resulting
risk assessment is in most cases subjective. This is due to the fact that,
for example, the cost of losses when compromising certain informa-
tion (due to an attack on confidentiality) is difficult to correctly estimate
for specific operating conditions. Such a description can be carried
out in qualitative and quantitative characteristics. Thus, compromis-
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ing an information resource (disclosure of information) can lead to
significant losses within a division of the organization, but within the
entire organization they can be assessed as medium or insignificant.
Similarly, assessing the probability of threats based on the annual fre-
quency of their observation is a subjective characteristic. An example
of an alternative source for determining the values of this characteristic
is data from resources for analyzing availability threats. These data can
be used to determine the probability of a threat over a shorter time in-
terval [7]. Such subjectivity in the assessment leads to the need to create
universal and learnable and scalable models for determining qualitative
characteristics, which are based on such concepts as: small, medium,
large, significant, etc. Research in the field of risk management also con-
firms the need to take into account organizational aspects that are criti-
cally important for the effective functioning of information systems [8].

Ahigh probability of malicious cyber impact and significant poten-
tial losses do not always lead to a successful threat. Effective information
security management can ensure the successful functioning of informa-
tion activity objects (IAOs) even with a high probability of threats to
information security. Therefore, it is important to take into account the
level of security (vulnerability) of IAO information resources when
assessing information security risks and respond in a timely manner.

Modern risk assessment systems can be based on intelligent ap-
proaches or be supplemented on their basis. This will allow taking
into account the level of security of information resources and will
provide the ability to relearn and adapt to new operating conditions [9].
The implementation of such systems is currently possible based on
the mathematical apparatus of fuzzy logical inference systems [10, 11].

For modern information systems, information security manage-
ment consists in ensuring the confidentiality, integrity, availability,
observability and controllability of information resources and is an
important task of ensuring information security. To assess the level of
security of information resources, probabilistic assessment systems are
used, which are based on the assessment of information security risks.
The assessment of the risk level of an information system depends on
data on threats that were previously obtained as a result of its operation,
data on possible losses and the level of protection of the information
resource. The nature of the presentation of the specified data does not
allow the implementation of universal risk assessment models. Under
such conditions, it is advisable to consider approaches with the ability
to take into account fuzzy aspects of the operation of the information
system and the ability to adjust a set of input characteristics and the
ability to scale the assessment systems. One of the promising ways to
solve this class of problems is the use of neuro-fuzzy systems [12], which
use qualitative characteristics of the description of input parameters
with the possibility of retraining to take into account the time-varying
features of the operation of the information system. Such an approach
is relevant not only in the field of information security, but also in the
context of other components of national security, where it is necessary
to take into account the complex influence of various factors on the
formation of threats [13].

Fuzzy inference systems are based on the approach that all input
parameters have a certain gradation, which may depend on expert
assessment and specific operating conditions. The proof of the FAT
theorem (Fuzzy Approximation Theorem) [14], according to which
any mathematical model can be represented by an alternative based on
a fuzzy approach, allows to choose such an approach for various areas
of application [15], including for assessing information security risks.
To improve existing approaches to implementing information security
risk assessment models, this work proposes the use of such systems.

It is assumed that the use of intelligent systems will allow for a cor-
rect assessment of the level of information security risk and timely in-
fluence on the mechanisms for ensuring the security of the object of
information activity under cybernetic influences [16, 17]. The imple-
mentation of new approaches based on intelligent information security

risk assessment systems also requires taking into account various fac-
tors of the functioning of the object of information activity with the
possibility of periodic retraining of such systems. Therefore, ensuring
effective information security management should be based on the use
of these approaches.

To increase the efficiency of information security risk assessment
systems, especially in conditions of dynamic changes, one can con-
sider the use of alternative number systems, such as the non-positional
number system. This allows to monitor, diagnose and correct errors in
data processing systems using the concept of an alternative set of num-
bers [18]. This is especially useful for correcting errors in the dynamics
of the data processing process, where traditional methods, such as the
projection method, may be less effective [19].

The use of artificial intelligence (AI) systems to solve the prob-
lem of information security risk assessment is a promising direction.
Fuzzy logic and Al are closely related, since fuzzy logic is often used as
a tool in the development of Al systems. The methodology based on
the fuzzy logic apparatus presented in [20] makes it possible to translate
the obtained risk assessment results from mathematical language into
a linguistic form that is more understandable for the decision maker.
The article [21] substantiates the importance of fuzzy logic in struc-
tural analysis and gives an example of how new types of attacks affect
ontology. It is also necessary to take into account that the accuracy of
Al models depends on the quality of input data. One way to improve
the quality of input data is the index [22], which combines the data set
into a single output score. This is a prototype of a neural network for
the regression problem.

Although the use of fuzzy logic inference systems for information
security risk assessment, as shown in [16, 17], is a promising direction
for overcoming the subjectivity of probabilistic models, existing ap-
proaches still have significant gaps. In particular, a critical analysis of
existing developments of fuzzy expert systems (Fuzzy Inference System,
FIS), such as those presented in [16, 23], reveals the following key short-
comings that constitute a knowledge gap. First, they are characterized
by high subjectivity of tuning, since the parameters of membership
functions and the formation of the rule base are often based on expert
assessments. This limits the universality and accuracy of such systems
for different information activity objects (IAO); for example, the same
quantitative value can be interpreted as "small” for one system, but as
"average” for another, and even change over time for the same system.
Second, most existing fuzzy systems do not provide effective mecha-
nisms for automated retraining or automatic adjustment of parameters
or the rule base in response to dynamic changes in the IAO state, new
types of threats or vulnerabilities, which makes preventive measures
taken by security administrators potentially incorrect. Third, their scal-
ability is limited, since the models are not flexible enough to easily add
new input parameters or change the shape of membership functions
without significant manual intervention.

In comparison, other alternative approaches to risk assessment, in
addition to the already mentioned classical probabilistic models, may
include static expert systems or statistical machine learning models.
However, static expert systems suffer from inflexibility and high costs
of maintaining knowledge relevance, while statistical methods may be
less suitable for working with imprecise, incomplete information and
linguistic (qualitative) variables that are characteristic of information
security risk assessment. Therefore, to overcome these limitations, espe-
cially in terms of adaptability and automation, it is critically important
to develop improved approaches based on periodic system reconfigura-
tion and automated rule base compilation [24]. The model proposed
in this paper aims to overcome these gaps by providing automated
tuning and retraining of fuzzy systems using artificial neural networks.

Determining the level of information security risk [25], which is
based on data on the probability of a threat, taking into account factors
such as the frequency of threats and the amount of possible financial
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losses. Thus, the specified parameters are used to find the level of infor-
mation security risk [16] using fuzzy systems. However, the procedure
for compiling the rule base of such a fuzzy system and setting the pa-
rameters of the membership functions is not clear. The level of infor-
mation security risk, which is in this case, can take values in the range
K = {0; N} and can be segmented into subranges. Based on the risk
acceptability data, security policy adjustment measures are determined
to avoid, mitigate or accept the consequences of threats to information
security. However, systems based on probabilistic models and fuzzy sys-
tems with expert settings do not allow ensuring the completeness of risk
assessment in conditions of changing IAO states. Even a slight change
in the state or approaches to their assessment makes the use of such
models ineffective and requires clarification of the relevant features of
the IAO functioning. To create universal scalable models for assessing
information security risks, it is possible to use intelligent systems based
on fuzzy logic with automated tuning [10]. This will allow, in condi-
tions of even minor changes in the IAO state or approaches to assessing
the risks of different threat categories, to adjust the model parameters
based on the use of a symbiosis of artificial neural networks and fuzzy
logic inference systems [10, 11]. In such systems, the value of the output
layer parameters is found based on the fuzzy inference procedure based
on the values of a set of input parameters. The use of such systems for
assessing information security risks is proposed in [16]. For this, the val-
ues of the threat probability, vulnerability level, and expected loss level
are fed to the FIS input. However, fuzzy logic inference systems require
training. In the specified approach [16, 23], there are no FIS retraining
mechanisms, and the selected scales for assessing input parameters
are based on the choice of experts, which is not always correct for dif-
ferent objects of information activity. Later, systems with automated
parameter settings were developed. Such systems were called Adaptive
Neuro-Fuzzy Inference System (ANFIS). In [10], it is proposed to use
an ANFIS-type system to determine the level of information security
risk for each of the known threat categories.

The choice of ANFIS as the basis for the information security
risk assessment model is justified for several reasons that distinguish
it from other artificial intelligence approaches. Unlike pure neural
networks, which often function as a "black box’, ANFIS combines
the advantages of fuzzy logic and neural networks. This allows not
only to process imprecise and qualitative data characteristic of risk
assessment using linguistic variables, but also provides a certain in-
terpretability of the results due to the presence of fuzzy rules. At the
same time, unlike traditional fuzzy expert systems, which require
manual tuning of membership functions and rules by experts (which
leads to subjectivity and difficulties in adaptation), ANFIS uses neural
network training algorithms to automatically adjust these parameters.
This ensures high adaptability of the model to dynamic changes in the
functioning of the object of information activity and allows avoiding
the subjectivity of expert assessments, increasing the accuracy and
reliability of risk assessment. Thus, ANFIS offers a unique balance
between interpretability, adaptability and the ability to learn auto-
matically, which is critical for effective information security manage-
ment under uncertainty.

Additionally, it is important to consider the impact of diagnostic
errors on the overall security of the system. The article [26] discusses
the standards (IEC 60706-5-2007 and IEC 61508-4:2010) that define
indicators of completeness and reliability of diagnostics, the proportion
of safe failures and diagnostic coverage. Errors in diagnostics can lead
to underestimation or overestimation of real threats. Therefore, these
indicators are critically important for assessing information security
risks. Their consideration at the risk assessment stage allows to increase
the accuracy and reliability of the information security system.

The conducted literature analysis demonstrates the relevance
and prospects of using Al systems, in particular fuzzy systems and
neural networks, for assessing information security risks. However,
existing approaches are characterized by subjectivity and insufficient
adaptability to dynamic changes in information activity objects.
To overcome these limitations, it is proposed to use automated
systems based on fuzzy logic, such as ANFIS, as well as to take into
account the impact of diagnostic errors on the overall security of
the system. This area of research is critically important for creat-
ing universal and reliable models for assessing information security
risks. Despite significant progress in the use of artificial intelligence
systems, the issue of developing an automated, adaptive model for
assessing information security risks remains unresolved. Existing
approaches allow using the symbiosis of fuzzy systems and neural
networks, ensuring efficiency in conditions of dynamic changes. In
the reviewed works [10, 11, 16, 17, 21, 23], information security risk
assessment models based on expert assessments and fuzzy systems
without automated retraining mechanisms were used. This limits
their effectiveness in conditions of dynamic changes and does not
allow to fully take into account the features of a specific object of
information activity.

The aim of research is to develop a mathematical model for assess-
ing information security risks based on a fuzzy system with automated
tuning using artificial neural networks. It is expected that the advance
information on the level of information security risks obtained in this
way will allow to ensure the protection of information resources in
conditions of dynamic changes in the level of cyber threats.

2. Materials and Methods

The object of research is the process of assessing information secu-
rity risks of information resources during the operation of information
activity objects, which is the basis of effective security management.

In this work, the use of fuzzy inference systems with automated
tuning is proposed for the implementation of the information security
risk assessment model. This approach allows taking into account the
uncertainty and subjectivity that often accompany the risk assessment
process in information systems, as well as ensuring the adaptability
of the model to dynamic changes in the information activity object.
The first stage is the development of a risk assessment model based on
fuzzy inference systems. The general view of ANFIS-type systems for
determining the level of information security risk for each of the known
categories of threats is presented in Fig. 1.

Membership
functions
layer

Fuzzification
layer

Input
parameters

Inference Engine

Deffuzzification
layer

Nomalization
layer

Output
parameter

Knowledge base

Fig. 1. General representation of a neuro-fuzzy system
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Next, it is necessary to carry out a conditional division of the set
of threats into groups, taking into account their intended purpose. For
example, the following threat groups can be distinguished: confiden-
tiality, availability, integrity, manageability, observability, and others.
For each of these groups, it is necessary to determine a set of possible
vulnerabilities of the information system, as well as a set of protection
methods, which are also grouped into appropriate categories.

Based on the identified threats, vulnerabilities, and protection meth-
ods, a fuzzy logical inference is performed, the result of which is the de-
termination of the level of risk of a specific type of threat for each class of
threats. For the convenience of expert use and scaling of the model, it is
proposed to use linguistic variables such as "small’, 'medium’ "large’, “critical”
and others, which are close to human understanding. The implementation
of this model is possible in the Fuzzy Logic Toolbox package of the Matlab
environment [27]. The toolkit allows to automatically configure the mem-
bership functions and rules of the fuzzy inference system based on data [28].

The second stage is to adjust the security policy to prevent or miti-
gate the impact of the threat. As input characteristics, it is proposed to
use previously obtained levels of protection of the object of informa-
tion activity from each class of threats, and as
an output characteristic, select the level of risk

- determining the level of security of information resources on the

IAO for each of the threat categories;

- determining the main vulnerabilities of information resources

on the IAO;

- determining the level of risk of information security threats for

each TAO category;

- makinga decision on adjusting the IAO security policy.

The structural diagram of the information security risk assessment
system based on the approach described above involves the implemen-
tation of a number of stages and is shown in Fig. 2.

The result of using the fuzzy logic inference module is the de-
termination of the level of information security risk for each threat
category [3, 4], and its structure is shown in Fig. 3.

The internal structure of the fuzzy inference system for risk assess-
ment for each category of information security threats is determined
based on the selected fuzzy inference algorithm, the number of input
values, and the form and number of membership functions of each
input value [10]. Within the framework of this study, it is proposed to
choose the same structure for all those identified.

Protection
of the threat. The obtained characteristic of the Plural of mechanisms
L . . threats

level of security risk of the information system |
can be used to further adjust the security policy. ¥

Such a @odel of 1pformat10n security risk confidentiality
assessment is convenient for expert use and

i i i i integrit "
scaling, since it uses categories that are clgse to grity Information Fuzzy logic security
human understanding. The use of fuzzy infer- — .| Plural C_'f. resources | inference olic
ence systems allows to take into account the availability vulnerability module poficy
uncertainty and subjectivity characteristic of -
. . L manageability
information security risk assessment, and au-
tomated tuning ensures the adaptability F)f the observations
model to dynamic changes. Implementation in Object of information activity
Matlab provides flexibility and the possibility of
further development of the model. Fig. 2. Structural diagram of the information security risk assessment system

3. Results and Discussion

. . . . . o ANFIS1

In classical information security risk assessment systems, it is car-

ried out based on the expression [16]
' ANFIS2

Risk, =P,-C, (1)

» . - Input Risk
whte.re stk} - the risk level for the ]fth‘category of threats, P] — the pr9b— parameters ANFIS3 ;
ability of the j-th category of threats, C, - the cost of losses from the j-th
category of threats. Based on the analysis, it is proposed to improve the
proposed approaches to assessing information security risks based on ANFIS4
the implementation of fuzzy inference systems with automated tuning.

Such models are proposed to be created for each of the categories of pos-

sible threats to information security: confidentiality, integrity, availability, ANFIS5
manageability and observability. Thus, it is proposed to use an adaptive

fuzzy neural system [10] to assess the level of information security risk

taking into account the features of the level of security (vulnerability) Fuzzy logic inference module

for each of the above categories. Based on the data obtained, it is pro-
posed to carry out management measures to adjust the security policy.

The system research process can be presented as a sequence of
stages that include measuring the main characteristics of the IAO se-
curity (vulnerability), assessing the probability of threats to each of the
specified categories and possible losses from their occurrence.

In general, such an information security risk assessment mecha-
nism should include the following components:

- obtainingand summarizing information about information se-

curity threats that can be implemented on an information resource

and dividing them into categories;

Fig. 3. Structure of the fuzzy inference module

Based on the use of intelligent risk assessment, the following stages
of information security management are proposed:

1. Accumulation and structuring of data on information security
threats by categories.

2. Selection of the architecture of the fuzzy inference system and
its synthesis for each category of information security threats.

3. Accumulation and structuring of data on the security of infor-
mation resources by categories.

G
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4. Setting the parameters of fuzzy systems by training based on the
use of artificial neural networks.

5. Assessment of the risk level for each category of information
security threats based on the use of the ANFIS threat category.

6. Making a decision to adjust the IAO information security
policy.

7. Assessing the relevance of the learning status of fuzzy inference
systems and retraining if necessary.

Adjusting the TAO information security policy involves several cat-
egories of measures: actions aimed at avoiding (preventing) the threat,
mitigating the consequences in the event of its occurrence, and actions
in the event of an unforeseen threat. For example, to mitigate the threats
to availability, it is possible to create backup copies of information re-
sources and place them on alternative services. To avoid (prevent) the
threat, it is possible to improve the mechanisms for IAO protecting or
influence the source of the threat.

To implement the measures of the above stages of information
security management, it is necessary to develop (synthesis) models of
fuzzy systems with automated settings to assess the risk level of each
category of threats. For this, it is possible to use the methodology [10].

The result of fuzzy logic inference for each threat category is find-
ing a functional dependence of the form (2) to determine the risk level
for each j-th threat category

A

Risk, =(P,.C,.L). @ (L))

1

To carry out all stages of fuzzy logical inference when finding
dependence (2), the Sugeno algorithm [29] can be used.

For the linguistic description of each input value, it is necessary to
determine the membership functions corresponding to such possible fuzzy
sets - "small’, "'medium; "large’, critical’, etc. The number and names of fuzzy
sets are determined at the stage of model design and depend on the degree
of its detailing. Membership functions can have different forms: linear,
triangular, trapezoidal and others. The choice of the form of the member-
ship function is also determined by the requirements for the complexity
and accuracy of the model. So, in Fig. 4 presents a variant of the triangu-
lar membership function for the input value of the level of security (vul-
nerability), which is based on the Qualitative Severity Rating Scale [30].

The advantage of this approach is the possibility of rapid scaling of
the information security risk assessment model. Namely: it is possible
to define new input parameters, change the form and number of mem-
bership functions in the input parameters. It also becomes possible to
automate the process of generating production rules and determine
weight coefficients for each rule. Lets develop a variant of the risk
assessment model, which can be easily scaled if necessary. For each
of the input values, in accordance with expression (2), it is possible
to define two triangular membership functions. Then the structure of
such ANFIS, will look like the one presented in Fig. 5.

where as input values it is proposed
to use the value of the threat prob-
ability - P, the expected cost of losses
from the threat — C, and the level of
protection from threats of this cat-
egory — L. The output value of such

Medium High Critical

a system is the level of information 0
security risk of threats of the j-th cat-
egory — Risk,.

3.9

6.9 8.9 10 L

Fig. 4. Example of a membership function for input values of a fuzzy system
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Fig. 5. Structure for assessing the level of information security risk
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The depicted structure consists of five layers. Each of the presented
layers is required to carry out a certain stage of the fuzzy logical infer-
ence procedure for finding the level of information security risk. A fully
formed knowledge base of this kind will contain a set of rules, which
have the form given in Table 1.

Table 1
Knowledge base of a fuzzy system
Rule interference
Rule number i -
P/ ! C]' LJ' Riskj'
1 Low Low Low Y
2 Low Low High Y
3 Low High Low Y5
4 Low High High Yi
5 High Low High Ys
6 High Low Low Ys
7 High High Low Y
8 High High High Y3

InTable 1,Y,,Y,, Y., Y,, Y., Y,, Y, Y, are the values of the conclu-
sions of the corresponding fuzzy rules, according to the Sugeno fuzzy

inference algorithm for k=1,8, are determined using the expression
Y=y P+y,Ct Lty 3

The result of such ANFIS]. training is to obtain the values of the

B k k k k 1 1 2 2 1 1 r2 2
coeficients: y;, y;, y5, ¥y and x, 7', 7, x 7%, x5 X x x)
1 1 2 2 . . . .
x7, %", x,",x," for the membership functions of the input quanti-

ties, namely:

1, P <x1P1;
J
pl
py={2 0 <P <, 4
luan( /)_ Pl p1’ = j<x2 > ()
X 1
1
0, Pzx"
0, P.<x1P2;
J
P)= P.I_lez p2<P P2, 5
luHigh( j)_ P2 p2° X= j<x2 ’ ()
X T
P2,
1, P 2x,"
1, C,<x101’
ol
(€)= X _CJ e ol ©)
Hyp, Za ol 01’ X= 1<X2 >
X X
0, CJsz"l,
02
0, C]<xl ;
(C )_ C) _xlﬂz 02 <C 02, (7)
'uHrgh i’ 02 e N = j<x2 >
’ X T
1, C.2x,%
J
1, Lj<xl”,
rl
L _ xl _Lj rl<L rl, 8
:uan( j)_ N X = j<x2 ’ ()
X TN
1
0, Lizx"

r2,
0, Lj<x1 ;
L —x r2

_ i i r2 r2,
Hug(L)=)—5— =5 A7 SL<n ©
2 1
1, LZx,"Z.
J 2

The training data should have the structure shown in Table 2.
A fragment of such structuring for systems with a critical level of vul-
nerabilities (L =9) is given below.

Table 2
A fragment of data for ANFIS; training
Record Value of training data

number P Clcu L Risk;
1 1076 100 9 1074

2 1077 1000 9 104

3 105 1000 9 1072

4 1076 100 9 104

5 1076 1000 9 1073

6 104 100 9 1072

7 10°° 100 9 1073
8 8 8 : 8

8 Pj C; L] Rlskj
N pY cN LY Risk N

J ] J J

After training ANFIS, on the basis of the data of Table 1, it can
be used to assess the information security risk for the corresponding
j-th category of threats. According to expressions (4)—(9), the values
of the input parameters of the fuzzy model are fuzzified, namely the
selected parameters: PJ, C], Lj, to find the values of the membership
functions of these quantities.

The next ANFIS, layer provides aggregation based on expressions:

A =gy, (P)Ap, (COAp,, (L) (10)
Ay =y, (POA R, (COA Py (L) (11)
Ay =1, (PN (C) Ay, (L)) (12)
A=ty (P Ay, (C) Ay, (L); (13)
A=y, (PN 0 (C A 1y (L)) (14)
Ag =ty (P ARy, (C) A g, (L) (15)
A= Py (P A, (CO Ay (L)) (16)
A= By (POA By (CA py (L)) (17)

At the aggregation stage, the obtained values (10)-(17) are trans-
ferred to the neural layer, where they are normalized. As a result of this
operation, the value A, is determined, the process of finding which is
shown in Fig. 5, which illustrates the ANFIS, structure for assessing the
level of information security risk.

The normalized results are fed to the input of the fourth layer of
neurons. In which the activation procedure is performed to determine
individual rule outputs according to formula (3). In the next step, the
neurons of this layer calculate the product of the activation and normal-
ization results, thus determining the value D, (Fig. 5).

7
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The results of this layer ANFIS, (Fig. 5) are fed to the output layer
of neurons, where defuzzification is performed to find the output val-
ue Risk . For this, the sum of the results of the functioning of the previ-
ous layer of neurons is calculated according to the formula

8
Riskj=ZDk. (18)
k=1

The result of the functioning of the last layer ANFIS is to find the
value of the output value of the information security risk Risk .

Collection and formation of training data on the IAO protec-
tion (vulnerability) level can be carried out based on the use of the
Qualitative Severity Rating Scale [30]. This scale has a qualitative and
quantitative assessment of the vulnerability level, which facilitates the
linguistic description of the corresponding input parameter LJ. Thus,
the vulnerability level L. can be determined in accordance with the
data in Table 3.

Table 3

Qualitative severity rating scale

The models effectiveness was assessed using the following metrics:

1. Mean square error (MSE) between the predicted and true value
of the risk level.

2. Classification accuracy (Accuracy) when assigning risk to one
of the linguistic categories ("Low", "Medium, "High’, "Critical"), accord-
ing to Table 3.

The performance of the proposed ANFIS model was compared
with two main classes of approaches:

1. Classical probabilistic model: implementation of the model
based on expression (1), where the parameters P] and C} were ex-
pertly estimated.

2. Fuzzy interference system (FIS) without automated learning:
a model similar to those described in [16, 23], where membership
functions and rules were established based on fixed expert estimates
without retraining mechanisms.

The results of the comparison on the test dataset are presented
in Table 4.

Table 4

Comparison of the effectiveness of risk assessment models

Scale level (fuzzy term) CVSS Score
Zero 0.0
Low 0.1-3.9
Medium 4.0-6.9
High 7.0-8.9
Critical 9.0-10.0

To determine the values of the input parameter P, it is possible
to use the data of observations of the IAO regarding the threats of the
corresponding j-th category. Auxiliary resources for this can be [7, 31].
For example, for the category of threats to availability, where the num-
ber of attacks carried out in an automated mode can be recorded. The
assessment of the cost of potential losses from the threat is carried out
individually for each TAO.

The data collected in Table 1 contain N-records and are divided
into two equal parts. The first part of the records is a training data
set, and the second is a test. The data from the second set of Table 1
are used for testing after the training. The result of successful training
ANFIS, for assessing information security risks is the correct determi-
nation of the initial value when using the test data set. The number
of training cycles is determined by assessing the permissible error
when conducting a series of studies. The use of the Matlab modeling
environment [27] is proposed as a testing environment for the pre-
sented ANFIS,.

After training ANFIS , data from the second test part is fed into
the input, and the output value is compared with the expected result.
The estimation of the permissible error is carried out to determine the
frequency of retraining ANFIS .

To quantitatively assess the effectiveness of the proposed neural-
fuzzy model for information security risk assessment, a series of ex-
perimental studies were conducted. The goal was to demonstrate the
model’s ability to accurately predict the level of risk and compare its
performance with existing approaches.

For training and testing the model, a synthetic dataset was gen-
erated that simulates various threat scenarios and security levels of
information activity objects. The dataset included N-records, where
each record contained the value of the threat probability P, the ex-
pected cost of losses C. and the level of security L, as well as the
corresponding "true” risk level Risk , determined based on a detailed
analysis of the scenarios, according to Table 2. The distribution of
data for training and testing was carried out in the ratio of 70% to
30%, respectively.

Model under study MSE value | Classification accuracy, %
Classical probabilistic model 0.05 85
FIS (expert) [16, 23] 0.03 90
Proposed ANFIS model 0.01 95

As can be seen from Table 4, the proposed ANFIS model demon-
strates significantly lower mean square error (MSE) and higher clas-
sification accuracy compared to both baseline models. This confirms
its ability to provide more accurate and reliable risk assessment due to
automated tuning and adaptation mechanisms.

The dynamics of the mean square error of the ANFIS model on
the training and validation datasets demonstrate rapid convergence,
confirming the effectiveness of the training algorithm, high generaliza-
tion ability and stability of the model, which minimizes the need for
frequent retraining. Achieving an acceptable convergence error within
1-2% confirms the high accuracy of the model and its readiness for use
in dynamic conditions.

The obtained experimental results quantitatively confirm the effec-
tiveness of the proposed approach and its distinctive features, demon-
strating advantages over existing models in the context of automated and
adaptive information security risk assessment, which solves the problem
of subjectivity and insufficient adaptability of existing solutions.

The practical applicability of the obtained results lies in the fact
that the proposed model allows to assess the current level of informa-
tion system security risk. Such an assessment allows to take the neces-
sary measures for information security management, namely: to influ-
ence the mechanisms of protection of information activity objects, the
source of the threat, to perform actions to mitigate the consequences
of threats, etc. The proposed approach allows security administrators
to receive early warning information for effective security policy man-
agement. For example, to prioritize the implementation of security up-
dates, promptly redistribute protection resources, automatically block
suspicious activity or form targeted recommendations for strengthen-
ing security controls in critical network segments. This is especially
true for large corporate networks, critical infrastructure facilities and
e-commerce systems, where the dynamics of threats require a quick
and adaptive response.

The limitations of using the model are the availability of correct
data for training fuzzy inference systems. The accuracy of the obtained
values depends on the information received about the level of infor-
mation security risk for previous observation periods. Therefore, an
important aspect of using the model is the availability of mechanisms
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for monitoring and observing the security status of information activity
facilities and the exchange of this information.

The direction of research development is to conduct experimental
studies on the accuracy of determining information security risk de-
pending on the number of input parameters, the form and number of
membership functions and the available data for training.

4. Conclusions

A mathematical model of risk assessment for information security
management has been developed, which is based on the use of fuzzy
systems with automated tuning. An approach based on neural-fuzzy
systems is used to create an information security risk assessment model. It
is shown that the proposed model is a promising addition to existing secu-
rity management mechanisms. For each category of information security
threats, a set of input parameters has been defined that characterize the
level of protection and the probability of the threat, and the level of in-
formation system security risk has been used as the output characteristic.

The use of artificial neural networks has made it possible to auto-
mate the settings of the parameters of fuzzy inference systems, ensure
their adaptation during operation, and automate the development of
production rules. The learning algorithm based on the backpropaga-
tion of the error allowed to adjust the values of the membership func-
tions if the convergence error is greater than 1-2%.

The results obtained contribute to the improvement of approaches
to the creation of information security risk assessment models for dif-
ferent categories of threats. Unlike existing models, the proposed model
has the ability to retrain and scale, which allows taking into account the
necessary parameters under conditions of ambiguity and constraints.
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