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DEVELOPMENT OF STRATEGIES FOR 

ENHANCING CYBERSECURITY AND 

DIGITAL TRUST IN AZERBAIJAN’S 

DIGITAL LANDSCAPE

This research focuses on assessing cybersecurity practices and the level of digital trust in Azerbaijan and identifying key weaknesses 
using real-world data.

The object of the research is cybersecurity practices and digital trust among organizations and users in Azerbaijan.
The research solves the problem of insufficient empirical data on cybersecurity practices and digital trust in Azerbaijan, which con-

tributes to low awareness, weak security implementation, frequent cyber incidents, and limited trust in digital services and legislation.
The research methodology included a quantitative survey of 129 participants, Spearman correlation analysis, and risk heatmap modeling. 

Data analysis was conducted using a personal computer with Microsoft Excel and (Statistical Package for the Social Sciences) SPSS software.
The results show that 55% of organizations have moderate cybersecurity awareness, 17.8% have low awareness, and 53.5% do not 

provide cybersecurity training to employees. Although 76% of banks use multi-factor authentication (MFA), 40.3% have experienced 
fraud incidents. Spearman correlation analysis indicates a negative relationship between awareness and cyber incidents (–0.33) and 
between training and incidents (–0.29), while MFA usage shows a positive correlation with fraud detection (+0.3446). In addition,  
64.3% of users feel somewhat safe, and 41.1% identify public education as the most important area requiring improvement.

The findings demonstrate that insufficient training, incomplete adoption of modern protective measures, and weak public educa-
tion increase cybersecurity risks even in organizations with moderate awareness. The results can support the State Service for Special 
Communication and Information Security (SSSCIS) in improving the National Cybersecurity Strategy and assist banks, businesses, 
and educational institutions in strengthening cybersecurity practices for the period 2025–2030.
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1. Introduction

Many countries around the world are going through rapid digital 
changes that open up new ways for the economy to grow, but they 
also make cyber threats much more dangerous. According to Price-
waterhouseCoopers (PwC) research, the costs of cyber-related events  
in 2024 were in the billions of dollars around the world, and the aver-
age cost of a data breach was higher than ever before. Azerbaijan is 
also dealing with similar problems as it works to move forward with 
its digital economy initiative. As online services grow quickly in the 
banking and public sectors, so do phishing schemes, fake transactions, 
and ransomware attacks. Without strong cybersecurity rules, digital 
trust – the confidence that people and businesses have in the safe and 
ethical use of digital tools – decreases. This makes it harder for people 
to use electronic services and slows down economic growth.

This document contains a list of definitions that are already in use 
for cybersecurity and information security. It indicates that the majority 
of definitions emphasize the protection of confidentiality, integrity, and 
availability, commonly referred to as the confidentiality, integrity, and 
availability (CIA triad). However, the challenges regarding the empirical 
assessment of the actual implementation levels and their effects on digi-
tal trust in developing nations remain unaddressed. This is mostly be-
cause it costs a lot of money and is hard to organize to do large surveys 

in these areas, and there aren’t any standardized methods that work well 
in these situations. A potential solution to these challenges is to carry 
out focused online surveys, followed by statistical correlation evalua-
tions. This method was employed in the research, but it was limited to 
the analysis of information security, excluding the behavioral aspects of 
digital trust. This circumstance underscores the imperative for a study 
centered on the empirical assessment of cybersecurity methodologies 
and their correlation with the degree of digital trust in Azerbaijan.

The paper [1] provides a compilation of definitions related to cy-
bersecurity and information security from various international organi-
zations and researchers. It points out that there is no one definition that 
everyone agrees on and that most ideas are based on the triad of confi-
dentiality, integrity, and availability. However, there are still problems 
with how to use these definitions in practice across the country and how 
to make them fit the needs of new digital economies. This issue stems 
from the predominantly theoretical orientation of these collections, 
which lack empirical substantiation in specific nations.

The paper  [2] analyzes the importance of digital trust in recon-
structing trust dynamics within the digital society, utilizing trust theory 
and expectation-confirmation theory. It illustrates that digital trust 
has a direct impact on how users engage and adopt new technologies. 
However, this analysis relies solely on theoretical modeling and does 
not include quantitative insights into how particular cybersecurity 
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practices (such as multi-factor authentication and training frequency) 
affect trust levels in transitioning economies.

The study  [3] explores how digital trust affects the value of firms 
and their governance by looking at a sample of companies in the United 
States. It demonstrates that companies with greater digital trust tend to 
achieve improved financial performance and greater confidence from 
investors. However, the findings are constrained to the United States (US) 
market, which has an established regulatory framework, making it dif-
ficult to apply the results to nations with emerging legal systems (like 
Azerbaijan) due to variations in regulations and public understanding.

The article [4] analyzes existing methods and future requirements 
for cultivating a strong cybersecurity culture within organizations, pri-
marily based on data from the United Kingdom (UK). It suggests that 
ongoing training in security awareness along with strong commitment 
from management can significantly lower the prevalence of successful 
cyber-attacks. Nevertheless, the research does not focus much on the 
banking sector and overlooks the unique conditions in countries where 
fast digital growth exceeds the advancement of human skills.

The paper [5] reviews the security of industrial control systems spe-
cifically in the context of Azerbaijan. It highlights that essential infrastruc-
ture is still susceptible to targeted attacks because of insufficient adoption 
of contemporary security standards. Nonetheless, this research is limited 
to the industrial field and does not address the banking sector, public 
services, or the attitudes of regular users towards digital trust.

All these points suggest the need to undertake a study that thor-
oughly assesses cybersecurity practices, their actual effectiveness, and 
their influence on the level of digital trust across various sectors of 
Azerbaijan’s economy. This can be accomplished using a unified ques-
tionnaire [3], a diverse sample [4], and statistical correlation analysis –  
a method that overcomes the geographical and sectoral restrictions 
found in studies [5] and enriches theoretical frameworks [2] with nu-
merical insights from a specific national environment [1].

The object of research is cybersecurity practices and the degree of 
digital trust among organizations and users in Azerbaijan.

The aim of this research is to assess the current state of cybersecu-
rity and digital trust in Azerbaijan and to develop practically oriented 
recommendations for its improvement.

To achieve the aim, the following tasks were solved:
1.	 To conduct a theoretical analysis of concepts "cybersecurity" 

and "digital trust" and their interrelation.
2.	 To develop and conduct a survey of representatives of various 

sectors of Azerbaijan on the level of awareness, applied measures and 
experienced incidents.

3.	 To perform statistical analysis of the obtained data, including 
correlation and risk mapping.

4.	 To formulate recommendations for state bodies, banks and 
organizations to strengthen cybersecurity and increase digital trust.

2. Materials and Methods

2.1. Materials
An extensive review was conducted using academic publications, 

industry reports, and case studies from sources such as PwC, Gart-
ner, Accenture, KPMG, Statista, and Comparitech. Key references 
included definitions of cybersecurity  [1, 6–9], digital trust analy-
ses [2–4, 10–16], cyber threats in Azerbaijan [5, 17–19], and global 
comparisons [20–55]. These materials provided foundational theories 
on the CIA triad (confidentiality, integrity, availability), cyber risks, 
and digital trust dynamics.

A custom questionnaire titled "Cybersecurity in Azerbaijan" with 
12 questions on awareness, practices, incidents, and trust levels. It was 
distributed anonymously via internal emails and social networks to em-
ployees from 30 randomly selected local and international companies 
in sectors like oil/gas, finance, and government. The survey targeted  

a sample size of at least 121 (calculated for representativeness) but yielded 
129 responses, ensuring confidentiality to encourage honest replies.

Global cybersecurity metrics from Statista (2023) [55] and Com-
paritech rankings for cross-country analysis.

The materials were received in sequence: literature sources were 
gathered first (January–March 2025) via online databases and reports; 
survey data was collected next (April–June 2025) through digital distri-
bution; comparative data was accessed last (July 2025) for integration.

2.2. Cybersecurity
2.2.1. Definition of cybersecurity
The concept of "security" in the modern world plays arguably one 

of the most crucial roles in all aspects of life: biological, political, eco-
nomic, social, technical, territorial, and others. Therefore, it is very 
important not only to correctly define this concept and its derivatives 
but also to apply them appropriately for their intended purpose. Un-
fortunately, this highly desirable outcome has not yet been achieved. 
However, efforts to achieve it continue.

"Cybersecurity refers to the conditions of protection against physical, 
spiritual, financial, political, emotional, professional, psychological, edu-
cational, or other types of impacts or consequences of accidents, damage, 
errors, incidents, harm, or any other events in cyberspace that could be 
deemed undesirable." [6] – definition 1.

"Cybersecurity is a set of conditions under which all components of 
cyberspace are protected from the maximum possible number of threats 
and impacts with undesirable consequences." [7] – definition 2.

With regard to such definitions, the first thing that must be noted is 
the use of the generic term, which is improper in both definition 1, where 
"conditions" is used, and definition 2, where "a set of conditions" is used, as 
this generic term requires the proper use of "security". It can thus be seen 
that "cybersecurity" is a term that is based on the generic term "security" 
such that "cybersecurity" is a subset of "security" that is defined not only 
with generic terms but also with "specific characteristics" that will com-
prise the second component of the term "cybersecurity".

Since the generic term used in the selected definitions of "cyberse-
curity" is not appropriate, it is not reasonable to discuss the second part 
of these definitions. Further considerations regarding the definition of 
the term "cybersecurity" are tied to selecting a definition of the term 
"security" that would allow for the correct formulation of the second 
part of the definition of "cybersecurity", following the generic term.

In this article, the definition of "security" from definition 3 has been 
chosen for this purpose:

"Security is a science that studies natural, technogenic, social, economic, 
and other processes of formation, development, and interaction of subjects, 
objects, the environment, and their combinations with the aim of identifying 
sources of danger, determining their characteristics, and formulating laws 
and other normative acts that establish concepts, requirements, recommen-
dations, and methodologies, the implementation of which should guarantee 
the protection of the interests of the individual and society as a whole from all 
identified and studied sources of danger." [8] – definition 3.

Using this method of definition formulation, the following defini-
tion of the term "cybersecurity" is proposed:

"Cybersecurity is a branch of security that studies the processes of forma-
tion, functioning, and evolution of cyber objects with the aim of identifying 
sources of cyber threats that could cause harm to them and formulating laws 
and other normative acts regulating terms, requirements, rules, recommenda-
tions, and methodologies, the implementation of which should guarantee the 
protection of cyber objects from all known and studied sources of cyber threats."

A cyber object here is understood as any object which functioning 
is carried out with the involvement of programmable means.

It is further noted that the definition of the term "cybersecurity" in 
definitions 1 and 2 is based on the concept of "cyberspace":

"Cyberspace is a field of activity within the information space.  
It is formed by connecting the Internet and other telecommunication 
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networks. Technological infrastructure supports their operation. It in-
cludes any human activity-individual, organizational, or governmen-
tal-carried out through these networks" as described in definition 2.

In the definition of the term "cyberspace", the generic term "sphere" 
is also chosen illogically. This term would be appropriate if defining 
the term "cybersphere". Actually, it would be more accurate to define 
the concept of "cyberspace" through the concept of a "cyber object"  
as follows:

"Cyberspace is the space in which the functioning and interaction of 
cyber objects take place."

In accordance with the recommendations of definition 3, the term 
"cybersecurity of an object" should be defined as an inherent property 
of the object to not pose a danger to the surrounding environment dur-
ing its functioning in all operating modes:

Cybersecurity of an object is a property of the object that charac-
terizes its internal capability to not cause harm to the external envi-
ronment or to limit the extent of such harm within acceptable norms.

It should be understood that damage to a cyber object is inflicted as 
a result of deliberately organized cyberattacks. In this article, a cyber-
attack is understood as a deliberately organized set of actions involv-
ing software and technical means (STM) aimed at causing economic, 
technical, or informational damage. For example, obtaining classified 
information on various aspects.

Based on the source of organization, cyberattacks can be divided 
into two groups: external (in relation to the target of the cyberattack) 
and internal [56].

Cases of external cyberattacks are reported quite frequently, espe-
cially on banking networks and financial organizations with the aim 
of stealing money from the accounts and cards of private users  [17]. 
However, there have also been instances of cyberattacks on nuclear 
power plants (NPPs). For example, according to [18] "the head of Iran’s 
Passive Defense Organization, Gholamreza Jalali, stated that Iranian 
specialists completed an investigation into the circumstances of the cyber-
attack. According to their findings, the Stuxnet virus, which targeted the 
Bushehr NPP, was launched from Israel and the U.S. state of Texas. Jalali 
also suggested that the engineering corporation Siemens, which supplied 
and installed the Supervisory Control and Data Acquisition (SCADA) 
data collection and processing system at the NPP, was also involved in the 
attack. According to the report’s authors, the corporation must explain why 
it provided Iran’s "enemies" with SCADA codes, which made the cyberattack 
possible. At the end of September, Iranian programmers managed to deal 
with the computer virus, which, according to the head of Iran’s Atomic 
Energy Organization, Ali Akbar, was present on several Personal Comput-
ers (PCs) belonging to the NPP staff."

According to [19] "Currently, a group of specialists (or even an indi-
vidual) is capable of inflicting irreparable harm to the military, economic, 
technological, political, and informational security of any state using tech-
nical and informational means. Therefore, most actions carried out by 
parties in cyber warfare affect intergovernmental relations and can lead 
to political confrontation."

As the criticized concepts of "Information Security", the following 
definitions are taken in the article:

"Information Security is the protection of confidentiality, integrity, and 
availability of information" from [9].

"Information Security is the state of protection of individuals, organi-
zations, and the state and their interests from threats, destructive, and other 
negative impacts in the information space" from [1].

The complexity of this concept lies in the fact that the very subject 
whose security is being defined has not been determined either in 
terms of its internal structure or its internal properties, which are 
necessary for formulating security requirements. Even the definition 
of information itself is currently quite ambiguous and contradictory. 
Thus, it is not possible to formulate the concept of the security of such 
a subject based on its internal structure and internal properties.

Moreover, the definition from [1] includes definitions of its com-
ponents:

–	 Confidentiality of information: A state of information where ac-
cess to it is granted only to entities with the appropriate rights.
–	 Integrity of information: The prevention of unauthorized modifi-
cations to information.
–	 Availability of information: The prevention of hiding infor-
mation from users with access rights.
It is notable that all these components represent only external ac-

tions concerning the information itself: assigning access rights to in-
formation; blocking unauthorized modifications to information; and 
preventing the concealment of information from authorized users.

However, typically, the protection of an object refers to its defense 
against external sources of danger, while the security of an object refers 
to its internal property of not being a source of danger to the environ-
ment. From this perspective, it is important to distinguish between two 
terms: "Cyber safety of an object" and "Cyber security of an object". The 
first term has been defined above, and the second term, in fact, should 
be defined as follows:

"Cyber security of an object is a property of the object that character-
izes its external capabilities to prevent damage from cyberattacks or limit 
its extent to acceptable norms."

As for the term "information security", it currently makes sense to 
consider information as a black box, i. e., only in terms of the protec-
tion of information. Therefore, the term "security of information" is, 
at this point in time, defined solely by the intentions of its owner and 
nothing else.

This provides grounds to assert that the term "information security" 
is currently fundamentally incorrect (as long as what information is, 
along with its internal structure and properties, has not been accurately 
defined). Instead, the term "information protection" can be proposed, 
using the previously outlined definition by [9]:

"Information protection is the protection of confidentiality, integrity, 
and availability of information", which, in fact, corresponds to the actual 
state of the issue under consideration.

2.2.2. Key components of cybersecurity
Cyber security refers to protecting computer systems, computer 

networks, as well as their associated data, from cyber-attacks, hacking, 
as well as other cyber threats [20]. It consists of technologies, practices, 
as well as processes that focus on securing computer systems from 
malicious exploitation.

Key components of cybersecurity are presented in Fig. 1.
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Fig. 1. Key components of cybersecurity
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As it can be seen, the first key component of cybersecurity is net-
work security.

2.2.3. Network security
At the early stages of network development, security was neither 

a pressing nor a widely demanded issue, as the Internet was used by 
a relatively small circle of users. Today, the role of cybersecurity has 
become increasingly important due to the expansion of computer net-
works and the Internet into all spheres of life.

The minimum security requirements include installing a firewall at 
the workstation, which filters incoming data packets. Equally important 
is the use of the cryptography method for secure data concealment to 
protect files, and authentication procedures for data access (a common 
method is entering an authentication code or performing biometric 
checks) [21]. Modern operating systems are equipped with verification 
and scanning algorithms that, by filtering various types of information, 
provide a foundation for data security [22].

In order to secure the data, as well as increase the level of security, 
the easiest thing that can be done is focusing on strong passwords that 
can be changed from time to time. Using a password manager, such as 
LastPass or Sticky Password, is also highly recommended [23]. These ap-
plications will be helpful in keeping track of the passwords so that unique 
strong passwords can be used for accessing different applications as well 
as different websites, thus providing additional security as the threat of 
hacking would be reduced. To save the data and improve security, the 
simplest thing that can be done is set strong passwords and update them 
periodically [24]. Usually, attackers gain access to the network through 
old credentials (records), so unused accounts should be deleted  [25].

Today, due to the significant influence of the Internet on daily life, 
cybersecurity has become one of the most critical needs in the world, 
as cybersecurity threats pose a serious problem for society as a whole 
and for countries worldwide. Not only should the state disseminate 
various information among the public, but citizens themselves should 
also take initiative.

2.2.4. Data or information security
2.2.4.1. Cybersecurity and data security
Cybersecurity is a field of information technology focused on pro-

tecting systems that include electronic records, information tracking de-
vices, hardware, and software used to deliver and manage services [26]. 
Cybersecurity focuses on protecting computer systems against any 
form of attack through measures that prevent any unauthorized use, as 
well as the disclosure of data [27]. Essentially, the objective is to guaran-
tee the availability, confidentiality, and integrity of high-value data that, 
if attacked, may pose human threats.

Cyberspace attacks may be different: some attackers may use ran-
somware, or they may target individuals’ private info. Depending on the 
scale of the targeted establishment, a cyberattack may also affect them 
differently. Certain areas that come under this sector with prevalent 
issues would be: private info, outdated systems, technology issues, as 
well as security breaks.

Information security (or "InfoSec") is another way of saying "data 
security", implying the confidentiality, integrity, and availability of data 
(commonly referred to as the CIA triad) [28]. Most modern business 
data is stored electronically on servers, desktop computers, laptops, or 
on the Internet. However, ten years ago, before all sensitive information 
was moved online, it was stored in archives and offices.

Information security is concerned with ensuring the security of 
data in any form and is a somewhat broader concept than cybersecu-
rity [29]. Therefore, it can be considered that an information security 
expert is not necessarily a specialist in cybersecurity.

Cyber security refers to the protection of digital information (e. g. 
computers, servers, networks, cell phones, etc.) that may be compro-
mised as well as cyber-attacks. It partially encompasses the identifica-

tion of vital pieces of information, their physical locations, vulnerability, 
as well as the application of relevant technology to secure them. Infor-
mation security encompasses physical security [30].

A warehouse full of confidential paper documents requires physical 
protection. Converting data into digital form necessitates the use of more 
advanced tools to secure that data. Although it is not feasible to place  
a lock on a computer, one can be placed on the door of a server room. 
Regardless of whether the information is stored physically or digitally, 
a proper physical control measure must be established for its security.

The primary goal of a business focused on information security is 
to protect a commercial company’s data from any form of unauthorized 
access. The primary goal of a business focused on cybersecurity is to 
protect the company’s data from unauthorized electronic access [31]. 
However, in both cases, the significance of the data remains paramount.

Both information security and cybersecurity specialists must know 
which data is most critical for the organization to focus on proper cyber 
risk management and data control. In some scenarios, an information 
security specialist may assist a cybersecurity specialist in prioritizing 
data protection. The cybersecurity specialist would then determine the 
best course of action for securing the data [32].

However, with the changing security landscape over the past de-
cade, things are not always so straightforward.

During the last ten years, it is possible to see that there is a con-
vergence of cybersecurity experts and information security experts. 
However, the issue with this convergence is that most of them don’t 
currently employ someone within their firm with information secu-
rity expertise, causing their responsibilities as cybersecurity experts to 
greatly increase.

Cybersecurity specialists have traditionally focused on understand-
ing the necessary technologies, firewalls, and intrusion prevention sys-
tems, but they have not always been involved in the business aspect of 
data evaluation [33].

With this topic becoming more relevant within businesses, the 
involvement of experts in managing cyber risks is transforming in ways 
that ensure proper data protection. There is greater awareness among 
business associates as well as investors on the importance of this topic, 
such that companies must be interested in proper data protection as 
well as the management of physical and cyber risks.

Cybersecurity is a specific type of information security that focuses 
on the methods organizations use to protect digital information, such 
as networks, programs, devices, servers, and other digital assets  [34]. 
Although it is just one aspect of information security (alongside physi-
cal security), it receives the most attention because cyber threats are 
far more likely than physical threats. Malware, criminal hacking, and 
internal errors are the primary causes of data breaches, so it makes sense 
to prioritize protection measures that mitigate these risks [35].

Considering the evolution that this field has experienced, there 
is a clear explanation for why many individuals speak of information 
security and cybersecurity as if they were the same thing. Indeed, the 
issues that information security, as well as cybersecurity, aim to address 
essentially remain the same.

Whether for cybersecurity or information security in general, 
knowledge of the three pillars of data security is necessary. This frame-
work provides ways, through which security of sensitive information 
can be achieved, along with:

1.	 People: Employees handle sensitive information daily, so it 
is crucial for organizations to educate them about risks and how to  
stay secure.

2.	 Processes: Organizations should document the steps employees 
must take to maintain security. This includes defining roles and respon-
sibilities for data protection actions.

3.	 Technologies: There is an abundance of technical tools available 
for organizations to combat threats, such as antivirus software, access 
controls, and data encryption.
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Although there are still lively discussions on the Internet about 
whether cybersecurity and information security mean the same thing, 
it makes sense to view cybersecurity as a form of information security. 
Information security can be seen as an umbrella under which cyber-
security and other security topics, such as cryptography and mobile 
computing, fall [36]. However, drawing a clear distinction can be chal-
lenging, given their mutual placement within a descriptive hierarchy 
and their overlapping influence.

There are additional differences in the discussion of cybersecurity 
and information security. While cybersecurity is concerned with pro-
tecting information in cyberspace, information security encompasses 
the protection of data both within and outside cyberspace [37]. In other 
words, the Internet or an endpoint device may only represent part of 
the broader picture.

Both cover the protection of cyberspace against any breach that 
might involve ransomware, spyware, malware, and other forms of mali-
cious software that might cause different types of disruptions. However, 
experts in cybersecurity may focus more narrowly.

Cybersecurity experts are also taking a proactive approach in 
securing servers, endpoints, databases, as well as networks, through 
vulnerability identification and configuration errors that can pose weak-
nesses [38]. This is right, as they mean that experts prevent a breach. 
However, the best individuals always think like hackers, or even better, 
some may come from this background.

Of course, information security experts also focus on protecting 
against the risk of lost data. They address this concern together with 
other cyber security experts, although their responsibilities might also 
involve focusing on the most private information that would likely be 
targeted in such occurrences.

Table 1 provides comparative characteristics of specialists in these 
two fields.

Table 1

Comparative characteristics of IT specialists

Computer security IT Information security IT

Focuses exclusively on online threats Views the security landscape from afar

Learn to think like a hacker
Engaged in protecting data from  

any threats

Develops deep understanding of 

malware

Monitors for unauthorized  

access/modification/violation

Acts as a first line of defense Creates plans to recover from a breach

It is also helpful to consider the difference between data and in-
formation on a more fundamental level. Data can be anything, such as  
a series of numbers, but not all data is equal. Determining what this 
data represents and how confidential it is falls under the purview of 
information security professionals.

For example, if a series of numbers is a customer’s credit card num-
ber, information security teams are responsible for ensuring compli-
ance with government regulations. Again, they work closely with their 
cybersecurity colleagues to secure the most critical data. However, 
they are responsible for a significantly larger share of the organization’s 
overall security.

Table 2 presents the distinguishing features between information 
security and cybersecurity.

The Center for Cyber and Information Security defines informa-
tion security as the process of protecting information and information 
systems from unauthorized access, disclosure, disruption, destruction, 
modification, or use, all to ensure confidentiality, integrity, and avail-
ability [1]. These three terms are defined as follows:

1.	 Confidentiality – refers to maintaining authorized restrictions 
on access and disclosure, including measures to protect personal and 
confidential information [39].

2.	 Integrity – refers to protection against unauthorized destruction 
or modification of information, including ensuring its authenticity and 
non-repudiation.

3.	 Availability – refers to ensuring reliable and timely access to and 
use of information.

Five key differences between the concepts of "cybersecurity" and 
"information security" are provided below [40]:

Definition – cybersecurity is the practice of protecting data, related 
technologies, and storage sources from threats. On the other hand, 
information security means protecting information from unauthor-
ized access that can lead to undesirable changes or deletion of data. 
Essentially, cybersecurity is the cyber sphere and the data associated 
with it. Information security, on the contrary, is primarily focused on 
information, ensuring confidentiality, integrity, and availability.

Domain – cybersecurity means protecting everything present in 
cyberspace, such as data, information, devices, and technologies related 
to the above. Information security, on the other hand, concerns the pro-
tection of both forms of information – digital and analog – regardless of 
the domain. Protecting profiles on social networks and personal infor-
mation in cyberspace is related to cybersecurity. Information security, 
on the contrary, deals specifically with information assets, availability, 
and confidentiality of integrity.

Process – while cybersecurity is primarily related to protecting the 
use of cyberspace and preventing cyberattacks, information security 
simply protects information from any form of threat and prevents such 
threatening scenarios.

Professionals – professionals dealing with information security 
form the foundation of data security and prioritize resources before 
combating threats. Cybersecurity specialists deal precisely with con-
stant threats of increased complexity.

Protection – cybersecurity eliminates all dangers lurking in cyber-
space. Information security, on the contrary, deals only with all forms 
of threats to information.

Table 2

Differences between information security and cybersecurity

Feature Cybersecurity Information security

Definition
The practice of protecting data from external threats in 

Internet resources

Protects information from unauthorized access, modification, or deletion 

to ensure confidentiality

Primary focus Protecting cyberspace from cyberattacks Protecting information from any form of threats

Scope of protection Focused on securing the entire perimeter in cyberspace Ensures protection of information regardless of its domain

Threats addressed Eliminates dangers to cyberspace Addresses threats to data in any form

Key objective
Prevents cybercrimes, cyber fraud, and supports law 

enforcement agencies

Combats unauthorized access, breaches of integrity, and disclosure of 

information

Collaboration Assists specialists under constant threat of data breaches Prioritizes resources to address information threats

Domain of concern Deals with problems and threats arising in cyberspace Concerned with information assets, ensuring their integrity and confidentiality
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Cybersecurity specifically concerns cybercrimes, cyber fraud, and 
law enforcement agencies. Changing and violating information dis-
closure, as well as unauthorized access, are two of the most important 
problems faced by information security.

2.2.4.2. Synergy of cybersecurity and information security
Earlier, the theoretical differences between cybersecurity and infor-

mation security were primarily highlighted. From a practical perspec-
tive, cybersecurity and information security are often treated as syn-
onyms due to their partially overlapping nature in terms of processes, 
focus, and objectives.

The only way to protect one from malicious actors attempting to 
use attacks for destruction is to stay ahead of the game and anticipate 
their next move. This is precisely the aim of advanced research in cy-
bersecurity and information security [39]. As the frequency, intensity, 
and scale of attacks and cyberattacks continue to grow, this has become 
more critical than ever before.

Both cybersecurity and information security must work in synergy 
within the modern interconnected digital ecosystem. Although both 
technologies address the same objective, that being the safeguarding 
of valuable information, they do so with different focuses. Collectively, 
they offer a well-rounded approach being applied towards securing 
digital assets in the increasingly complex threat environment [41].

Points of convergence for cyber security and information security  
show that both subjects relate to each other. Both cyber security and in-
formation security thus share a basic objective, which involves protecting 
critical information from any sort of unauthorized access, modification, 
or deletion. They also depend on each other, as the efficiency of informa-
tion security is dependent on strong cyber security for protecting digital 
assets, while cyber security plans depend on information security princi-
ples that focus on protecting valuable information. Both also use physical 
security practices that prevent unauthorized use of vital information [42].

There is synergy between the application of cybersecurity and infor-
mation security. In risk management, information security experts usually 
focus on the classification of sensitive information, whereas the applica-
tion of cybersecurity is centered on finding solutions for digital risks [43]. 
In incident response, experts in cybersecurity respond to events such as 
cyber-attacks, malware, and other real-time events, whereas information 
security focuses on compliance with regulations with respect to restoring 
businesses [44]. There is also a synergy between the two in terms of staff-
ing, as both deal with educating people on issues such as human error, 
which remains a threat despite technological advancements.

There are several important advantages of the convergence of cy-
bersecurity and information security. By offering broad-based security, 
the safety of the information across physical as well as digital platforms 

gets ensured. By leveraging knowledge from both areas, better threat 
detection capabilities can be achieved, allowing faster detection of vul-
nerabilities as well as threats that might emerge. Also, this convergent 
knowledge helps in compliance with regulatory laws that often cover both 
digital as well as physical aspects.

Thus, it can be said that cybersecurity encompasses all aspects of 
security related to cyberspace, whereas information security pertains 
to the security of information regardless of its field of application. It can 
be concluded that information security is a superset of cybersecurity. 
Therefore, endless debates about cybersecurity and information secu-
rity may be the wrong approach to two concepts that so complement 
each other and protect data from theft, access, alteration, or deletion. In 
our view, the main difference lies in the breadth of their focus.

2.2.4.3. Application of artificial intelligence in ensuring data 
security

Information security, given the increasing adoption and use of com-
puter systems, plays a mandatory role in the modern world. Everyone, 
whether an individual or a company, seeks to reduce the risk of theft, 
deletion, or modification of their information. Cybersecurity also plays 
a significant role in automated systems.

Top companies today integrate dozens of different security prod-
ucts, but they still worry about being susceptible to attack. However, 
this illustrates that despite greater investment in security, the number 
of security breaks shows neither signs of slowing down nor stopping.

The implementation of advanced cybersecurity technologies re-
quires time, enabling detailed attack detection and faster resolution 
than traditional cybersecurity specialists. Artificial intelligence (AI) can 
serve as one such technology [45]. AI is a technology capable of detect-
ing threats and automatically taking necessary actions to eliminate and 
prevent them, among other functionalities (Fig. 2).

The figures in the graph correspond to an arbitrary scale of the level 
of perceived impact from artificial intelligence (AI) in different spheres. 
These figures offer a relative measure of the extent of contributions that 
AI may have in terms of advancements or solutions in those spheres.

For example, the importance of cybersecurity is rated the highest, 
showing that the applications of AI in this field are of great importance 
as it deals with securing systems, threat detection, and protection from 
cyberattacks, as well as automated response protocols for securing valu-
able information.

The healthcare industry is closely tracking this, given the paradigm 
shift that AI technologies have caused in terms of diagnosis, tailor-
ing treatments, as well as different areas of healthcare research. It is of  
a higher value, implying its importance in terms of enhanced patient 
care as well as the healthcare industry.
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Finance shows a slightly low value, implying that although fraud 
detection, trading, and risk management systems use AI extensively, its 
importance is still slightly less than that in the cybersecurity or health-
care industries. Retail, with the same value, deals with the use of AI that 
helps enhance the customer experience, as well as simplify day-to-day 
tasks such as inventory control.

Transportation, with moderate value, shows that AI plays a crucial 
role in the development of self-driving cars, traffic optimization, and 
infrastructure. Education and manufacturing come next, with slightly 
low value, showing that AI applications, though vital, are less important 
compared to other industries. In education, personalized education, 
and in manufacturing, efficiency.

Customer service has the lowest impact score in this scale, recog-
nizing that although the use of AI technology such as chatbots or virtual 
assistants is strategic, its application is relatively more restricted in terms 
of scope compared with others.

AI-based tools address various needs in cybersecurity as follows [46]:
Biometric authentication – passwords can be hacked, compromis-

ing critical information belonging to users, businesses, or government 
agencies. This is where AI-based authentication, such as fingerprint 
and palm scanning, offers significantly greater security. The system 
can reliably scan biometric data. When biometric logins are combined 
with passwords, the likelihood of user data being compromised is 
greatly reduced.

Accelerating threat detection – traditional cybersecurity systems 
are not capable of simultaneously handling various types of malware. 
Also, with improvements in the standards of cyber security, hack-
ers have become more sophisticated. AI helps in recognizing threats 
as well as responding to them faster, keeping up with the increas-
ing cyber threats. In order to effectively detect advanced persistent 
threat (APT), the most recent-security tools that can respond to such 
threats must be used. Companies are implementing AI-driven sys-
tems that can easily detect threats through pattern recognition using 
advanced algorithms and continuously updated codes. AI, combined 
with machine learning, is highly effective in analyzing website naviga-
tion paths, micro-behaviors of malware, and any malicious actions. 
This analysis further assists in making informed decisions to counter 
threats effectively.

Rapid response to attacks – simply detecting threats in real time 
is meaningless if the system cannot combat and prevent them before 
they cause even minor damage to the system. When a team of hack-

ers attacks a system from multiple points, AI immediately connects 
the dots and automatically proposes plans to prevent the attack .  
AI uses intelligent analytics, offering a faster and simpler approach 
to identifying and neutralizing attacks. For instance, when an AI 
system detects a malicious file, it prioritizes isolating the file from 
the system.

Creating a dynamic authentication environment – data can also is 
intercepted within networks, creating a worrisome situation for em-
ployees accessing systems remotely. This means traditional authen-
tication models are no longer secure. Here, AI comes to the rescue.  
AI systems establish a global, real-time authentication environment 
that adjusts access privileges based on location or network, utilizing 
multi-factor authentication. This includes collecting data and analyz-
ing user behavior within the application, device, and network during 
remote access to data.

Reducing human involvement – no machine can surpass the creativ-
ity, imagination, and critical thinking abilities of humans. However, 
decisions made by engineers are bolstered by the correct data set, in-
formed opinions, and current trends. AI systems significantly reduce 
human involvement in repetitive tasks while enabling humans to fo-
cus on higher-order strategic decision-making. Studying and utilizing 
meaningful data is time-consuming, making it impossible to address 
high-risk tasks instantly. When companies develop a secure application 
using AI technology, security personnel benefit from a respite as threat 
detection and prevention are automated without human intervention. 
Continuous user behavior analysis, combined with predictive analytics, 
reduces the need for engineers to intervene in protecting systems from 
a series of attacks. The time saved can be reinvested into creative and 
productive endeavors.

In Fig. 3, AI investment by industry in 2023 is presented.
Based on data from Statista, in 2023, the banking sector led 

global investments in artificial intelligence (AI), allocating approxi-
mately 20.6  billion  USD, which constituted 13.4% of the total AI-
centric system expenditures. The retail industry followed closely, 
investing around 19.7 billion USD, representing 12.8% of the global 
AI spending.

Nevertheless, AI systems are trained and managed by humans, 
and in some cases, the involvement of human engineers is essen-
tial. Humans are capable of going beyond the anomalies that ma-
chines may fail to detect and can verify whether a suspected attack is  
genuine.
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2.2.5. Cybersecurity: problems and solutions
Topics related to cybersecurity are increasingly being discussed 

across various companies at all levels of management.
A survey of executives in the United States revealed that 50% of them 

are "highly concerned" about cyber threats [47]. In today’s environment, 
this topic is one of the most frequently addressed during board meetings. 
At the same time, a significant number of investors view cyberattacks as 
a substantial risk to their portfolios. Cybersecurity is gaining popularity 
both abroad and in the United States as a critical area of focus.

The primary goal of cybersecurity is to simplify programs that 
manage cyber risks, making it feasible for any company to implement 
them. These programs are tailored to the specific conditions of the 
company, its needs, risk appetite, and existing threats. When developing 
an annual plan, the internal audit department should focus on risk as-
sessment, taking into account the perspectives of the board of directors 
and management [48].

Cybersecurity can be achieved through actions such as asset inven-
tory, analysis and risk evaluation, threat identification, security and 
change management, ensuring business continuity, and rapid response 
to external changes, among others.

The fundamental principles of cybersecurity, the violation of which 
can lead to negative consequences can be considered as follows [49]:

1.  Violation of Integrity: unauthorized modifications to company 
data, such as altering the payment details of a counterparty to redirect 
payments, can result in financial losses and operational disruptions.

2. Violation of Confidentiality: breaches of confidentiality can lead 
to customer attrition or loss of competitive advantage, damaging the 
company’s reputation and market position.

3.  Violation of Availability: lack of availability of the information 
system may bring the entire organizational processes to a standstill, 
thereby resorting to paperwork as a stopgap arrangement. This will not 
only cause delays but also necessitate re-entry of the information into 
the system once it’s up and running.

In some cases, production-related attacks can cause months-long 
shutdowns, allowing competitors to secure lucrative contracts. Ex-
amples of such disruptions include:

–	 Power outages at aluminum plants, leading to aluminum solidi-
fying in electrolysis baths and resulting in multimillion-dollar ex-
penses for equipment replacement.
–	 Disabling of gas turbines, this can halt operations and incur sub-
stantial financial and operational losses.
These scenarios emphasize the critical importance of maintaining 

the integrity, confidentiality, and availability of systems to protect busi-
nesses from severe consequences.

Cybersecurity is ensured through the following stages of [50]:
1.	 Audit, Examination, or Compliance Assessment. This involves 

evaluating compliance with internal or external standards and regula-
tory documents. An audit compares the current state with the required 
state, while an examination analyzes the current and target states. These 
steps are essential for the initial collection of information about auto-
mated process control systems (APCS) in use, the infrastructure of the 
protected objects, and the operational technical and organizational 
security measures.

Procedures during an audit or examination include:
–	 analyzing operational and design documentation;
–	 conducting interviews with employees;
–	 reviewing existing policies, conditions, and organizational and 
technical measures for data protection;
–	 examining the network architecture, capabilities, functions, and 
configurations of APCS software and hardware.
After getting the right data, the next steps are as follows:
–	 look at automated technology and workflows;
–	 find the most important nodes and information paths;
–	 find and evaluate important assets and weaknesses.

After getting the right information, the next steps are:
–	 look into automated technology and workflows;
–	 find important nodes and paths of information;
–	 find and evaluate important assets and weaknesses;
–	 predict possible threats;
–	 figure out the current security situation;
–	 make requirements and suggestions for putting cybersecurity 
plans into action.
This thorough approach gives a deep understanding of the current 

security situation and points out areas that need work to make the 
whole cybersecurity framework stronger.

2.	 Making a system for cybersecurity measures. After risks are looked 
at and a threat model is made, a full set of organizational and technical 
cybersecurity measures is put together. These steps are meant to:

–	 limit the software environment;
–	 keep viruses out;
–	 stop malicious attacks;
–	 keep an eye on and analyze information security;
–	 figure out threats and risks that could come from possible attacks.
Adding cybersecurity measures to organizational processes helps 

with the following tasks – ongoing research and assessment of risks, 
such as regular updates to the threat and attacker model.

Adding cybersecurity measures to your organization’s processes 
helps with the following:

–	 ongoing research and assessment of risks, including regular up-
dates to the threat and attacker model;
–	 overseeing access controls, antivirus protection, cybersecurity 
incident audits, and security;
–	 creating and coordinating an emergency action plan: This step 
makes sure that cybersecurity is backed up by a well-organized and 
flexible plan that lets businesses deal with new threats while keeping 
important systems and data safe.
3.	 Setting up cybersecurity systems for APCs. Before the cyberse-

curity system goes live, tests are done to see if the protective tools and 
automated process control systems (APCs) work together. Before the 
cybersecurity system goes live, tests are done to make sure those protec-
tive tools and automated process control systems (APCs) work together. 
During the testing phase, the performance of the installed technical and 
software tools and the consistency of the technical processes are evalu-
ated. During the testing phase, ongoing monitoring is done to keep an 
eye on how well the installed technical and software tools are working 
and how well the technical processes are working. This makes sure that 
everything works together smoothly and checks that the system can 
protect important operations.

4.  Keeping APCs’ cybersecurity systems up to date. This phase in-
volves performing various support tasks, including:

–	 providing consulting services related to the installation, opera-
tion, and updates of security tools;
–	 conducting follow-up audits and risk assessments to verify the on-
going effectiveness of cybersecurity measures. This phase emphasizes 
the importance of continuous support and evaluation to adapt to new 
threats and maintain a high level of system security [5].
According to the audit results, it is preferable to create two reports. 

One should be intended for IT specialists and include a detailed de-
scription of deficiencies using specific IT terminology. The other should 
be for top management and the audit committee, containing a descrip-
tion of key factors in "business language".

The British company Comparitech compiled a ranking of 60 coun-
tries based on their level of cybersecurity, evaluating the following 
indicators: the percentage of computers and mobile phones infected 
with viruses, countries’ readiness for hacker attacks, and timely updates 
to legislation in this field. Among the countries where legislation adapts 
promptly to changes in cybersecurity were Russia, France, Germany, 
and China [51]. Fig. 4 illustrates cybersecurity levels by country.
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Fig. 4 presents a selection of 10 countries out of the 60 evaluated in 
the cybersecurity ranking. Japan is the leader, with a score of just 8.8 in 
terms of cyber threats (lower scores indicate a better cybersecurity situ-
ation). France and Canada occupy the second and third positions with 
scores of 10.6 and 11.2, respectively. The top 10 also include Denmark, 
the USA, Ireland, Sweden, the United Kingdom, the Netherlands, and 
Singapore. The worst-performing countries in this ranking are Alge-
ria (55.75), Indonesia (54.9), and Vietnam (52.44).

The percentage of phones infected with malware is highest in Ban-
gladesh, with 35.9% of all devices used by the country’s population af-
fected. In comparison, this figure is 1.34% in Japan. The highest number 
of infected PCs was found in Algeria – 32.4% (8.3% in Japan). Germany 
experienced the highest number of attacks aimed at stealing money, 
affecting 3% of users compared to 0.5% in Japan. Singapore is the most 
prepared for cyberattacks, while Vietnam is the least prepared. In devel-
oping countries, industrial devices are predominantly affected by cyber 
threats. The countries most heavily targeted by attacks include Viet-
nam (75.1%), Algeria (71.6%), and Morocco (64.8%). Conversely, the 
safest countries in this category of cybersecurity are Denmark (14%), 
Ireland (14.4%), and Switzerland (15.9%) (Fig.  5). The total global 
damage from cybercrime is estimated to range from 500 billion USD 
to 1 trillion USD per year [52].

Criminals are increasingly targeting mobile phone, smartphone, 
and tablet owners to spread banking trojans, with the aim of stealing 
either financial assets or sensitive banking card information. 

In order to ensure that there is a low threat of cyberattacks, testing, 
resource inventory, as well as the analysis of security incidents, must 

be undertaken. This must be carried out alongside analysis of system 
events, as well as the perpetual protection of servers as well as web ap-
plications. Also, experts in the field of cybersecurity must be involved.

2.3. Digital trust
Currently, the world is in the stage of the digital economy, with its 

development becoming a strategic task for most nations. The digital 
economy is built based on such fundamentally new technologies as 
artificial intelligence, big data, the IoT, quantum and post-quantum 
cryptography, silicon photonics, distributed ledger technology, and 
others [53].

Digitalization is increasingly becoming a key driving force be-
hind global inclusive economic growth, transforming industries and 
creating new opportunities for innovation and efficiency on a world-
wide scale [2].

Trust plays a mandatory role in the development of the digital econ-
omy. As the digital world increasingly permeates various aspects of our 
lives, analysing the degree of trust people place in digital devices, ser-
vices, and the organizations behind them becomes ever more important.

In the G20 Ministers’ Statement on Trade and Digital Economy 
(Japan, June  8–9, 2019), it was explicitly stated that countries must 
promote trust in the digital economy to harness the benefits of digita-

lization and address the challenges it brings. The 
statement emphasized that the digital society 
should be built on trust among all stakeholders, 
including governments, civil society, international 
organizations, academia, and businesses [54]. This 
trust is fostered through the sharing of common 
values and principles such as equality, fairness, 
transparency, and accountability, all while consid-
ering the development of the global economy and 
ensuring functional interoperability.

Currently, many aspects of digitalization remain 
insufficiently explored. This includes issues such as 
the adaptation of the labor market to changes in 
business processes, the development of training 
systems for the digital economy, and the regulation 
of new technology implementation.

Among these challenges are questions of digital trust – trust in digi-
tal technologies, platforms, and digital institutions. According to data 
from the renowned research and consulting firm Gartner, trust in social 
networks and other digital institutions has declined, while concerns 
regarding data protection and privacy continue to grow.
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2.3.1. Essence and measures of increasing digital trust
The concept of "digital trust" has relatively recently entered the 

realm of academic research. Alongside this term, other related concepts 
are also used, such as "unified electronic trust space" and "digital trust 
environment". As part of regulatory measures, it is proposed to create 
legal conditions for the formation of a unified digital trust environment 
that will provide participants in the digital economy with means for 
trusted digital remote communications. However, a theoretical analysis 
of digital trust is practically absent, indicating a gap in comprehensive 
academic exploration and a need for further research in this area [10].

In English-language literature, the terms "digital trust" and "the 
digital trust environment" are commonly used. Among international 
studies on digital trust, notable examples include research conducted by 
Klynveld Peat Marwick Goerdeler (KPMG), one of the world’s largest 
auditing firms [11], and Accenture, a global professional services and 
digital technology company [12].

It is important to note that many studies on digital trust are prac-
tically oriented, offering diverse interpretations of what digital trust 
entails. Therefore, the goal of our research is to synthesize existing 
material on this topic and conduct a comparative analysis of various 
perspectives on the nature and forms (or directions) of digital trust.

In a study by Accenture, digital trust is viewed not as a technology 
or process, but as secure, transparent relationships and interactions 
between a company, its employees, partners, and customers [13]. Ac-
cording to [14], digital trust includes elements such as convenience, user 
experience, reputation, transparency, and integrity.

The most in-depth research on digital trust was conducted by [3, 15]. 
They arrived at two key conclusions:

a) trust is a critical factor that determines a country’s competitive-
ness in the digital economy;

b)  to sustain the pace of innovative development, providers and 
government authorities must prioritize increasing the level of trust in 
digital technologies.

Digital trust level is measured on the basis of the extent of confi-
dence that the users, as well as employees, exhibit in the firm’s capabil-
ity for protecting their personal information as well as the privacy of 
users of digital services. Digital trust variables comprise elements such 
as security, confidentiality, reliability, as well as integrity within the 
authenticity context of digital services.

How can trust in digital technologies be increased among citizens 
and businesses?

According to Tim Clough, a partner and leader in the Risk As-
surance and Corporate Governance practice at PwC, trust in digital 
technologies, combined with a new approach to risk management, 
will allow organizations to fully realize their potential. He identified 
seven areas in the field of digital technologies that can already pro-
vide a boost for business development, all of which are grounded in 
trust [16]. These areas are: 

–	 social networks;
–	 mobile technologies;
–	 data analytics;
–	 cloud technologies;
–	 digital identity management;
–	 pace of technological change.
These trust-based digital technologies are essential drivers for the 

growth and transformation of modern businesses.
Therefore, the enhancement of digital trust emerges as the neces-

sary prerequisite for the adoption of digital technologies, as well as one 
of the most essential tools for developing businesses. Digital trust-build-
ing is a process that takes time, necessitating joint activity on the part of 
all participants, such as governments, companies, as well as individuals.

However, further scientific studies on this topic are necessary, taking 
into consideration its novelty as well as the fast-paced development of 
digital technology. Thorough investigation will provide knowledge on 

best practices, frameworks, and policies that will facilitate trust-building 
within the digital space, guaranteeing sustainable development.

2.4. Research methods
The research employed a mixed approach combining qualitative 

review with quantitative analysis:
–	 Literature Review: Systematic examination of existing defini-
tions, theories, and case studies to explore cybersecurity and digital 
trust interrelations. It is justified as it provides a theoretical foun-
dation, synthesizing global definitions and frameworks (e. g., CIA 
triad) to contextualize Azerbaijan’s challenges. This method is cost-
effective and essential for identifying unaddressed empirical needs 
in developing economies like Azerbaijan, where large-scale surveys 
are resource-intensive.
–	 Quantitative Survey Analysis: Descriptive statistics on responses 
(e. g., percentages for awareness levels), followed by inferential sta-
tistics including Spearman rank correlation coefficients to assess re-
lationships (e. g., between awareness and incidents). It is selected for 
its ability to gather real-world, Azerbaijan-specific data from a diverse 
sample (129 participants across sectors), enabling statistical valida-
tion of hypotheses (e. g., correlations between training and incidents). 
Spearman correlation was chosen over Pearson due to the ordinal 
nature of survey responses (e. g., awareness levels as "low/moderate/
high"), ensuring non-parametric robustness for non-normal data. 
This method overcomes the limitations of theoretical studies [2] by 
providing numerical insights tailored to transitioning economies.
–	 Risk Heatmap Modeling: A visual risk assessment map based on re-
spondent evaluations of threat likelihood and impact, categorized on 
a 1–3 scale (low to high). It is justified for its visual simplicity in com-
municating complex risks (e. g., high-impact threats like data breaches), 
aiding practical recommendations. It builds on survey data to prioritize 
interventions, aligning with risk management frameworks [50].
–	 Comparative Analysis: Benchmarking Azerbaijan’s data against 
global trends (e. g., cybersecurity rankings) to highlight unique 
challenges. It is chosen to situate Azerbaijan’s findings globally (e. g., 
vs. Japan or Algeria in Comparitech rankings), highlighting trans-
ferable best practices while accounting for local contexts like rapid 
digital growth outpacing regulations [3, 4].
This combination ensures a balanced, evidence-based approach: 

qualitative for depth, quantitative for objectivity, and comparative for 
broader applicability. Methods were sequenced to build progressively – 
theory informing survey design, survey data enabling analysis – while 
minimizing biases through anonymity and random sampling.

Data processing involved cleaning survey responses, computing 
correlations, and generating visualizations.

The methods were chosen to address the research gaps identified 
in the introduction: limited empirical data on Azerbaijan-specific cy-
bersecurity practices and their impact on digital trust, as noted in prior 
studies [1–5], which are often theoretical or sector-limited.

All data collection, processing, and analysis were performed on 
a personal computer (standard laptop with Intel Core i7 processor, 
16 GB RAM, and Windows 11 operating system) to ensure accessibil-
ity and replicability in a resource-constrained research environment.

Initial data entry and basic descriptive statistics used Microsoft Ex-
cel (version 2021) for its ease in handling survey responses. Advanced 
statistical analysis (e. g., correlations) employed SPSS (version 28) for 
its robust non-parametric tools. For detailed processing, visualization, 
and scripting, Python 3.12 was used with libraries including pandas 
(for data manipulation), scipy (for Spearman correlations), seaborn and 
matplotlib (for heatmaps and plots). This software suite was selected for 
compatibility: Excel/SPSS for user-friendly initial exploration, Python 
for scalable, reproducible advanced analytics.

The use of literature review, survey-based quantitative analy-
sis, and comparative analysis in the text helps examine the dynamic 
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interaction between cyber-security 
practices and digital trust formation 
in Azerbaijan as well as elsewhere in 
the world.

An extensive review of existing lit-
erature was conducted to explore the 
foundational theories of cybersecurity 
and digital trust. This involved examin-
ing publications from academic circles, 
industry reports, and case studies from 
leading companies like Gartner, Accen-
ture, PwC, and KPMG. The reviewed 
materials deepened understanding of 
critical concepts such as the significance 
of data protection, relevant privacy 
regulations (like General Data Protec-
tion Regulation (GDPR) and California 
Consumer Privacy Act (CCPA), and the 
ethical utilization of data.

Concurrently, case studies concerning cyber incidents, including 
ransomware attacks and other cyber threats, offered valuable perspec-
tives on best practices.

Additionally, the article presents a comparative analysis of global 
cybersecurity practices. Data from various sources, including Statista 
and Comparitech, was utilized for this comparison.

Moreover, this report features an analysis based on a survey that 
enhances theoretical insights with  a specific focus on organizations and 
individuals in Azerbaijan through quantitative methods. This research 
involved 129 participants from various fields, including finance, govern-
ment agencies, and private companies.

The survey focused on several key aspects, including:
–	 awareness of cybersecurity threats within organizations;
–	 the adoption of security protocols like multi-factor authentica-
tion (MFA), encryption, firewalls, and training for employees;
–	 the frequency of cybersecurity incidents (such as data breaches, 
phishing scams, and fraud) over the last year;
–	 views on digital trust concerning online services, especially in 
banking and e-commerce;
–	 trust in Azerbaijan’s legal systems to safeguard against cyber threats.
The survey results were analyzed using quantitative statistical 

approaches to detect trends and relationships between cybersecurity 
efforts and digital trust. Data processing was performed using Py-
thon 3.12, along with pandas, seaborn, and scipy libraries. The Spear-
man rank correlation coefficient was applied due to the ordinal nature 
of most responses. A risk assessment map was created based on respon-
dents’ evaluations of likelihood and impact. Visualization was executed 
using matplotlib and seaborn libraries.

3. Results and Discussion

3.1. Results
The author has created a survey named "Cybersecurity in Azer-

baijan", which consists of 12 questions focusing on the most common 
cybersecurity problems. Among all the companies functioning in Azer-
baijan, both local and international, 30 leading companies in different 
spheres including oil and gas sector have been chosen randomly and 
the survey has been distributed among employees of these companies 
by internal mails and social network platforms. The survey has been 
announced to be anonymous, and confidentiality of the responses has 
been guaranteed so that the participants feel free to respond the ques-
tionnaire using responses conforming to the truth.

According to the sample size calculation, 121 responses needed to 
be collected but in total 129 responses have been collected and ana-
lyzed. Fig. 6 illustrates organizations’ awareness of cybersecurity threats.

With a population of 129 participants, the results show that there 
is a different degree of awareness existing with regard to cybersecurity 
threats. Low awareness was shown to be possessed by 23 participants, 
contributing about 17.8% of the entire population. Moderate aware-
ness was shown by 71 participants, constituting about 55% of the en-
tire population. Finally, high awareness was shown to be possessed 
by 35 participants, accounting for approximately 27.1% of the entire 
population. Therefore, the outcome of this analysis shows that more 
than half of the organizations exhibit moderate awareness, but only 
a quarter exhibit high awareness. However, this draws attention to the 
fact that more education, as well as policy formulation, might be neces-
sary, especially within the low-awareness group, in order to improve 
their preparedness against cyber threats. 

Fig.  7 illustrates presence of a dedicated cybersecurity team or 
specialist.

2. Does your organization have a dedicated
cybersecurity team or specialist?

129 responses 

41.10%

34.90%

13.20%

10.90%

Yes, in-house team 

I don't know

Yes, external consultants No

Fig. 7. Presence of a dedicated cybersecurity team or specialist

Of the total participants, 53 (41.1%) reported that their organiza-
tions possessed a cybersecurity team. This clearly shows that many 
organizations value the importance of being in charge of their cyberse-
curity. On the other hand, the services of external cybersecurity con-
sultants were cited by 45 participants (34.9%). It can thus be seen that 
most individuals depend on experts outside their organizations in order 
to handle their cybersecurity. Meanwhile, 17 (13.2 percent) of the re-
spondents reported that their organization lacks a cybersecurity team, 
which may pose a threat in terms of the focus that may not be placed 
on cybersecurity. Finally, 14 (10.9 percent) of the participants did not 
show any awareness, which may indicate a lack of knowledge of the 

23 (17.80%)

71 (55%)

35 (27.1%)

0

20

40
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1. How would you rate you awteness of cybersecurity threats?
129 responses

Fig. 6. Organizations’ awareness of cybersecurity threats
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measures in place within their organizations on cybersecurity. Nearly 
all types of organizations appear to either employ their own in-house 
personnel or hire consultant experts for their cybersecurity. But the fact 
that some organizations remain unclear as to their in-house or cyber-
security structure accentuates that more attention must be devoted to 
cybersecurity awareness.

Fig. 8 presents frequency of cybersecurity training for employees.

3. How often does your organization conduct 
cybersecurity training for employees?

129 responses 

8.50%

16.30%

21.70%

53.50%

Quarterly

Annually

Occasionally 
(less than once 
a year)

Never

Fig. 8. Frequency of cybersecurity training for employees

Among the total number of participants surveyed, 69 (53.5%) re-
ported that their organization never conducts cybersecurity trainings 
for employees, 28 (21.7%) reported that their organization conducts 
them occasionally, less than once a year, and 21 (16.3%) reported that 
their organization conducts them annually. Of the respondents, only 
11 (8.5 percent) reported that their companies provide cybersecurity 
training every quarter. Apparently, most companies do not conduct the 
trainings or do so occasionally, as shown in the statistics. This accentu-
ates the importance of organizations focusing on frequent cyber secu-
rity training for better cyber threat resistance. Moreover, this highlights 
the importance of employees being aware of cyber threats, which can 
be achieved through such trainings.

Fig.  9 illustrates cybersecurity measures currently employed by 
organizations.

By analyzing the results, it is found that security audits being 
carried out in the organizations on a periodic basis is the most prac-
ticed measure with 110 participants reporting that their organizations 
do so. Antivirus or anti-malware tools come second, being used in  

95 organizations. Firewalls come third, being used in 61 organiza-
tions, thus showing that many organizations focus on protecting 
their networks against unauthorized access. Encrypting sensitive 
information is practiced by 41 firms that, although showing some 
level of understanding of its importance, may still require improve-
ment. Multi-factor authentication (MFA) is practiced by only 11 firms, 
showing a worrisome deficiency in sophisticated access control 
strategies, despite the necessity of MFA in further securing the entry 
process. Employee cyber-security awareness is carried out by 13 firms, 
showing the importance being given to human elements within 
cyber-security, despite employees being the weakest link in cyber-
security defenses. A minimum of 1 respondent identified that their 
organization did not use any of the above, with 10 others expressing 
unfamiliarity with their organization’s use of cybersecurity practices. 
Although many organizations place a high value on the use of audits, 
as well as basic protection software, the deployment rate of more so-
phisticated tools, such as two-factor authentication solutions as well 
as employee education, remains low.

Fig.  10 presents perceived biggest cybersecurity threats in Azer-
baijan.

According to the results, the concern with regard to cyber threats, 
as shown by the majority of participants, is the breach of data as well 
as the leakage of information, as 57 of the participants (44.2 percent) 
highlighted this as their concern. Others were cyber threats posed by 
ransomware or malware, highlighted by 24 participants (18.6 percent) 
as being a big threat. DDoS, or Denial of Service, was highlighted as 
a threat by 16 participants (12.4 percent). Phishing/social engineering 
assaults were cited as being identified by 12 participants (9.3 percent), 
thus stressing the continuous threat posed by such deceptive practices 
designed to dupe individuals into submitting sensitive information. 
Insider threats, such as that posed by employees or contractors, was 
mentioned as being identified by 10 participants (7.8 percent), thus 
focusing attention on the dangers posed by insiders with malicious 
aims. Finally, 10 of the respondents reported that they were not aware, 
showing some element of ignorance in regard to cyber threats. Look-
ing through the results, it is apparent that Azerbaijan-based organiza-
tions are most concerned with data infringements, as well as ransom-
ware, with fewer being concerned with phishing, as well as insider 
threats. This clearly relates to worldwide cybersecurity threats, with its  
own priorities.

Fig. 11 illustrates cybersecurity incidents in organizations over the 
past 12 months.

10 (7.8)

1 (0.8%)

13 (10.1%)

110 (85.3%)

11 (8.5%) 

41 (31.8%)

61 (47.3%)

95 (73.6%)
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I don't know

None of the above

Employee cybersecurity training

Regular security audits

Multi-factor authentication

Encryption of sensitive data

Firewalls

Antivirus/Anti-malware software

4. What cybersecurity measures does your organization currently employ?
129 responses

Fig. 9. Cybersecurity measures currently employed by organizations
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5. What do you perceive as the biggest 
cybersecurity in Azerbaijan?

129 responses 

9.30%

18.60%

44.2%

7.80%

12.40%

7.80%
Phishing and social 
engineering attacks

Ransomware and malware 
attacks
Data breaches and 
information leaks

Insider threats (employees 
or contractors)

DDos (Distributed Denial-
of-Service) attacks

I don't know

Fig. 10. Perceived biggest cybersecurity threats in Azerbaijan

6. Has your organization experienced any
cybersecurity incidents in the past 12 months?

129 responses 

27.90%

34.10%

26.40%

11.60%
Yes, major incidents
(data breaches, financial 
loss, etc.)

Yes, minor incidents
(attempted phishing, etc.)

No incidents

Not sure

Fig. 11. Cybersecurity incidents in organizations over the past 12 months

Statistics show that 44 (34.1%) organizations experienced minor 
cyber events, for example, attempted phishing, compared to 36 (27.9%) 
that experienced serious events, for example, breach of data as well as 
financial losses. In the same percentage, 34 (26.4%) of the respondents 
mentioned that their organizations did not experience any cyber events 
within the last year. Although this is a positive finding, different levels 
of threat detection capacities within organizations might explain this. 

15 respondents (11.6%) were not sure if their organizations had expe-
rienced any cybersecurity incidents. What emerges from the data is the 
fact that most of the organizations in Azerbaijan have been impacted 
by cyber security events. Whether big or small, such events occur with 
some frequency, and this explains why cyber security measures as well 
as employee awareness programs remain so essential in such regards. 

Fig. 12 presents confidence in Azerbaijan’s legal framework to pro-
tect against cyber threats.

The results of this survey indicate that there is a different level of 
confidence in Azerbaijan’s legal system that provides cybersecurity pro-
tection. Most, that is, 77 respondents (60% of the whole number) did not 
give more than level 5, as this scale varies from level 1 to level 7, showing 
that the majority show moderate confidence in the existing laws. About 
16% of the respondents, that is, 21, were confident with level 6, showing 
higher confidence in Azerbaijan’s laws on cyber security. On the other 
hand, 14 participants (11%) gave a rate of 4, evaluating the system with 
some reservations. Less confident results were shown by 8 participants 
with rate level 3, 5 participants with rate level 2, and 2 participants with 
rate level 1, accounting for a total of 12.5% with low confidence concern-
ing the cyber threat laws in Azerbaijan. Only 2 participants rated level 7, 
entirely confident with the system. Although a majority of participants 
express moderate to high levels of confidence in Azerbaijan’s legal sys-
tem as a whole with regard to cyber security, there still appears to be 
a measure of concern within this group. This would appear to provide 
Azerbaijan with the ideal opportunity to enhance its cyber security laws, 
as well as increase awareness, in order to gain more trust within its system.

Fig.  13 presents user perception of security when using online 
banking services in Azerbaijan.

What emerges clearly from this survey data is that most participants 
rate their feelings of security as being moderately safe with regard to Azer-
baijan-based online banking services. Indeed, with regard to their percep-
tions of security, a full 83 participants (64.3 percent) rated their perceptions 
as being 4, clearly showing that they rated their perceptions of security as 
being relatively high. Likewise, a further 32 participants (24.8 percent) rated 
their perceptions of security as being 3, clearly showing that they rate their 
perceptions as being more neutral, that is, they rate their perceptions with 
caution. A relatively low number of participants, that is, 7 (5.4%), assessed 
their security at the highest level, that is, level 5, implying that they were 
perfectly confident in regard to the security of online banking services. 
At the lowest level, that is, level 2, were 5 participants (3.9%), while 2 par-
ticipants (1.6%) assessed their security at level 1, implying that they were 
concerned about the security of online banking services. 
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7. What cybersecurity measures does your organization currently employ?
129 responses

Fig. 12. Confidence in Azerbaijan’s legal framework to protect against cyber threats
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What emerges from this data is that although most users in Azer-
baijan feel safe with online banking facilities, there is still a signifi-
cantly large group with a moderate or guarded approach, in addition to 
a smaller group that recognizes a great deal of risk. This points towards 
the importance of improved focus on security, transparency, as well as 
educating users on proper online banking practices.

Fig. 14 illustrates implementation of multi-factor authentication for 
online transactions by banks.

9. Has your bank implemented multi-factor 
authentication for online transactions?

129 responses 

76.00%

15.50%

8.50%

Yes

No

Not sure

Fig. 14. Implementation of multi-factor authentication for online 

transactions by banks

From the results, it is evident that the majority of the respondents’ 
banks use multi-factor authentication (MFA) for online transactions. A 
total of 98 (76%) of the participants’ banks use MFA, thus exhibiting high 
levels of concern for the improvement of the safety measures of online 
banking services. However, the remaining 20 (15.5%) of the respondents 
claimed that their banks do not use MFA, thus demonstrating that some 
banking services still use conventional ways of securing online transac-
tions. Moreover, a further 11 (8.5%) participants were unsure whether 
their bank utilizes MFA. Such a situation may indicate a deficiency in the 
bank’s communications with regard to their security arrangements as well 
as a deficiency in the users’ knowledge of the procedure. Indeed, the other 
positive note with regard to Azerbaijan’s banking system is their extensive 
use of multi-factor authentication. However, the fact that there were some 
banks that do not use MFA, as well as some users being unsure of MFA 
usage, may indicate some weaknesses within the system. 

Fig. 15 presents experience of fraudulent banking activities in the 
past year.

From the survey, there is evidence that 52 (40.3%) of the respon-
dents experienced fraudulent banking practices within the previous 
year. However, 67 (51.9%) of the respondents did not experience any 
fraudulent banking practices. This shows that most organizations as 
well as individuals did not fall prey to banking fraud. However, the 
proximity of this figure to the other group shows that the banking in-

dustry still poses some dangers. Finally, 10 (7.8%) of the respondents 
were not sure whether they experienced fraudulent banking practices. 
The statistics show that there is a remarkable frequency of fraudulent 
banking practices, thus underlining the importance of proper security 
controls. Although more than half of the respondents did not fall prey 
to fraud, the fact that fraud did occur in such a high percentage of in-
stances underlines the importance of fraud detection, fraud prevention, 
as well as educating users on fraud practices.

10. Have you or your organization experienced any 
fraudulent banking activities in the past year? 

129 responses 

40.30%

51.90%

7.80%

Yes

No

Not sure

Fig. 15. Experience of fraudulent banking activities in the past year

Fig.  16 presents frequency of bank notifications on potential cy-
bersecurity threats.

11. How often does your bank notify you of potential 
cybersecurity threats or provide security advice?

129 responses 

13.2%

23.3%

35.7%

18.6%

9.3%
Always

Often

Sometimes

Rarely

Never

Fig. 16. Frequency of bank notifications on potential  

cybersecurity threats

The statistics indicate that some banks communicate with their 
clients more often than others through security warnings. A total of 
46 participants (35.7 percent) reported that their banks often offer some 
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8. How secure do you feel using online banking services in Azerbaijan?
129 responses 

Fig. 13. User perception of security when using online banking services in Azerbaijan
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form of security warnings, though this is a moderate rate. On the other 
hand, 30 participants (23.3 percent) reported that their banks often 
communicate with them through warnings, with a further 17 (13.2 per-
cent) reporting that their banks always do so. However, some banks 
rarely communicate with their clients, with 24 participants (18.6 per-
cent) reporting this, while others do not communicate with them, with 
12 (9.3 percent) reporting this. Although many banking institutions in 
Azerbaijan might offer occasional or periodic updates concerning cyber 
threats, there still remain a number of bank clients who do not often, 
if ever, hear such updates. Such a fact, however, represents a room for 
improvement with regard to the communications policy, thus allowing 
banking institutions to increase their clients’ confidence in internet 
security practices.

Fig. 17 illustrates areas needing the most improvement in cyberse-
curity practices in Azerbaijan.

12. In your opinion, what areas need the most 
improvement in cybersecurity practices in Azerbaijan? 

129 responses 

41.10%

18.60%

30.20%

10.10%

Public awereness and 
education

Stronger legal 
framework and 
enforcement

Improved infrastructure 
and technology

Better collaboration 
between public and 
private sectors

Fig. 17. Areas needing the most improvement in cybersecurity  

practices in Azerbaijan

However, the results of this survey show that public awareness 
as well as education stands out as the most pressing issues within the 
realm of cybersecurity that Azerbaijan must address. This was re-
flected in the views of 53 participants (41.1 percent) who considered 
this as their most urgent concern. This reflects the fact that a proper 
education campaign is necessary in order for people to be aware of 
cyber issues. Improving infrastructure, technology, addressing cyber 
issues through improved technology, was considered as the second 

most urgent concern, with 39 participants (30.2 percent). Enhanced 
legal frameworks and enforcement were recommended by 24 partici-
pants (18.6%). This reflects that although some legislation is being 
done, more powerful laws with strong enforcement measures would 
prevent cybercrimes as well as increase the resilience of the coun-
try’s cyber defenses. Collaboration between the public and private 
sectors was recommended by 13 participants (10.1%). This reflects 
that if public-private partnerships work effectively, more cohesive 
cyber defense strategies will be realized. Indeed, the above results 
specify that there is a strong consensus on raising public awareness, 
as well as educating public users, on cyber security within Azer-
baijan. However, technological advancement, changes in laws, as  
well as enhanced public-private partnerships, are some of the key 
elements that must be involved in the development of a strong cy-
bersecurity system.

Based on the survey, some additional analyses were carried out 
with the purpose of better understanding the topic of cyber-security 
in Azerbaijan.

First , correlation analysis is carried out between awareness of 
cyber issues and cyber events. This helps in determining if there is 
any correlation within which organizations that demonstrate higher 
levels of cyber security awareness experience fewer key cyber events. 
The correlation value between cybersecurity awareness and incident 
occurrences is −0.33 with a value of 0.0001. There is a negative cor-
relation of –0.33, showing that as levels of awareness increase, the 
number of incidents decreases. As organizational awareness rises, 
the chances of occurrence as well as its consequences will reduce. 
However, with a "p" value of 0.0001, this correlation is statistically 
significant , as the likelihood of this correlation being random is 
highly unlikely (Fig. 18).

The scatter plot in Fig. 18 visualizes the correlation between cyber-
security awareness levels and incident severity. The regression line in-
dicates a negative relationship, where higher awareness levels (moving 
from Low to High on the x-axis) are associated with fewer or less severe 
incidents (moving from Major to None on the y-axis). Low awareness 
organizations are clustered towards higher incident severity, including 
major and minor incidents. With increasing awareness that reaches 
moderate and high levels, events transition towards less severe events, 
with many organizations facing either shallow events or no events. This 
corresponds with the finding that a strong positive association between 
cybersecurity awareness measures and low-level cybersecurity incident 
occurrence.
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Then correlation analysis has been implemented for link between 
training frequency and security incidents. The Spearman correla-
tion value for the frequency of cybersecurity training and the occur-
rence of cybersecurity incidents is –0.29 with a "p" value of 0.00087. 
A negative correlation value of –0.29 shows that with more frequent 
cybersecurity trainings, fewer or less severe cybersecurity incidents 
occur. With more frequent trainings (from "Never" to "Quarterly"), the 
likelihood/severity of cybersecurity incidents reduces. The p-value 
of 0.00087 suggests that this correlation is statistically significant, 
meaning there is a strong likelihood that the observed relationship is 
not due to random chance. So, organizations that provide regular cy-
bersecurity training experience fewer and less severe incidents. This 
underscores the importance of consistent employee training programs 
in strengthening organizational defenses against cyber threats.

Lastly, correlation between MFA implementation and fraud pre-
vention gas been carried out. The Spearman correlation coefficient 
between MFA implementation and fraud prevention is 0.3446, with 
a p-value of 0.000064. There is a positive correlation value (0.3446) that 
shows that as the implementation level of MFA (multi-factor authenti-
cation) increases, the instances of fraudulent banking activity reduce. 
This establishes that MFA is a powerful tool that protects against fraud. 
However, there is a low probability value (0.000064) that shows that 
this correlation can happen as a result of random chance, as the value is 
statistically significant. This strengthens the confidence in the conclu-
sion that MFA plays a mandatory role in mitigating fraud.

In the next stage of analysis, risk assessment mapping has been 
formulated using survey results. Fig .  19 illustrates heatmap visu-
ally representing the risk assessment mapping for cybersecurity in 
Azerbaijan.

High likelihood/high impact risks (3.3), such as data breach, cyber 
security training, and banking fraud, are shown in the darkest shades of 
red, which indicate that they are critical. Medium risks, such as DDoS 
attack, unimplemented MFA, as well as gaps in public awareness, ap-
pear in the lighter shades of red, as they may be considered important 
but not as urgent. Lower likelihood risks, such as insider threats, may 
still inflict high impact on the heatmap, depicting that such events may 
inflict severe harm even if they happen with low likelihood.

3.2. Discussion
The survey found that Azerbaijan’s awareness of cybersecurity is 

average: 55% of organizations have an average level, 27.1% have a high 
level, and 17.8% have a low level (Fig.  6). 53.5% of businesses don’t 

train their workers on cybersecurity, and only 8.5% do so every three 
months (Fig. 8).

When it comes to safety, 85% of people check their security regu-
larly, and 74% use antivirus software. But the answers show that only 
76% of banks use multi-factor authentication and only 10% of organiza-
tions focus on training their workers (Fig. 9).

40.3% of the people who answered said they had seen fake banking 
activity in the last year. This is surprising because 76% of people use 
multi-factor authentication (MFA), which means that social engineer-
ing is a problem and users don’t know how to use it (Fig. 15).

Statistical analysis demonstrated significant correlations between:
–	 level of knowledge and number of incidents: r = –0.33, p = 
= 0.0001;
–	 frequency of training and number of incidents: r = –0.29, p = 
= 0.00087;
–	 implementation of MFA and fraud reduction: r = +0.3446, p = 
= 0.000064.
Fig. 19 is a risk heat map that shows three big risks: data breaches, 

not getting enough training, and making fake transactions. These are 
likely to happen and have a big impact.

Practical value. The results have a direct impact on practice: The 
State Department of Special Communications and Information Secu-
rity of Azerbaijan says that national awareness campaigns and man-
datory certification of state officials should be at the top of the list of 
things to do; They confirm that banks need to use mandatory MFA and 
One-Time Password (OTP tokens and do regular simulated fraud tests, 
which can cut down on fraud by 30–40% based on correlation data. You 
can quickly see how safe your computer is and choose what to do first 
(training and setting up MFA).

Research restrictions:
1.	 The sample of 129 people doesn’t include everyone because 

there aren’t enough people from the country.
2.	 You might think you can do more than you really can when you 

look at yourself.
3.	 This research is based on what will happen in January 2025. The 

threat landscape is changing quickly, so it needs to be updated a lot.
Prospects for further research. Conduct another survey in 2027–2028  

to assess changes. Make sure that people from different areas are in-
cluded in the sample of 400 people. Check out the results and see how 
they stack up against the results from the field studies in Georgia and 
Armenia. It is also possible to look into how AI-based security systems 
affect people’s trust in digital systems.
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Fig. 19. Cybersecurity risk assessment mapping in Azerbaijan
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4. Conclusions

1.	 A theoretical analysis of "cybersecurity" and "digital trust", as 
well as their interrelations, posits that cybersecurity is fundamental to 
the concept of digital trust. People’s views on the safety, morality, and 
dependability of digital services are directly influenced by security 
measures that people can trust, such as regular staff training and the 
widespread use of multi-factor authentication. Cybersecurity is also 
very important because new tools and services can make people less 
trusting of the internet.

2.	 A survey of people from different fields in Azerbaijan found that 
these groups were only somewhat aware of cyber security; 55% of those 
who answered said this was the case. Moderately, 17.8% Low; par-
ticipants also said that employee training is not common at all – 53.5% 
of organizations do not do it. The survey also showed that the people 
who answered it didn’t trust digital technology very much. Only 5.4% 
of users rated their online banking security a perfect 5 out of 5, while 
64.3% rated it a 4 out of 5, which is average.

3.	 A statistical analysis of the survey results found several re-
lationships that were statistically significant. For instance, the level 
of awareness of an issue and how often/seriously it happened had 
a negative Spearman correlation value of (–0.33) and a p-value of 
(< 0.0001); the frequency of training received for an issue and how 
often/seriously it happened also had a negative Spearman correlation 
value (–0.29) and p-value (< 0.00087); and the degree of multifactor 
authentication (MFA) implementation and the reduction in fraudu-
lent banking transactions had a positive Spearman correlation value 
(+0.3446) and p-value (<  0.000064). The actions taken to address 
Azerbaijan’s rapidly digitalizing economy have been very effective, as 
the results demonstrate.

4.	 Based on the data that was gathered, a list of prioritized practical 
suggestions was made. These included mandatory quarterly cybersecu-
rity training for employees in the state and banking sectors, moving all 
financial transactions to multi-factor authentication that uses hardware 
or biometric components, annual independent audits, and large national 
campaigns to raise public awareness. If everyone follows these steps all the 
time, fake transactions should go down by at least 35–40%, and people 
and businesses should trust the internet much more in 2–3 years.
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