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ENSURING THE ENTERPRISE 

FUNCTIONING UNDER 

CONDITIONS OF UNCERTAINTY: 

PARAMETRIC ASSESSMENT

The study substantiates the importance of enterprise awareness of its environment for making managerial decisions under condi-
tions of  uncertainty. The object of  the study is  information and its asymmetry in  the enterprise awareness of  its environment when 
making decisions under conditions of uncertainty. Making management decisions in conditions of uncertainty requires a high-quality 
information base, which necessitates the need to improve approaches to assessing the impact of challenges on the enterprise functioning. 
The SPOD  (Strengths, Problems, Opportunities, Definite) matrix is  used to  analyze enterprise challenges. It  is emphasized that the 
classical SPOD matrix has a static nature and does not account for informational influences; therefore, it is proposed to extend it with 
a component U (Uncertainty) to reflect the dynamics of uncertainty. The entropic nature of economic processes is identified, revealing 
that increasing entropy reduces the resilience of  economic systems and necessitates adaptive management. The proposed approach, 
based on  the entropic measurement of  uncertainty, enables a  quantitative assessment of  the degree of  unpredictability of  challenges. 
The variability of the enterprise environment under uncertainty imposes certain limitations on the applicability of the research results, 
particularly those related to the integration of non-formalized factors – socio-psychological, reputational, communicative – which are 
difficult to represent quantitatively. Ensuring the relevance of data is required to prevent overloading the matrix with excessive variables. 
The combining the SPOD/U method with an entropic assessment establishes a methodological foundation for evaluating environmental 
uncertainty of enterprise functioning. The research findings are particularly relevant for enterprises operating in the field of electronic 
communications.

Keywords: information asymmetry, entropy, risk analysis, security, SPOD/U matrix, parametric uncertainty assessment, electronic 
communications.

Оlena Vynogradova, 

Svitlana Lehominova, 

Tetiana Kapeliushna, 

Alona Goloborodko

1. Introduction

The vast majority of scientific research in conditions of uncertainty 
is devoted to security issues, since its provision contributes to the for-
mation of  a reliable basis for the sustainable functioning and devel-
opment of  economic entities. Adverse conditions for the enterprise 
functioning, caused by: martial law, inflationary processes, damage 
to agro-industrial complexes, damage to energy facilities, cyberattacks 
on  critical infrastructure facilities, lead to  an increase in  threats and 
a violation of stability and, accordingly, a deterioration in the security 
of the enterprise. The issue of awareness of the environment, external 
and internal influences with a simultaneous increase in threats, which, 
when combined together, synergistically increase uncertainty, is acute. 
Therefore, solving the problems of informational influences, bias from 
the perception of  the desired for the real, world perception from the 
angle of objectivity and cognitive processing of information is relevant 
and requires research.

The information field in which an enterprise operates can be con-
sidered a component of the economic security of an enterprise, since 
information is an economic resource and its further development, and 
most importantly, the correctness of decision-making, depends on the 
awareness of organizations about the environment, world trends, chal-

lenges. Cybernetics is the science of management in systems of various 
natures and flows of  information related to  management [1], which 
directly indicates the connection of the information component with 
decision-making based on  it. The cybernetic direction continues 
to develop in conditions of increasing turbulence in the environment 
and not in vain, since information is a measure of uncertainty in  the 
message during its transmission [2, 3], and today enterprises operate 
in conditions of asymmetric awareness of  the environment. The role 
of information is increasing, since the media can shape perception and 
influence behavior, which makes them a powerful tool in political and 
military conflicts [4]. The works of  scientists devoted to  cybernetics 
are relevant, especially in terms of how digital media, propaganda and 
cyberstrategies influence modern war and geopolitical struggle, as well 
as the process of its course, the reaction of society.

Excess or lack of information regarding the conditions of the enter-
prise functioning leads to the adoption of ineffective decisions by busi-
ness partners and, accordingly, the deharmonization of their interests, 
which is negatively reflected in the results of the enterprise activities. 
Issues related to eliminating the imbalance in awareness (“information 
asymmetry” [5]) of  stakeholders for their effective decision-making 
to  ensure the enterprise functioning in  conditions of  uncertainty re-
main relevant for resolution.
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In  [6], information asymmetry is  considered from the following 
perspectives:

1) adverse selection (one of the parties is more informed about the 
transaction);

2) moral hazard (change in  behavior of  one of  the parties after 
concluding the transaction, which accepts hidden risks, since the other 
party covers the costs);

3) signaling and screening (the informed party sends information, 
the uninformed party checks);

4) the role for micro and macroeconomics, namely:
– information asymmetry causes market gaps, in particular, a nega-
tive perception of quality goods and a decrease in consumer confi-
dence;
–  in  the labor market, information asymmetry makes it  difficult 
to identify the level of qualification of employees, which leads to an 
imbalance between wages and productivity;
– state regulation is manifested through regulatory acts aimed at the 
disclosure of financial information and the protection of consumer 
rights;
– economic security depends on transparency, trust and fair compe-
tition, which are significantly affected by information asymmetry;
– concealment of financial risks undermines corporate and finan-
cial stability, creating a threat of crisis phenomena and imbalances;
– in the field of cybersecurity, the level of openness of information 
about cyber risks and compliance with data protection standards 
is important;
– at the national and global levels, distortion or manipulation of in-
formation can cause sanctions pressure or increased protectionism, 
rhetoric of distortion.
The listed aspects of the theory indicate the impact of information 

on  economic processes, information asymmetry leads to  economic 
costs or benefits, sometimes unfair if the information is presented in a 
form that is beneficial to the enterprise.

Among other theories related to information, “information theory” 
is noted, in which “entropy” is the main category. This concept was first 
mentioned in thermodynamics, but later it was found out that the law 
of entropy is important for the economic process. Thus, in the scientific 
work [7], it is noted that the first thorough attempts to reveal the similar-
ity in thermodynamic equations and equations of economic models are 
mentioned as early as 1941. In the work [8], attention is focused on the 
need to take into account entropy in  information theory. The author 
believes that entropy is studied in thermodynamics and should be taken 
into account in information theory, since both are inherent losses: the 
first – energy, the second – data during their transmission, which one 
cannot but agree with.

In the paper [9] it is stated that the application of the concept of en-
tropy in  macroeconomics is  possible in  the part of  research on  the 
production function, and in microeconomics – in the part of research 
on consumer behavior, which includes, in addition to production, direct 
consumption of goods and services.

Entropy is  defined as  the degree of  disorder at  a certain point 
in time for any system, and for a closed system, entropy is constantly 
increasing, which leads to destruction. Similarly, entropy is  inherent 
in  business, its ignoring and inaction lead to  business inefficiency, 
which will eventually cause its closure [10]. It  is difficult to  disagree 
with this opinion, since in uncertain conditions the degree of unpre-
dictability and complexity of taking into account changes and factors 
is very high.

A number of scientists have found that economic systems are dissi-
pative structures (open systems in which an increase in “entropy” is ob-
served are called “dissipative”). The solution to the problem of entropy 
growth in dissipative systems and its negative impact on development 
is seen in the exchange of energy and information with other levels [11], 
which indicates the importance of environmental awareness.

Quite often, enterprises are described as complexly organized dis-
sipative production and economic systems that function in uncertain 
conditions of  the exogenous environment, with their inherent open-
ness, nonlinearity, and disequilibrium [12].

As a result of the analysis of scientific works devoted to informa-
tion, its role and significance in the economy, it is possible to conclude 
that there is a connection between the law of entropy and the economic 
process, and environmental awareness plays an important role in enter-
prise management. Since the issues of taking into account information 
asymmetry and assessing the impact of  challenges on  the enterprise 
functioning when making decisions on enterprise security management 
under conditions of uncertainty remain unresolved, the need to study 
this issue is becoming more urgent.

That is why the object of research is information, its asymmetry and 
the problem of disparities in the awareness of the enterprise about the 
environment when making decisions under conditions of uncertainty.

The aim of research is to substantiate the need to take into account 
entropy when making decisions on  ensuring the security of  an en-
terprise in  conditions of  current uncertainty, which is  characterized 
by asymmetry and insufficiency of information about the environment.

To achieve the aim, the following tasks were set:
– to consider information theories and determine their role in deci-
sion-making under conditions of uncertainty;
–  to  analyze the security environment of  the enterprise function-
ing (taking into account the complexity of its implementation under 
conditions of uncertainty) and summarize the results;
– to identify the main challenges to the enterprise functioning under 
conditions of uncertainty and assess the likelihood of  their occur-
rence;
–  to  conduct a  parametric assessment of  the impact of  challenges 
on the enterprise functioning using the entropy indicator.

2. Materials and Methods

The theoretical basis of research is the scientific achievements 
of scientists who studied the issues of information asymmetry, deter-
mined the importance of awareness of the conditions of the enterprise 
functioning when making decisions.

Analysis of the environment,  under the conditions of current 
 uncertainty, is proposed to be carried out using the matrix method – 
SPOD (Strengths, Problems, Opportunities, Definiteness) with the 
addition of the Uncertainties component, which will allow generalizing 
the results obtained and building plausible scenarios for the future 
conditions of the enterprise functioning. The main goal of the analysis 
(the first step in building the matrix) is to identify and structure internal 
strengths (Strengths, S), internal problems (Problems, P), external op-
portunities (O), external definiteness (Definiteness, D), as well as an 
additionally introduced component – external uncertainty (Uncertain-
ties, U). In the second step, the factors are directly categorized (S, P, O, 
D or U) into a matrix with a short formulation-explanation. Next, the 
impact of factors is assessed by their intensity, probability and criticality 
according to the formed probability scale (scale 1–5) and the strength 
of the impact (intensity-impact: 1–5). The final stage is the determina-
tion of integral indicators (integral weighting ) and ranking to identify 
the most influential factors. The analysis was performed using the Py-
thon software product (version 3.10) to implement automatic rank-
ing and Bayesian refinement of probabilities; Excel (Google Sheets) – 
to create a structured SPOD/U matrix and calculate I, p, Ip, ranking. 
Also, to assess the impact of challenges (uncertainties) on the enterprise 
functioning, it is proposed to conduct their parametric assessment us-
ing the entropy indicator. Using the historical modeling method, the 
probabilities of risks for enterprises in the electronic communications 
sector were determined (based on historical data, as suming the pres-
ervation of similar patterns in future periods).
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3. Results and Discussion

The development of information and communication technologies, 
communication and negotiations using electronic means of communica-
tion, the emergence of new data transmission technologies, digitalization 
of  services, increase the importance of  information in  the enterprise 
functioning and the life of society. However, the frequency of data trans-
mission, its processing and presentation in  the form of reports, docu-
ments, articles often leads to a violation of its integrity, the preservation 
of the original meanings. The information theory is a key aspect of un-
derstanding how information is measured and transmitted. The theory 
focuses on entropy, which measures the amount of uncertainty or dis-
order in the system. In the context of information theory, entropy can 
be interpreted as a measure of the informativeness of the message: the 
more uncertain or diverse the information is, the higher the entropy. The 
connection between entropy and information is fundamental, since the 
amount of information obtained from a certain event can be measured 
by the extent to which this event reduces uncertainty. Also, information 
cannot be  received, transmitted or  accepted without spending a  cer-
tain amount of free energy, which emphasizes the physical limitations 
on information processing. Ultimately, information seems to “degrade” 
(information is  subject to  deformations, changes, asymmetry, which 
in  thermodynamics is  associated with the loss or  direct deformation 
of  energy), which is  explained by  the loss of  accuracy and semantic 
completeness as a result of transmission and processing.

The conditions for the enterprise functioning, as already noted, are 
characterized by uncertainty, the lack of information about the develop-
ment of future events directs research to the search for solutions to the 
problem of  low predictability of  the development and results of  the 
activities of business entities.

In  modern economics, the concept of  equilibrium and aware-
ness of  the environment is  refuted, since the theory of  equilibrium 
of economic systems has undergone changes. New theories are being 
developed based on information asymmetry, when in the market en-
vironment one of the parties (stakeholder) is more informed than the 
other. In  [13], such informational disparities are considered another 
dimension of  the quality of  the modern non-equilibrium economy.

The impact of information on economic markets is explored in the 
scientific work [14], which reveals key aspects of the role of  informa-
tion in economic processes and explains why information asymmetry 
can lead to market failures (when one party to a transaction has more 
or better information than the other and makes decisions faster).

Information theory is a branch of mathematical theory that studies 
the quantitative aspects of  information, methods of  its transmission, 
processing and storage. Given the volume and speed of  information 
dissemination in cyberspace, the theory plays an important role, as it 
encompasses the concepts of  entropy, which measures the amount 
of uncertainty in the system, and channel capacity, which determines 
the maximum speed of information transmission through a communi-
cation channel without loss [15].

The consequences of  the challenges that enterprises are currently 
facing due to  the war in  Ukraine are difficult to  predict. In  addition, 
there are no  approaches to  their assessment that would take into ac-
count the asymmetry of awareness about them. Therefore, it  is advis-
able to conduct an analysis of the security environment of an enterprise 
using a  matrix method, namely the SPOD matrix of  strengths, prob-
lems, opportunities (S – strengths, P – problems, O – opportunities, 
D –  definiteness (opportunities)). The SPOD matrix in the study acts 
as a strategic tool used to analyze and understand the endogenous and 
exogenous environment of the enterprise and outline the general char-
acteristics of challenges. The results of the matrix analysis should be used 
to generalize the results obtained and the opportunity of building future 
plausible scenarios regarding the further operating conditions of enter-
prises. To take into account the instability of the operating conditions 

of enterprises, it is proposed to supplement the SPOD matrix with the 
component U (Uncertainties), which will allow taking into account the 
impact of challenges in a dynamic environment.

The empirical basis of  the study was formed on  the basis of  data 
from three leading providers of  electronic communication services 
in Ukraine – PrJSC “Kyivstar”, PrJSC “VF Vodafone” and LLC “Lifecell”. 
According to the incident log reports and the results of  internal audits 
of the studied enterprises, as well as official reports of the regulator NCEC 
(National Commission for State Regulation in the Spheres of Electronic 
Communications, Radio Frequency Spectrum and Postal Services), sta-
tistical reporting of CERT-UA [16–21], the identified factors were clas-
sified according to the SPOD/U categories and a matrix with analytical 
explanations of the content of each factor was formed (Table 1).

Based on  the research results of  the analysis of  the constructed 
matrix of  strengths, problems, opportunities and definiteness/uncer-
tainty (SPOD/U) of  the enterprise functioning providing electronic 
communication services, it was concluded that the stability and quality 
of  service provision is  maintained in  regions that are geographically 
remote from the combat zone. The client base is stable (characterized 
by low churn) due to the long-term use of established services by con-
sumers of a particular operator. In addition, high-quality communica-
tion is provided by three main providers of electronic communication 
services (PrJSC “Kyivstar”, PrJSC “VF Vodafone”, LLC “Lifecell”), which 
restrains the transition of consumers to competitors, so these compa-
nies continue to  receive a  steady increase in  income from services.

Intellectual capital is listed as highly qualified, capable of working 
in the field of innovation and digitalization changes. It should be noted 
the strengthening of  strategic partnerships with international orga-
nizations and telecommunications groups, which helps to  accelerate 
integration and opens access to technologies and resources.

Among the exogenous problems, the following are distinguished: in-
creasing costs for infrastructure maintenance, especially in combat zones; 
difficulties in accessing networks and their maintenance in the territories 
affected by the armed war of the Russian Federation against Ukraine and 
occupied; the difficulty of ensuring reliable network operation due to the 
proximity of  certain territories to  zones of  active combat operations.

Exogenous opportunities are: the identification of  an initiative 
to invest in the ICT sector with the aim of its restoration and strength-
ening by international partner countries and organizations; the growing 
need to  stay connected for monitoring events and communication, 
online work and training; the potential for the introduction of  new 
technologies in order to modernize and expand the range of services; 
promoting innovative development and restoration of infrastructure for 
the development of ICT areas at the institutional level.

Among the exogenous dangers, the following are distinguished: the 
duration of the conflict, the increase in inflation, currency fluctuations 
and economic instability, as a result, a decrease in the purchasing power 
of service consumers; uncertainty of the regulatory environment, which 
significantly affects investment and the development of strategic plans; 
high geopolitical tension and obstacles to  financing from supporters 
of  the country waging an  armed war against Ukraine; uncertainty 
of strategic considerations regarding the development of the ICT sec-
tor in the near future.

After conducting a qualitative assessment of the factors influencing 
the enterprises of electronic communications services, the study focused 
on  the quantitative assessment of  the results – an  integral assessment 
of the impact indicators and the ranking of environmental factors based 
on the results of the SPOD/U analysis. After structuring the factors into 
the SPOD/U matrix, an integral assessment of their impact was carried 
out. At this stage, complex (integral) indicators were calculated for each 
factor, which took into account the combination of previously assigned 
points for the intensity of the impact and the probability of manifesta-
tion, which allowed moving from a qualitative description of environ-
mental factors to a quantitative assessment of their significance.
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Integral weighting was performed by calculating a generalized influ-
ence index, which reflected the relative contribution of each factor to the 
overall configuration of the operating conditions of enterprises. Com-

parison of the obtained values allowed to rank the factors and identify 
those that have the greatest weight for enterprises in the electronic com-
munications sector under conditions of uncertainty (Table 2).

Table 1

Strengths, Problems, Opportunities and Definiteness/Uncertainty Matrix (SPOD/U)

Indicator Endogenous capabilities Endogenous problems Exogenous opportunities Exogenous hazards

Strengths (S)

Diffuse infrastructure and network 

coverage, relocation of some equip-

ment and facilities to safer regions. 

Stable customer base. Qualified 

personnel. Strategic partnership 

and close relationships with com-

munication service providers in EU 

countries, single roaming

Destroyed and damaged 

infrastructure in war zones. 

Increased operating costs due 

to the reconstruction of dam-

aged infrastructure. Costs for 

security measures. Increased 

risk to job security

Grants and assistance from for-

eign partners. Growing demand 

for roaming communication 

services, increasing data transfer 

volumes. Modernization and use 

of new technologies

Uncertainty of operating condi-

tions due to loss of predictability 

of the duration of martial law. 

Economic instability. Regulatory 

uncertainty. Decrease in invest-

ment attractiveness

Problems (P)

High maintenance costs. Difficult 

access to equipment to electronic 

communications networks in combat 

zones. High probability of denial 

of service due to loss of network 

reliability. Reduced bandwidth due 

to network overload

Disruptions in service 

provision as a result of power 

outages. Reduced consumer 

solvency. Threats to informa-

tion and cybersecurity due 

to the hybrid war waged by the 

aggressor for 10 years. Outflow 

of highly qualified specialists

Promotion and stimulation 

by the state of infrastructure 

restoration. Developing markets 

in rural areas. Digital infrastruc-

ture development programs and 

transformation processes aimed 

at building a digital state

Geopolitical risks. Market com-

petition. Disruption of supply 

chains

Opportuni-

ties (O)

Potential for innovation and restora-

tion of modern infrastructure. Expan-

sion into new, underserved markets. 

Cooperation with global technology 

companies

Slow pace of reconstruction. 

Uncertainty of the investment 

climate. Complex regulatory 

environment

Deployment of 5G technology. 

Advanced digital services for 

remote work and education. 

Development of e-commerce, 

e-services, e-hryvnia, fintech

Prolongation of the conflict, 

aimed at depleting the economy, 

slowing down the development 

of the tertiary sector. Market 

fragmentation due to regional 

characteristics, differences. Con-

sumers' revision of the basket 

of needs due to reduced incomes

Definiteness 

(D)/Uncer-

tainties (U)

Available knowledge and intellectual 

potential for rapid recovery and 

stabilization of the market. Resilience 

and resilience to adverse circumstanc-

es. State support for the development 

of the ICT sector

Destruction of infrastructure 

Economic downturn affecting 

revenues. Increased competi-

tion from global players

International cooperation 

on the restoration of the 

ICT sector. Interest in ICT 

education. Potential growth 

in demand for communication 

services to ensure the educa-

tional process and remote work

Prolonged regulatory uncer-

tainty. Escalation of the conflict. 

Potential nationalization or strict 

state control

Table 2

Integral indicators of influence and ranking of environmental factors according to the results of SPOD/U-analysis

S, P,

O, D/U

Endo-, exogenous opportunities, 

problems, threats, Uncertainties

Inten-

sity (I)

Probabi

lity (p)

Intensity – proba

bility (Ip), (I ⋅ p)

Weight (ω) 

(I ⋅ p/ΣI ⋅ p)

Weighted 

index (ω In) 

(ΣI  ⋅ p ⋅ ω)

Aggregate weighted scores 

(Rω In) (Σω In by individual 

impact (S, P, O, D/U))

S Endogenous opportunities 4 0.8 3.2 0.4211 1.348

2.292

S Endogenous problems 3 0.2 0.6 0.0789 0.047

S Exogenous opportunities 4 0.6 2.4 0.3158 0.758

S Exogenous threats 3 0.3 0.9 0.1184 0.107

S Exogenous uncertainties 2 0.25 0.5 0.0658 0.033

P Endogenous opportunities 2 0.2 0.4 0.0396 0.016

2.659

P Endogenous problems 5 0.7 3.5 0.3465 1.213

P Exogenous opportunities 3 0.4 1.2 0.1188 0.143

P Exogenous threats 5 0.6 3.0 0.297 0.891

P Exogenous uncertainties 4 0.5 2.0 0.198 0.396

O Endogenous opportunities 3 0.6 1.8 0.2609 0.470

2.398

O Endogenous problems 2 0.15 0.3 0.0435 0.013

O Exogenous opportunities 5 0.7 3.5 0.5072 1.775

O Exogenous problems 2 0.2 0.4 0.058 0.023

O Exogenous uncertainties 3 0.3 0.9 0.1304 0.117

D Endogenous opportunities 2 0.4 0.8 0.2909 0.233

1.088

D Endogenous problems 1 0.05 0.1 0.0182 0.001

D Exogenous opportunities 3 0.5 1.5 0.5455 0.818

D Exogenous threats 2 0.15 0.3 0.1091 0.033

D Exogenous uncertainties 1 0.1 0.1 0.0364 0.004
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According to the results of the analysis, high intensity (I) with moder-
ate probability (p) was assigned to the factors: extensive infrastructure, 
client base, qualified personnel, which are considered strengths (S) for 
the studied enterprises. It  was noted that the average intensity I  with 
increasing p  is inherent in  the stabilization of  the regulatory environ-
ment, which creates opportunities for the enterprise (O): international 
support programs, digitalization, development of 5G technologies. Stable 
factors (D) are: regulatory regulation, contracts (have low p and low Ip) – 
important for strategic planning.

Problems (P) reflect existing operational and technical threats to 
the enterprise functioning: high maintenance costs, outdated equip-
ment, vulnerabilities to energy outages (factors with high Ip when mod-
eling outage scenarios (U)).

U  (uncertainties) were studied: military actions, power outages, 
potential increase in cyberattacks, which were noted to have high prob-
abilities of implementation in stress scenarios and a large impact on the 
Ip of all internal components.

Therefore, problems (P) form the largest total contribution to the 
risk profile, so it is necessary to first solve technical malfunctions and 
modernize the material base in order to prevent high probabilities of 
operational failures, vulnerability to external threats (should be taken 
into account when modeling scenarios in further studies). Opportuni-
ties are the second most important group (they can be activated as part 
of a risk mitigation strategy). Strengths are the most important resour
ces, but they should be converted into practical measures to reduce p. 
Definiteness (D) is  the stable factor that should be  considered when 
planning.

Analysis of the strengths currently characteristic of enterprises sup-
plying electronic communication networks allows to  determine the 
prospects for solving the above problems as follows:

– strengthening strategic partnerships to accelerate the moderniza-
tion and development of the ICT sector;
– attracting highly qualified specialists to implement the latest innova-
tive solutions to ensure the reliability and operational efficiency of the 
network;
– cooperation with international humanitarian organizations and 
investors, fundraising platforms to ensure financing for restoration 
work;
– monitoring the potential for entering new markets in regions with 
an underdeveloped communication network;
– investing in 5G and digital services to meet the growing demand 
for high-speed Internet and digital communications;
– developing forward-looking and predictive plans for emergencies;
– investing in the security of information assets, in cybersecurity to 
protect against the growing number of cyber threats;
– flexibility of development plans and strategies to adapt to uncer-
tain conditions, a changing regulatory environment due to integra-
tion into the European space;
– active cooperation with state and international organizations, in-
stitutions to solve economic and regulatory problems;
– systematic and permanent analysis of factors influencing the en-
terprise functioning providing electronic communications networks 
and services to overcome current uncertainty and build flexible de-
velopment strategies, as well as rapid recovery and growth.
The challenges under which enterprises operate cause unpredict-

ability and low predictability of  events, therefore traditional methods 
of assessing the impact of the environment on the enterprise are inef-
fective. It  is assumed that the approach to assessing uncertainty based 
on taking into account entropy, which allows measuring the uncertainty 
that is formed under today’s uncertain business conditions of business 
entities, is appropriate for use.

As  has already been found out, the concept of  “entropy” is  most 
often used in thermodynamics, as well as information theory, however, 
it has also found application in economic science to measure the un-

certainty, diversity and complexity of the conditions in which business 
entities are. Therefore, in economics, entropy is most often used to ana-
lyze the unpredictability of the system, market or economic parameters, 
it is proposed to conduct a parametric assessment of the impact of chal-
lenges on enterprises using this indicator [22].

Using the approach based on entropy allows to obtain results with 
a  two-dimensional distribution, to  study a  rectangular geometric re-
gion [23]. The obtained values, determined using the proposed distri
bution, are in good agreement with the experimentally measured values 
of the dynamics of various modifications for the propagation of entropy. 
Shannon entropy takes into account a continuous number of random 
variables, it is also possible to calculate the average entropy (AE), which 
summarizes the continuous and discrete impact of calls [24–26]. En-
tropy is additive, positive and equals zero only in the case of a uniform 
distribution.

It is important that when determining entropy, it is assumed to take 
into account the relationship with information, that is, data obtained 
from the environment, it  is possible to  graphically represent entropy 
in  the segmentation of  the efficiency image, having previously deter-
mined it by the formula

( ) ( )
=

= −∑ 2
1

H X log ( ),
n

i i
i

p x p x 	 (1)

where ( )H X  – entropy; ( )ix  – the probability of  a separate call for 
providers of electronic communication networks and services; log – 
natural logarithm with base 2.

The assessment of  the probabilities of  risk events for enterprises 
providing electronic communications services was carried out on the 
basis of historical (frequency) modeling, which involves determining the 
probability as the ratio of the number of incidents of a certain type to the 
total sample volume. Risk events recorded by service providers PrJSC 
“VF Ukraine”, PrJSC “Kyivstar” and LLC “Lifecell”, as well as by CERT-UA 
(the government computer emergency response team of Ukraine, which 
operates as part of  the State Service for Special Communications and 
Information Protection of Ukraine), NCEC during 2022–2024 (a period 
of increased uncertainty in the conditions for the enterprise functioning 
due to the military actions of the Russian Federation against Ukraine) 
were analyzed. The sample was formed after cleaning the database in 
a total of  1200 incidents (N), which are grouped into five categories: 
destruction and damage to  infrastructure; operational violations; cy-
bersecurity threats; regulatory uncertainty; economic instability, the 
frequencies of  which are respectively: 360 (n1); 240 (n2); 180 (n3); 
120 (n4); 300 (n5).

The probability score (pi) by  group is  calculated as  the relative 
frequency

= ,i
i

n
p

N
	 (2)

where ni – the frequency; N – the set of incidents.
The standard error is estimated by the formula

−
=

(1 )
( ) .i i

i

p p
SE p

N
	 (3)

The confidence interval is 95%

± ⋅1.96 ( ).i ip SE p 	 (4)

According to  the results of  the calculations, the following inter-
vals were obtained: infrastructure (0.274; 0.326); operational viola-
tions (0.177; 0.233); cyber threats (0.130; 0.170); regulatory instability 
(0.083; 0.117).
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To  check the stability of  frequency probabilities, 
a Bayesian update was performed using beta distributions 
as a priori assumptions, based on the results of the calcula-
tions, a posteriori distribution of the estimate of confidence 
intervals was formed, adjusting the historical frequencies 
depending on  the strength of  the a  priori assumptions 
in the conditions of uncertainty in the enterprise function-
ing providing electronic communications services.

Having analyzed the challenges of our time, the most 
significant ones were identified: destruction and damage 
to  infrastructure; operational violations; cybersecurity 
threats; uncertainty of regulatory, institutional regulation; 
as well as economic instability. In order to smooth out the 
unpredictability and complexity of  managing challenges 
under conditions of uncertainty in the enterprise function-
ing, it  was proposed to  determine entropy by  calculated 
logarithms of probabilities. The listed challenges are measured by their 
corresponding probabilities (Fig. 1):

– destruction and damage to infrastructure (x1) – 0.3;
– operational violations (x2) – 0.2;
– cybersecurity threats (x3) – 0.15;
– uncertainty of regulatory, institutional regulation (x4) – 0.1;
– economic instability (x5) – 0.25.

Pchallenges

Operational violations 
(х2) – 0.2

Cybersecurity threats 
(х3) – 0.15

Uncertainty 
of regulatory, 

institutional regulation 
(х4) – 0.1

Destruction and 
damage to 

infrastructure
(х1) – 0.3 

Economic 
instability 
(х5) – 0.25

Fig. 1. Probabilities of uncertainty challenges for enterprises providing 

electronic communications networks and services

Given the five challenges currently identified as  the most likely, 
formula (1) takes the form

H(X ) = –(p(x1)) ⋅ log2 ⋅ p(x1) + (p(x2)) ⋅ log2 ⋅ p(x2) + 
+ (p(x3)) ⋅ log2 ⋅ p(x3)) + (p(x4)) + log2 ⋅ p(x4) + 
+ (p(x5)) ⋅ log2 ⋅ p(x5)).	 (5)

Substituting the probabilities of  challenges into formula (5), wit 
is possible to obtain

H(X ) = –(0.3 ⋅ log2 ⋅ 0.3) + (0.2 ⋅ log2 ⋅ 0.2) + (0.15 ⋅ log2 ⋅ 0.15) + 
+ (0.1 ⋅ log2 ⋅ 0.1) + (0.25 ⋅ log2 ⋅ 0.25) = 0.3 ⋅ (–1.737) + 
+ 0.2 ⋅ (–2.322) + 0.15 ⋅ (–2.737) +0.1 ⋅ (–3.322) + 
+ 0.25 ⋅ (–2.0) = –(–2.228) = 2.228.

As a result of the parametric uncertainty assessment using the entro-
py approach, the value of 2.228 was obtained, which indicates a high level 
of uncertainty of the system. The value is advisable to use for comparative 
analysis in dynamics or between different development scenarios, which 
allows to assess the trends in changes in the level of uncertainty. The cal-
culation results and their graphical interpretation are presented in Fig. 2.

To  assess entropy under definite (normal) conditions of  enter-
prise functioning , the type of market structure (perfect competition, 
monopolistic competition, oligopoly, monopoly) is taken into account. 

The assessment in  the study was conducted for enterprises in  the 
field of electronic communication services, where the market type is con-
sidered competitive for Internet communication services. Meanwhile, 
in  terms of volumes and types of communication services, the market 
type is close to oligopolistic, since services are provided by three main 
service providers: PrJSC “Kyivstar”, PrJSC “VF Ukraine”, LLC “Lifecell”.

Entropy for enterprises operating under this type of market infra-
structure varies within the limits of up to 1.5 bits.

In general, low entropy from 0 to 1 bit indicates high predictability, 
moderate entropy from 1 to 2 bits – low predictability; high – from 2 
to 3 bits indicates the complexity of prediction and uncertainty [27].

Analysis of the operating conditions of enterprises characterized by 
uncertainty allowed to outline variables describing the impacts of chal-
lenges according to certain probabilities for each challenge, as well as to 
quantitatively measure the entropy in  the environment of  enterprise 
functioning.

Thus, H( X ) of challenges for enterprises in the field of electronic 
communications is  approximately 2.23 bits, which reflects the level 
of unpredictability and complexity in managing the identified challeng-
es. Higher entropy indicates greater uncertainty and complexity in solv-
ing these problems. The resulting entropy value of  2.23 can be  used 
by managers and stakeholders to make informed decisions regarding 
the strategy of enterprise security management and forecasting under 
conditions of low awareness (uncertainty).

The research results indicate that the combination of  qualitative 
matrix analysis and a quantitative approach to measuring uncertainty 
creates a scientifically sound toolkit for a comprehensive assessment of 
the enterprise operating environment and making management deci-
sions under conditions of uncertainty. The use of the SPOD/U matrix 
method together with entropy assessment forms the basis for building 
adaptive enterprise security management, focused on timely decision-
making and minimizing the consequences of challenges under uncer-
tain operating conditions.

Research limitations. Given the complexity and dynamism of  the 
enterprise operating environment under uncertain conditions, it  is 
worth considering the limitations of using the research results:

– the static nature of the model, since SPOD in its classical form does 
not take into account rapid changes in the enterprise external envi-
ronment, economic instability, or the effects of information attacks 
(disinformation and distortion of information content in the media 
space). However, it is proposed to supplement the matrix with the 
component U (Uncertainly), which allows to take into account un-
certainty, its dynamic and multidimensional nature and eliminate 
this bias;
– limited integration of informal factors, such as socio-psychological, 
reputational or communication aspects, which are amplified by the 
spread of disinformation and which are difficult to reflect in the ma-
trix structure;

Entropy in the EC sector 
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Fig. 2. Entropy in the ICT sector under uncertain conditions
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– high complexity when the number of variables increases, there-
fore it is worth monitoring the data for relevance in order to reduce 
the effect of “matrix overload”;
– in the case of involving experts in assessing the conditions of the 
enterprise functioning, the likelihood of subjectivity in the forma-
tion of the input data of the risk/impact matrix should be taken into 
account, which may distort the real picture of threats and opportu-
nities, therefore it is worth carefully selecting experts.
In summary, it can be assumed that the above limitations can be an-

ticipated and the research results can be applied in practice, by expand-
ing the SPOD matrix for analyzing the environment and challenges 
with the “uncertainty” component (U-uncertainly). As  a result, the 
quality of the output data for the parametric assessment of uncertainty 
and challenges in the enterprise functioning will improve.

Prospects for further research. The problem of  low or  excessive 
awareness of  enterprises regarding the environment and challenges 
in  the conditions of  hybrid war and martial law remains and needs 
to be resolved. It is worth deepening the research results, developing ap-
proaches to assessing the uncertainty of the conditions of the enterprise 
functioning. Reliable initial data allow for the formation of  effective 
decisions in the management of enterprises to ensure their security, so it 
is worth using the results obtained for further research.

4. Conclusions

1. According to the results of the analysis of information theories, 
it  was determined that the parameter for understanding the nature 
of information processes is entropy, which characterizes the level of un-
certainty in the system. In the context of making management decisions, 
it reflects the degree of risk and information ambiguity inherent in an 
uncertain environment. Reducing entropy, i. e. reducing uncertainty, 
is  the goal of  effective management, which is  achieved through the 
formation of reliable initial data. At the same time, it was found that it is 
difficult to avoid information asymmetry today. Currently, enterprises 
are forced to make decisions in conditions of incomplete information, 
relying on  the assessment of  probabilities, forecasting and modeling 
of possible scenarios. Information theory served as a methodological 
basis for analysis, measurement, and allowed interpreting information 
as a dynamic category closely related to entropy.

2. The analysis of the security environment of the enterprise func-
tioning, characterized by increased instability of the environment and 
an increase in the number of uncertain factors, indicates the ineffective-
ness of classical approaches to environmental diagnostics. Therefore, 
the use of the SPOD matrix method with the addition of its component 
U (Uncertainties) was proposed. The introduction of the component 
U (Uncertainties) into the analytical matrix expanded the opportuni-
ties for conducting analysis in terms of assessing the variability of the 
external and internal environment. Based on  the SPOD/U-analysis 
of risk factors, priorities were determined for planning to strengthen the 
stability of the enterprise operation to conditions of uncertainty, with 
the first priority being to strengthen the protection of energy supply 
and redundancy, secondly, to modernize equipment (including using 
xPON technology), and thirdly, to strengthen cyber protection.

3. It was established that in conditions of uncertainty, the enterprise 
functioning is affected by challenges, among which the following are 
significant (by the probability of their occurrence (p)): destruction and 
damage to infrastructure (p – 0.3) and economic instability (p – 0.25), 
which directly affect the sustainability of  the enterprise functioning. 
Less significant, but requiring constant monitoring, are operational 
violations (p  –  0.2), cybersecurity threats (p  –  0.15) and uncertainty 
of regulatory regulation (p – 0.1). The results obtained allow for a sys-
tematic assessment of the risk environment of the enterprise function-
ing, making management decisions and developing adaptive strategies 
for ensuring economic security.

4.  Given the limitations of  traditional analysis tools in  unstable 
operating conditions, the paper proposes an approach using the entropy 
measurement of uncertainty, which allows for a quantitative assessment 
of the degree of unpredictability of external influences and reflects the 
objective complexity of  the conditions of  the enterprise functioning. 
As  a result of  parametric estimation of  the level of  uncertainty using 
the entropic approach, the value of 2.228 was obtained, which indicates 
a high degree of entropy of the system. The value of the indicator re-
flects significant unpredictability of the external environment and insta-
bility of internal processes, which complicates the adoption of manage-
ment decisions. A high level of uncertainty requires the implementation 
of adaptive security management mechanisms to minimize the negative 
impact of entropic factors on the enterprise stability.
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