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MANAGEMENT MODEL IN 

THE CONTEXT OF DIGITAL 

TRANSFORMATION: PUBLIC 

ADMINISTRATION, EDUCATION, 

ECONOMY

The object of  research is  the processes of  ensuring the quality of  electronic services and developing human capital competencies 
in public administration, education and economic systems in the context of digital transformation.

The problem being solved is the operational gap between the strategic goals of digital modernization and their practical implementa-
tion. This gap is manifested in the fragmentation of processes, the lack of effective tools for monitoring the quality of electronic services, 
and the inconsistency of educational programs with the real needs of the digital economy.

To solve the problem, an integrated model of electronic service quality management and a comprehensive matrix of key performance 
indicators for educational outcomes and service provision were developed. This model was empirically tested on  the case of  “Issuing 
a certificate”.

The testing revealed significant discrepancies between target and actual indicators. This is explained by “bottlenecks” at the “input” 
of the process: mostly e-identification errors and an incomplete set of documents.

The scientific novelty lies in  the architectural integration of  quality engineering and risk management tools in  the organization 
of  public e-services. This creates a  single measurable “language” for managers, IT specialists and financiers, which allows solving the 
problem of operational fragmentation.

The research results can be  used to  form policies for digital inclusion and modernization of  educational programs. In  the field 
of economics, they should ensure the improvement of business conditions and increase its competitiveness by harmonizing educational 
standards with market needs, improving the quality of public electronic services for state entities. The developed model is designed to as-
sess the quality of various types of electronic services and various regions.

Keywords: digital competencies, electronic public services, integrated quality management model, matrix of  key performance 
indicators, modernization of the economy, ensuring sustainable development.
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1. Introduction

Digital technologies today are one of the determining factors in the 
transformation of society, changing communication channels, interac-
tion models and mechanisms of social governance. The development 
of  digital platforms, social networks and online communities creates 
additional opportunities for global cooperation and integration, which, 
in turn, contributes to the emergence of new formats of social coordina-
tion and public governance. Digitalization not only shapes new social 
practices, but also significantly affects the functioning of  educational 
systems and economic institutions. That is why digital transformation 
is  considered a  fundamental component of  modernization, in  which 

education and the economy interact within the framework of  the 
knowledge economy. The education system is  the institutional basis 
of  digital transformation, ensuring the adaptation of  human capital 
to new technological requirements.

It is proceeded from the belief that through specific educational 
practices, digital tools are systematically implemented in the life of so-
ciety – from working with information to career planning. As a result, 
the prerequisites are being formed for more flexible and, at least par-
tially, individualized learning , which at the same time retains a mass 
character and covers both formal and non-formal education. The 
deployment of  educational platforms, hybrid formats and blended 
learning models, which is  observed both in  Ukraine and in  other 
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countries, makes it  possible to  better coordinate the organization 
of the educational process with the real educational trajectories of ap-
plicants. This is not only about adjusting the content of courses to the 
“average profile” of  a student or  trainee, but also about supporting 
long-term, sometimes uneven, but continuous professional develop-
ment throughout life. In a globalized economy, the ability to update 
knowledge and build the necessary competencies in accordance with 
changes in the labor market ceases to be an additional advantage and 
actually turns into a basic condition for maintaining the competitive-
ness of  a specialist , including in  the public sector. There is  a need 
to update government strategies to maximize the potential of digital 
transformation, given its importance for achieving the Sustainable 
Development Goals [1].

The OECD (2024) report highlights the key role of digital initia-
tives in  modernizing public services and achieving the Sustainable 
Development Goals [2]. The information and communications tech-
nology (ICT) sector in OECD countries serves as a major catalyst for 
economic development. Between 2013 and 2023, ICT grew on aver-
age three times faster than the economy as a whole, with a growth rate 
of approximately 7.6% in 2023, making it the most promising catalyst 
for development prospects. A recent OECD report on digital trans-
formation highlights the growing role of  a number of  technologies, 
including artificial intelligence, 5G networks and virtual and aug-
mented reality. If earlier they were considered more like a “superstruc-
ture” on top of the existing infrastructure, now they are increasingly 
at the center of the formation of state digital policy. Their role is no 
longer limited to increasing productivity or updating infrastructure. 
It is about technologies that affect the very structure of markets, the 
ways in which the state, business and citizens interact. It is important 
that the report focuses not on  “technological optimism”, but on  the 
analysis of  the complex social consequences of digitalization. Sepa-
rately, it emphasizes the impact of digitalization on sensitive areas – 
mental health, feelings of vulnerability and unequal opportunities for 
different groups of the population to join the online environment. The 
authors of the document emphasize that without a holistic policy and 
updated regulatory approaches, the digital economy tends not to re-
duce, but, on the contrary, to increase existing social and economic 
gaps. This implies the need for targeted measures to  overcome the 
digital divide and to  create mechanisms that would ensure, as  far 
as  possible, a  fairer distribution of  the benefits of  the introduction 
of digital solutions. In other words, digitalization cannot be consid-
ered a neutral process. If the state removes itself from regulation, the 
main benefits of digital solutions are concentrated in the hands of a 
limited number of actors.

Domestic scientists pay considerable attention to the study of the 
transformation of  economic relations under the influence of  digital 
technologies. The digital economy is  considered a  subject of  state 
regulation and a significant factor in the reconfiguration of economic 
relations in  Ukraine [3, 4]. Recent studies emphasize. Barriers to  the 
integration of digital innovations in the business model are separately 
analyzed [5], as well as the features of the digitalization of public ser-
vices and the consequences of accelerated digital transformation in the 
public sector [6, 7].

Of particular relevance is the analysis of the role of digitalization 
in the development of public services as an element of building the digi-
tal economy of post-war Ukraine, in particular in the context of its con-
tribution to the restoration and modernization of state institutions [8]. 
These studies show that strengthening the quality of electronic services 
contributes to  the trust of  citizens and the sustainable development 
of regions, which confirms the relevance of our study.

Studying the impact of digitalization and foreign direct investment 
on  economic growth in  developed countries allows to  understand 
how digital changes can contribute to  increasing social welfare [9]. 
The theory of “green” digital transformation is gaining ground, which 

claims that digital factors (high-tech manufacturing, e-participation, 
big data analytics, information and communication technology infra-
structure) contribute to  environmentally sustainable business prac-
tices  [10]. Of  particular importance is  the introduction of  a meth-
odological approach to  assess the effectiveness of  the infrastructure 
component in combating money laundering in the context of increas-
ing digitalization [11].

The World Bank emphasizes that digital technologies play an im-
portant role in overcoming the global digital divide and promoting eco-
nomic and social development. It claims that digital technologies have 
the ability to significantly increase global GDP, create new economic 
prospects and contribute to the implementation of the UN Sustainable 
Development Goals. Among the goals are poverty eradication, im-
proved access to health and education, and environmental sustainabil-
ity. To optimize the benefits of digital transformation for government, 
business, and civil society, fruitful cooperation in  ensuring inclusive 
access to digital technologies and the associated benefits for all players 
is an important issue [12].

The McKinsey Global Institute predicts that by  2030, 400 mil-
lion to 800 million workers could be displaced from their current jobs 
due to  automation, while 75 million to  375 million people will need 
to retrain and reskill. New job opportunities are expected to arise from 
rising incomes, increased spending on healthcare and education, invest-
ments in  infrastructure and energy, and advances in  technology and 
construction [13].

China’s rapid digitalization is having a significant impact on both 
the economy as a whole and the education sector, creating new avenues 
for innovation and growth. With over 900 million active Internet us-
ers, China is  building a  strong foundation for expanding its digital 
services footprint, which already accounts for over 45% of the global 
e-commerce market. In the field of finance and new technologies, more 
than 80% of  all transactions are already carried out through mobile 
applications, which strengthens social integration and the dynamics 
of the country’s economic development. Digital educational platforms 
have provided millions of people with access to education. This pro-
cess has significantly accelerated during the pandemic, equipping the 
workforce with the knowledge and skills to  meet the needs of  the 
digital economy, which has created the basis for building a competitive 
innovative model of social and economic development [14]. If to con-
sistently develop this logic, it is advisable to consider effective manage-
ment of digital transformation processes not as a purely technical task, 
but as  a complex management process. This requires a  coordinated 
approach between the main policy sectors and stable institutional 
support from the state. It is such support, as the experience of recent 
years shows, that is one of the key prerequisites for sustainable devel-
opment and maintaining the competitiveness of national economies 
in a changing global environment [15, 16].

The modern scientific community is moving away from perceiving 
digital transformations as a secondary phenomenon, recognizing their 
systemic nature. Today, they are defined as one of the key dimensions 
of the modernization of society, covering the spheres of public services, 
education and the labor market. Although the scientific positions of re-
searchers differ in detail, the thesis that digital transformation is a com-
plex and structurally heterogeneous phenomenon dominates in  gen-
eral. It  is difficult to fully describe it within the framework of a single 
discipline, therefore, an  interdisciplinary toolkit is  increasingly used, 
combining approaches from economics, educational studies, sociol-
ogy, political science and, ultimately, public administration. Digitaliza-
tion, on the one hand, opens up additional opportunities for economic 
growth, diversification of educational trajectories and the emergence 
of new formats of learning and work. On the other hand, it creates new 
risks and challenges: from increasing inequality of access to digital re-
sources and services to rethinking the roles of educational institutions 
and the state as a whole.
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Analysis of  other sources shows that attention is  focused mainly 
on two levels. First, this is the regulatory and strategic level, represented 
by government documents [17, 18], which define political goals and the 
general framework of  digitalization, but do  not contain operational 
mechanisms for their achievement. Second, this is  the scientific and 
theoretical level, where researchers focus on issues of macroeconomic 
regulation [4], implementation of public policies [19] or general tech-
nological trends [12].

At  the same time, there is  a lack of  applied research that would 
offer an  engineering methodology for transforming these strategic 
intentions into effective processes and form a  toolbox for managing 
the quality of  electronic services. There is  an urgent need to  imple-
ment integrated models that can combine user needs with the context 
of  the process, ensure continuous improvement, minimize the risks 
of  failures and carry out statistical control of  processes. Therefore, 
the current complex task is  to create a unified approach to decision-
making, which will serve as a common basis for government officials, 
IT specialists and financiers in matters of ensuring the quality of elec-
tronic services.

The implementation of the principles of good governance through 
the application of quality engineering and risk management methodol-
ogies is of particular relevance, which will allow forming a reproducible 
basis for diagnosing and improving the services provided, ensuring the 
quality of electronic services and developing human capital.

The unresolved problem considered in this article is overcoming 
the operational gap between the strategic intentions of  digital trans-
formation and their practical implementation. In particular, there is a 
lack of  a controlled, reproducible and measurable methodology for 
designing and improving the quality of digital services and harmoniz-
ing educational standards with them.

The object of research is the processes of ensuring the quality of elec-
tronic services and developing human capital competencies in public 
administration, education and economic systems in the context of digi-
tal transformation.

The aim of  research is  to develop an  integrated model of  quality 
management in public administration, education and economy as an 
imperative of sustainable development in the context of digital trans-
formation.

To achieve the aim, it is necessary to solve the following tasks:
1. To form a value-conceptual basis for the development of an inte-

grated model of quality management of electronic services.
2.  To  confirm the practical applicability of  the integrated model 

of quality management of electronic services using an empirical case 
study.

3.  To  formalize the declarative priorities of  digital education 
through a system of key performance indicators (KPIs) necessary for 
the full functioning of the integrated model of quality management.

4. To identify the main areas of application of the developed model 
for the modernization of the national economy.

2. Materials and Methods

The work uses a systemic approach as a key tool for studying digital 
transformation processes from the perspective of ensuring the improve-
ment of quality management in public administration, education and 
the economy.

The methodology for assessing the quality of  digital services 
is based on several complementary process and risk management tools, 
in particular:

1.  PDCA (Plan-Do-Check-Act) – a  cycle of  continuous improve-
ment, within which the service goes through successive stages: planning 
changes, implementing planned solutions, checking results and correc-
tive actions aimed at eliminating identified deviations and consolidat-
ing successful practices.

2.  SIPOC (Suppliers-Inputs-Process-Outputs-Customers) is  used 
when it is necessary to quickly describe the process at one level. This 
is a high-level process description tool that allows to outline key sup-
pliers, identify input resources, record the main stages of the process, 
expected outputs and target user groups, creating a holistic view of the 
context of providing a digital service.

3. CTQ/QFD (Critical to Quality/Quality Function Deployment) – 
a methodological approach by which user expectations and needs are 
consistently translated into measurable quality indicators and specific 
functional characteristics of the service, helping to transform the “voice 
of the user” into requirements.

4.  SERVQUAL (Service Quality – gap model) – an  assessment 
method that captures the difference between the expected and actually 
perceived quality of the service. The assessment is carried out according 
to five dimensions: reliability of performance, efficiency and willingness 
to help, professional confidence of staff, ability to empathy and mate-
rial/technical aspects of the service.

5. FMEA (Failure Modes and Effects Analysis) – a preliminary risk 
analysis technique that is able to identify possible facts of failures when 
working with data, assess possible results and consequences, and also 
determine priority areas for the use of organizational or technical mea-
sures aimed at minimizing risks.

6. SPC (Statistical Process Control) – a method of statistical process 
control, which allows to confirm the stability and effectiveness of the 
process based on the analysis of actual data.

Thus, the KPI model combines technological parameters, foresees 
possible risks and improves the quality of  the adopted management 
decisions. It  is clearly recorded who is  responsible for what, which 
indicators are of primary importance, what needs to be adjusted, where 
it is advisable to concentrate resources. The model takes into account 
precisely those technological and risk-oriented indicators that are care-
fully detailed in analytical tables.

During the development and testing of  the integrated model for 
assessing the quality of e-services, it was possible to take into account 
the strategic goals of digital transformation. For this purpose, special 
indicators were used that characterize the effectiveness of public gov-
ernance mechanisms and are aimed at ensuring inclusiveness, sustain-
ability and adherence to  the principles of  good governance (Good 
Governance). To achieve the set aim of research, the following actions 
were performed:

–  synthesis of  theoretical approaches to  digital transformation 
in public administration, education and the economy;
–  construction of  an integrated PDCA-SIPOC-CTQ/QFD-
FMEA-SPC model with a comprehensive KPI grid for services and 
educational policies;
– experimental testing of the model on the example of the case “Issu-
ance of a certificate” by comparing actual and target threshold values 
(execution time, P90, FCR, DPMO, CSAT, proactivity);
– identification of “bottlenecks” and gaps in quality and formulation 
of management interventions;
–  development of  political and managerial recommendations for 
scaling the model in the system of public e-services and the educa-
tion sector (lifelong learning, digital competencies).
At  the first stage, a  thorough analysis of  scientific works, articles, 

monographs and other literary sources related to  the topic of  digital 
transformation was carried out. An analysis of reports of international 
organizations and regulatory documents (OECD data bank, World 
Bank reports, MES/Ministry of  Digitalization Norms) was carried 
out, which allowed to  identify key trends in digitalization from 2000 
to  2025. Scenario modeling was used to  interpret the results, which 
made it  possible to  assess the dynamics of  processes taking into ac-
count possible changes. This analysis allowed to determine the main 
approaches to  studying digitalization, identify key trends and, using 
content analysis, reveal gaps in existing research. 
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The methodological basis of research is based on the use of analy
tical-synthetic and logical methods, which ensured the reconstruction 
of  the scientific discourse on  the dynamics of  social and economic 
relations in the context of digital technology.

The research used empirical data aggregation procedures, which 
made it  possible to  identify and empirically confirm the characteris-
tic patterns and trends of  the impact of digital transformation on the 
sphere of social relations. The information base of the research is made 
up of World Bank data, reports of international organizations, research 
by analytical companies, as well as regulatory and legal acts of relevant 
ministries, in  particular the Ministry of  Education and Science and 
the Ministry of  Digital Transformation. The covered period of  study 
of various scientific studies for the period from 2000 to 2025 allowed 
to trace the key trends in the development of digitalization processes 
and propose an  integrated model of  quality management in  public 
administration, education and the economy.

At the final stage of interpreting the results, scenario modeling tools 
were used. This approach provided an in-depth analysis of key dimen-
sions of digital transformation, taking into account current trends and 
conditions. The use of scenario modeling not only detailed the course 
of  digitalization processes, but also became the basis for developing 
practical recommendations for the further development of educational 
and economic systems, as  well as  improving their regulatory mecha-
nisms within public administration.

3. Results and Discussion

3.1. Human-centricity as a key driver of digital transformation
Digital transformation is  considered one of  the fundamental di-

mensions of  modern economic and educational progress. Scientific 
publications in this field reflect the multifaceted nature of the process, 
in particular the consequences of digital changes on social, cultural and 
economic infrastructure. International studies have paid considerable 
attention to  how digital media shape the value orientation of  young 
people and the processes of socialization, emphasizing both potential 
risks and opportunities caused by digital transformations [20, 21].

Digital technologies have become a  systemic factor of  economic 
development, ensuring increased efficiency, the implementation of in-
novative business models and the personalization of service offerings. 
In view of this, digital transformation involves not only the integration 
of  digital technologies into production and management processes, 
but also structural changes in the system of socio-economic relations.

Digital transformation is understood as “the process of using digital 
technologies to create new or modify existing business processes, cul-
ture and customer experience in order to meet changing business and 
market requirements” [22]. Modern digital transformation creates the 
prerequisites for a consistent increase in the effectiveness of manage-
ment processes, the implementation of modern business models, more 
precise targeting of customers, as well as the implementation of inno-
vative solutions that are limited or economically unjustified within the 
framework of traditional operational approaches.

In this chain, public administration plays a key role in shaping the 
regulatory architecture of information platforms and the platform econ-
omy, acting on the side of protecting public interests. Public administra-
tion provides legal and regulatory supervision, consumer protection, 
supporting balanced competition and restraining monopolistic practic-
es. Public policy should move away from a narrow model focused only 
on maintaining competition. Instead, it should be based on a broader 
framework focused on the goals of socio-economic development and 
increasing the well-being of market participants. In the field of public 
administration, this means strengthening institutional mechanisms for 
transparency, accountability and adherence to the principles of good 
governance through clearly organized interaction between platforms, 
users and authorities. Achieving socially significant goals in  the face 

of rapid technological change requires a review of existing institutional 
approaches and updating regulations. This is  about the state’s  ability 
to adapt rules and procedures to new digital practices in a timely man-
ner. Without such updating, it gradually loses its real influence on how 
digital services and markets function.

The impact of digital technologies on the development of society 
can be described in at least several interrelated areas:

First, digital transformation enhances inclusion, as it expands ac-
cess to  information resources and services for people with different 
needs, regardless of their place of residence. This is particularly relevant 
for residents of remote communities and vulnerable groups who previ-
ously had limited access to such services.

Secondly, the nature of management processes is changing. Digital 
tools increase the transparency of both government and corporate deci-
sions, enable more accurate tracking of resource use, and reduce the role 
of purely intuitive management decisions.

Finally, basic services (healthcare, education, financial services, 
etc.) are becoming more accessible and user-friendly. The digitization 
of public services reduces the time and costs of citizens and businesses 
to  interact with authorities, reduces the number of  offline visits and 
duplication of paper procedures. Digital platforms create additional for-
mats of cooperation, joint learning and collective initiatives. In parallel, 
the development of e-commerce expands the choice for consumers and 
intensifies competition between suppliers: it becomes easier to compare 
offers, conditions and pricing models, and therefore to demand better 
quality of goods and services.

Recent experience shows that those actors who ignore digital 
transformation gradually lose their influence on  institutional and 
structural changes. Available empirical studies [23] consistently but 
irreversibly record a positive relationship between digitalization, the 
effectiveness of management decisions and the activity of innovations 
in different sectors of the economy. Digital technologies are changing 
not only the formats of  work organization and interaction between 
key stakeholders, they are gradually restructuring the usual socio-
economic configuration, forcing key players to look for other models 
of growth and interaction. The COVID-19 pandemic has become not 
just another “challenge” for institutions and organizations, but a severe 
stress test of  their capabilities. In  a very short time, it  became clear 
which organizations have effective digital tools, and which have been 
postponing relevant decisions “for later” for years. Where the digital 
infrastructure was at least minimally formed, it was possible to support 
economic activity, not stop basic public services, and maintain relative 
manageability of social systems. On the other hand, in structures that 
relied mostly on  paper document flow and manual procedures, the 
result was management failures, delays, a drop in trust and productiv-
ity. The pandemic has simultaneously tested the strength of the state, 
business, and other sectors of the economy; after such an experience, 
it is difficult to describe digital transformation as a temporary “fad” or a 
purely rhetorical priority – without it, further development becomes 
virtually impossible. This is  not about individual IT solutions, but 
about changing the way work is organized in general – from manage-
rial thinking and setting priorities to building a management vertical. 
As a result, individual industries are forced to restructure, traditional 
business models lose their stability, and new opportunities for reducing 
costs and increasing the competitiveness of products are being formed. 
At the same time, such a transformation creates conditions for faster 
development of society, a gradual improvement in the quality of  life 
of the population.

Digital transformation affects not only dry macroeconomic indica-
tors, but also everyday issues, the way people work and communicate 
with each other every day. As a result, the very idea of work is being 
reshaped: it is no longer important to “work” a certain number of hours, 
but to have space for flexible decisions, collaboration, and clear, achiev-
able results. 
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Digital tools are gradually being introduced into production, mar-
keting, and human resources management, changing established cost 
patterns and forcing managers to organize areas of responsibility, divi-
sion of duties, delegation, and control processes differently. The tradi-
tional centralized management model is gradually losing its dominance, 
giving way to approaches based on transparent rules and data analytics. 
The decision-making process is increasingly decentralized and delega
ted to executives, instead of being excessively concentrated at the higher 
levels of the hierarchy. The introduction of electronic document man-
agement provides automation of routine procedures and a significant 
reduction in transactional and administrative costs (in particular, on lo-
gistics and archiving ), which directly increases operational efficiency.

This, relatively speaking, human-centric trajectory of  digital de-
velopment is significantly different from approaches where technology 
is  viewed primarily as  a tool for controlling data and user behavior. 
Some studies have even emphasized that such practices increase the 
asymmetry of  power between digital service providers and citizens 
who use these services [19]. Practice proves that the use of  digital 
technologies correlates with higher rates of economic growth and no-
ticeable shifts in  the social structure. For individual enterprises, this 
means strengthening their positions in the market, for national econo-
mies – the opportunity to expand the participation of different groups 
of the population in economic and social activity thanks to digital ser-
vices  [24]. The effectiveness of  these processes is  directly influenced 
by how the state maintains a balance between stimulating innovation 
and protecting social stability. If this balance is ignored, digital growth 
can easily turn into a catalyst for inequality. The formation and imple-
mentation of  effective public governance mechanisms in  the context 
of digitalization is becoming a key prerequisite for achieving sustainable 
development goals and reducing the risks of increasing inequality [25]. 
Without clear regulatory and institutional mechanisms for public gov-
ernance in the context of digitalization, sustainable development goals 
remain declarations. It is through these mechanisms that the state can 
either reduce the risks of increasing inequality or consolidate them at a 
new technological level.

One of the defining processes associated with digital transforma-
tion is  the “digital socialization” of  youth. In  scientific research, it  is 
considered an  important factor in  the entry of  new generations into 
the digital society. It  is not only about mastering technical skills for 
working with digital media and the Internet. It is important that young 
people are able to critically read information content, understand the 
social consequences of online interactions, and form sustainable models 
of responsible behavior [20, 21]. The educational environment sets the 
institutional basis for the development of  digital competencies and 
a  culture of  safe online presence. At  the same time, unequal access 
to digital resources and different levels of digital literacy easily translate 
into deeper social and economic gaps, especially at the stage of youth 
transition to adulthood and entry into the labor market [26]. Therefore, 
it is advisable to consider digital socialization not only as a pedagogical 
or cultural phenomenon, but as a strategic factor in ensuring social jus-
tice, mobility, and economic development in the context of the digital 
transformation of society in the broad sense of the term.

Previous discussions around digitalization were largely associated 
with an underestimation of its systemic, rather than local, nature. The 
COVID-19 pandemic demonstrated the fundamental importance of the 
digital dimension of government activities: there was an urgent need 
to quickly provide citizens with access to basic and specialized services 
through digital platforms. This led to  the expansion of  the practice 
of providing hybrid services (combining online and offline formats). 
It also stimulated a review of  the quality standards of public services 
and became an impetus to increase their convenience, speed, and ori-
entation to user needs, which was not the case before.

Under such conditions, the development of digital competencies 
of civil servants from a secondary issue turns into one of the priorities 

of  public policy. Governing bodies consider not only the technical 
aspects related to the implementation of digital solutions, but also the 
strategic management of  innovative transformations. This requires 
a  review of  approaches to  the organization of  administrative work , 
decision-making procedures and internal communication. Ensur-
ing the proper quality of  service to  citizens involves a  significant 
increase in the accessibility, convenience and effectiveness of public 
services; these parameters directly depend on the level of digital lit-
eracy of  public sector employees. Indeed, digital literacy is  trans-
formed from an “auxiliary” competence into a fundamental criterion 
of professional competence of civil servants, serving as an important 
prerequisite for effective involvement in the digital environment. The 
digital transformation of  public administration is  becoming a  key 
element in  increasing the efficiency, transparency and accountabil-
ity of  management processes. It  is thanks to  these transformational 
initiatives that it is possible to strengthen trust in public institutions, 
thereby contributing to the implementation of the declared sustain-
able development goals.

3.2. Applied aspects and testing of an integrated model of qual-
ity management of electronic services

Digital transformation has gained the status of a key driver of mod-
ernization of the public sector, the education system and the economy; 
it fundamentally changes the forms of interaction between the state and 
citizens, the logic of production and consumption of services, as well 
as  the requirements for human capital competencies. In  the context 
of the challenges of wartime and post-war reconstruction in Ukraine, 
the issues of  quality, security and sustainability of  e-services, inclu-
siveness of  access and consistency of  educational outcomes with the 
needs of  the digital economy are transformed from purely technical 
into political and managerial problems. It is at the intersection of pub-
lic administration, education and the economy that the demand for 
controlled, reproducible and measurable approaches to the design and 
improvement of e-services is formed.

Despite the intensive implementation of digital platforms, the gaps 
between strategic intentions and their operational implementation 
are not disappearing anywhere. These gaps include the fragmentation 
of processes and data. There are also different levels of digital compe-
tences among users and staff. Other problems include limited interoper-
ability. Preventive risk management and systematic quality monitoring 
are also underestimated.

Practice shows that without a  systematic assessment of  the qual-
ity of  digital services provided by  public authorities at  the national, 
regional and local levels, there can be no consistent strategic planning 
of digital transformation. This also applies to a transparent allocation 
of  resources and responsibilities between the stakeholders involved, 
as  well as  evidence-based monitoring of  the effectiveness and social 
value of  such services. For such an  assessment, it  is advisable to  use 
an  integrated model that actually combines analytical understan
ding of  challenges and real management practice. The model forms 
a common conceptual space for politicians, IT specialists and financial 
managers, ensuring transparent prioritization, managed implementa-
tion of  solutions and evidence-based monitoring of  the effectiveness 
of electronic services. In essence, the point is that the general principles 
of digital governance should cease to be slogans and become practices 
that can be planned, measured and replicated.

An  integrated model for assessing the quality of  e-services can 
be used to solve the following applied tasks:

1.  The model allows for the implementation of  declared values 
(transparency, accountability, security) in everyday management work. 
These values are combined with specific tools, regulations and typical 
situations. As a result, the general questions “what, why and how” are 
gradually reformatted into a  clearly defined set of  roles, procedures, 
deadlines, control mechanisms and areas of responsibility.
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2. The model systematically organizes key risk groups (digital in-
equality, cyber threats, etc.) and selects adequate response formats: 
from digital inclusion programs to the implementation of appropriate 
cybersecurity measures. A separate block provides risk management. 
The use of DPIA (Data Protection Impact Assessment) and the Privacy 
by Design approach creates conditions for a more informed allocation 
of resources according to priority areas.

3.  For each identified managerial or  organizational problem, the 
model allows to  identify responsible employees (based on  the RACI 
matrix), as well as ensure compliance with relevant regulatory require-
ments and standards (GDPR, ISO/IEC 27001, NIST SP 800-53/CSF). 
Additionally, expected results and key performance indicators (KPIs) 
are set, which allows not only to  formally determine the area of  re-
sponsibility, but also to track actual progress in implementing control. 
In general, this simplifies both external and internal control, increases 
audit efficiency.

4. The model ensures the recording of solutions that have proven 
successful and how they were adapted to specific managerial, orga-
nizational, economic, and regional conditions. As a result, a base of 
standards and typical solutions is  formed, and subsequently norms 
that can be  extended to  other services and regions without loss of 
quality.

5.  The model provides an  opportunity to  integrate a  portfolio 
of digital projects with a system of performance indicators:

– customer satisfaction index;
– coverage of target groups in terms of inclusion;
–  service availability (Uptime – the proportion of  time during 
which the system works correctly);
– solving the problem on the first call (P90 – 90th percentile – a time 
threshold that only 10% of requests exceed);
– the number of defects per million potential points of failure;
– the proportion of tested or confirmed algorithms, etc.
Taken together, this allows to  embed a  continuous PDCA cycle 

into the practical – operational activities of government bodies, and not 
leave it at the level of methodological recommendations.

The methodology for assessing the quality of digital services is de-
scribed in the corresponding section of the article.

The integrated model for assessing the quality of  e-services was 
tested during the provision of  the conditional e-service “Issuance 
of  a certificate”. The following indicators were used to  assess the ef-
fectiveness of  the e-service provision: data coverage period, number 
of requests, number and share of defects, cycle time, share of proactive 
services, level of  user satisfaction, number of  errors per one million 
potential failures.

SIPOC was also tested – to outline the process as a whole, its stages, 
input data and roles of stakeholders. The CTQ/QFD approach made 
it possible to link user expectations with specific characteristics of ser-
vice quality. FMEA was used to  identify critical points of  potential 
failures. SPC – to  monitor the stability of  the process and assess the 
variability of its indicators over time.

Transaction logs, user satisfaction survey results, and formalized 
process regulations were used as additional data sources. Measurements 
were conducted over ten calendar days, during which 181 requests for 
the hypothetical e-service “Issuance of a certificate” were processed.

The following is an extended mini-case that demonstrates the de-
tailed application of  the PDCA–SIPOC–CTQ/QFD–FMEA–SPC 
link:

1.  Objectives and boundaries of  the experiment. The object of  the 
analysis is the e-service “Issuance of a certificate”. The main goal of the 
case is to show how the PDCA–SIPOC–CTQ/QFD–FMEA–SPC link 
works in practice to consistently improve the quality of services based 
on reproducible and comparable metrics.

2. SIPOC – Process description. Using the SIPOC model, the pro-
cess contour is defined through five basic components: Suppliers, In-

puts, Process, Outputs and Customers, which is structurally reflected 
in Table 1.

Table 1

Process description

Component Component description

S (Suppliers)
Registers, payment provider, ACTION/Portal, 

issuing authority

I (Inputs)
E-Application, E-Identification, data from registers,  

payments, electronic applications

P (Process)
Reception → validation → processing → signature → 

delivery of E-document

O (Outputs) E-certificate, status, notifications

C (Customers) Citizens, business, related agencies

Constraints
Identification, data completeness, load, support 

windows

3. CTQ/QFD: from “voice of the customer” to requirements and met-
rics. Within this approach, user expectations (“Voice of the Customer”) 
are consistently translated into measurable quality requirements (CTQ, 
Critical to Quality), and then into specific operational metrics. This chain 
of  “expectations – requirements – metrics” is  systematized in  Table  2.

Table 2

Reflection of user needs into CTQ attributes and operational metrics  

for the e-service “Issuance of a certificate”

User Need CTQ attribute
Operational 

Metrics
Target

Quickly get help Lead time
Average/median 

time, P90

≤2.0 days;  

P90 ≤3.5 days

No extra calls
First contact 

ratio (FCR)

FCR = first  

success/all
≥85%

No errors 

or failures
Process reliability

DPMO;  

defective rate
≤3000 DPMO

Convenient and 

affordable

Availability/

convenience

Uptime; CSAT; 

proactive rate

≥99,8%; CSAT 

≥4.6/5; ≥35%

4. Definition of metrics and formulas in a mini-case. Lead Time is cal-
culated as the difference between the moments of submitting a request 
and its execution. The average, median and 90th percentile were used 
for fixation. The indicators were calculated using the following formulas:

FCR = Number of resolved requests/Total number of requests;
DPMO = Number of defects/(Number of resolved requests × Number 

of rejected and unresolved requests) × 1000000;
Availability = 1 – (Total downtime/Total service operating time);
SPC (p-map): p̄ = ΣDefects/ΣRequests;
UCL/LCL = p̄ ± 3 × √(p̄(1–p̄)/n),

where n – the sample size of the period.
5.  Final results of  the experiment. Table  3 summarizes the main 

results of the experiment:
– number of processed requests; defect level;
– indicators of the speed of processing successful requests;
– the proportion of requests resolved on the first attempt;
– the level of proactivity of the service;
– average user satisfaction values and the final defect rate (DPMO).
Such calculations allow to simultaneously assess the operational ef-

ficiency of the management process, and also highlight the level of satis
faction of the service user.
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Within the framework of the conditional experiment, 181 requests 
were processed for the period from 01.09.2025 to 09.09.2025, 48 of them 
had recorded defects. This corresponds to  a share of  defective cases 
p̄ at  the level of  26.52%. In  other words, approximately every fourth 
request contained errors, which for a basic e-service can be considered 
as  too high a  level and as a signal to review the process. The average 
duration of processing successful requests was 0.94 days, the median 
was 0.9 days, and the P90 value was 2.08 days. The share of  requests 
resolved on the first attempt was 73.5%, the share of proactive issues was 
also 73.5%, and the average user satisfaction index was 4.83. According 
to the DPMO methodology, the total process defect rate was estimated 
at about 53,274 defects per million opportunities.

6. KPI: comparison of actual results with target benchmarks. For the 
model to be used in management practice, it is important to regularly 
compare the actual values of  the indicators with the agreed targets. 
Table 4 compares the actual values with the threshold parameters for 
key quality indicators (speed of processing, first-time resolution, defect 
rate, proactivity, satisfaction), which allows for a substantive assessment 
of where the goals have been achieved and where gaps remain.

The obtained comparison clearly shows which goals have been 
met and where significant gaps remain. The average processing time 
P90 is within acceptable thresholds, which indicates an acceptable effi-
ciency of the typical service provision scenario. Despite this, the failure 
to achieve the target values of FCR and the increased level of DPMO 
indicate the presence of  a “process”, it  is these areas that generate re-
peat requests and additional rework. Empirical observations confirm 

that the basic speed of processing requests is consistent with user ex-
pectations (the average time and P90 correspond to  the established 
thresholds). The level of satisfaction remains high; despite a noticeable 
share of defects (CSAT and the share of proactive services demonstrate 
high values). At the same time, it is the discrepancy between FCR and 
DPMO targets that focuses attention on the need to eliminate the root 
causes of repeat requests and errors.

Key gaps are concentrated in the FCR and DPMO indicators: the 
main sources of  problems are, on  the one hand, errors at  the “input” 
(for example, the lack of  necessary applications), on  the other hand, 
vulnerabilities in electronic identification procedures. For public policy, 
this means the need to increase the emphasis on “quality at the input” 
(in  accordance with the logic of  SIPOC/CTQ/QFD processes), the 
introduction of standardized checks, ensuring interoperability and fault 
tolerance of integration solutions.

7.  Process stability: statistical control based on  p-map. To  separate 
the usual (background) variability from anomalous deviations (special 
causes), a p-map is used. Table 5 presents the weekly sample sizes, the 
number of  defects and the calculated proportion p. For each week, 
the lower and upper control limits (LCL and UCL) are determined, 
calculated relative to  the integral proportion of  defects for the entire 
observation period. Points exceeding these limits or  the appearance 
of  suspicious trends are interpreted as  a signal to  start RCA/FMEA 
procedures.

Fig.  1 shows a  weekly visualization of  the p-map of  defects; the 
control limits are indicated by dotted lines.

Table 3

Summary of the experiment results and key performance indicators

Indicator Value Comment/formula

Data coverage period 2025-09-01‒2025-09-09 –

Number of requests (total) 181 –

Number of defects (total) 48 –

Defective rate p̄, % 26.52 defects/cases, integral over period

FCR (first-time success rate), % 73.5 successful & first_contact = 1/all cases

Lead time, average (days) 0.94 successful transactions; negative values are truncated to 0

Lead time, median (days) 0.9 –

Lead time, P90 (days) 2.08 90% of successful ones close faster than this limit

Proactive rate, % 73.5 –

CSAT, 1–5 4.83 –

Average number of opportunities, pcs/request 4.98 –

DPMO 53274 defects/(cases × opportunities) × 1e6

Table 4

Performance indicators: actual and target values

Metric Actual Target Status

Average lead time, days 0.94 2.0 Achieved

P90 lead time, days 2.08 3.5 Achieved

FCR (from first contact), % 73.5 85.0 No

DPMO 53274.0 3000.0 No

Proactive deliverables ratio, % 73.5 35.0 Achieved

CSAT (1–5), score 4.83 4.6 Achieved

Table 5

Data for p-map: weekly defect rates and control limits

Week (start, Mon) Requests (n) Defects Defective rate (p) sigma_p UCL LCL

2025-09-01 145 37 25.52 0.03665927427333287 37.52 15.52

2025-09-08 36 11 30.56 0.0735726863920375 48.59 4.45
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The analysis of the defect level within the statistical process control 
was carried out using the p-chart. Control limits were built on the basis 
of the total proportion of defects for the entire period, after which week-
ly values were compared with these thresholds to assess the controllabil-
ity of the process. If all indicators remained within the LCL-UCL range, 
the process was considered statistically stable. Exceeding the upper 
control limit or constantly approaching it, especially with small weekly 
samples, signaled the need for a  detailed analysis of  the root causes 
of the relevant deviations. At the same time, it is emphasized that the 
two-week observation horizon allows for only 
very approximate preliminary, and in this case, 
theoretical conclusions regarding the stability 
of the process. For a more reliable assessment, 
a much larger data set (approximately 4,000 re-
quests) and a  longer analysis period (at  least 
four weeks) are required.

8.  Defect/failure classification by  type. For 
the correct planning of targeted interventions, 
it is of fundamental importance to understand 
which factors generate defects. The appro-
priate classification of  failures by  type allows 
to outline the “zones of  the greatest contribu-
tion” to the overall defect level and concentrate 
efforts there. Table  6 shows the share of  each 
category of  errors in  the total volume of  de-
fects, which creates the basis for prioritizing 
error reduction measures (UX prompts in the 
interface, mandatory fields, technical repetition 
mechanisms, etc.).

Table 6

Defect classification by type

Error/Fault Type Number Share of all, %

E-Identification (eid_error) 17 9.39

Missing attachments (missing_attachment) 25 13.81

Registry error (registry_error) 3 1.66

Payment error (payment_error) 1 0.55

E-document delivery error (delivery_error) 1 0.55

Status (summary indicator) 26 14.36

A separate analysis of the distribution of defects by type allows 
to identify the most common categories of failures (take experimen-
tal values as a basis). The dominance of certain types of errors usually 

indicates either problems at the “input” of the 
process (incomplete or incorrect attachments 
to the application), or weaknesses in critical in-
tegration nodes (identification, payment, elec-
tronic document delivery procedures, etc.). It is 
these areas of the process that should be con-
sidered as priority areas for improvement. If do 
not dwell on the consequences, but calmly “dis-
assemble into pieces” the very causes of failures 
at the input, the picture becomes quite simple. 
There will be fewer repeated requests, people 
in support will stop putting out the same fires, 
and the process will “breathe out” a little. If to 
limit ourselves to cosmetics – tighten second-
ar y indicators without changing any thing 
in  the input data and integrations, the effect 
will be  appropriate: better in  the report , but 
not in  the work . Therefore, it  is important 
to  carry out a  preliminary check of  the data 

before submitting the application and eliminate the shortcomings 
in order to exclude the possibility of their transfer to external regis-
ters and services.

9. Comparison of actual data of key performance indicators with the 
necessary benchmarks.

Fig.  2 shows a  comparison of  actual KPI data with the specified 
benchmarks, which allows to visualize problem areas. All indices are 
reduced to  a single scale (100% corresponds to  achieving the goal, 
higher – exceeding, lower – below the norm).

If  the “plus” indicators do  not reach 100%, and the “minus” (for 
example, DPMO) exceed the threshold, this indicates not a  random 
coincidence, but a direct management signal. In such cases, the process 
itself requires changes, and not just explanations of  the reasons for 
non-fulfillment of  regulatory indicators. In  the example considered, 
weaknesses are clearly visible – these are FCR and DPMO. At the same 
time, the processing speed, proactivity and CSAT are at the level of tar-
get indicators and do not form a pronounced problem area. For making 
management decisions, the signal is clear: “bottlenecks” identified due 
to indicators that do not meet the standards require intervention.

10.  General conclusions and practical recommendations. According 
to the main indicators, the process looks manageable: the average pro-
cessing time of  applications is  within the regulatory framework, the 
satisfaction level is  stably high. At  the same time, there are a  number 
of problematic points – this is primarily the cumulative level of defects 

 
 

Fig. 1. Defect control chart (SPC)

 
 

Fig. 2. Key performance indicators
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and the proportion of requests that are not resolved on the first attempt. 
In practice, in everyday work, this does not translate into rework, duplica-
tion of requests, instability of weekly indicators within the SPC. If these 
indicators are left at the current level, employees will continue to spend 
time repeating routine operations instead of developing the service.

This leads to the following priority tasks:
– strengthen electronic identification and data completeness veri-
fication;
– increase the fault tolerance of key external iterations (through re-
try mechanisms, error codes and texts);
–  expand the scenario of  proactive service provision, when the 
available data is sufficient to make decisions without additional ac-
tions on the part of the applicant.
At the management level, this should occur in a constant cyclical 

mode – regulatory PDCA iterations, p-map monitoring, periodic analy-
sis of anomalies, use of FMEA to identify critical failure points. In the 
future, these approaches should become part of the rules. They should 
be enshrined in official regulations, integrated into training programs, 
reflected in the KPI system as standards for designing e-services. It is 
about the principles of “confidentiality by design”, “security by design”, 
data interoperability and other parameters that in practice determine 
the level of user trust.

The empirical results obtained during the testing allowed to iden-
tify typical “bottlenecks” at the stage of process initiation (completeness 
of the application, e-identification) and their impact on repeat applica-
tions, the level of defects and user satisfaction. The use of this data will 
allow to directly link output metrics to management actions, namely: 
standardizing entry checks, improving the fault tolerance of  integra-
tions, implementing the principles of “privacy and security by design” 
(Privacy/Security by Design), and regular monitoring.

3.3. Improving education policy in the context of digital trans-
formation: from strategic declarations to key performance indica-
tors

Education directly affects employment, incomes and quality of life, 
therefore, in the context of digital transformation, it  is it  that sets the 
boundaries for economic growth and social mobility. People with bet-
ter education are more likely to  find work, have better health, lead 
a healthier lifestyle and participate more actively in public life. A higher 
level of  education improves adaptability in  society and reduces the 
likelihood of criminal behavior.

In 2021, the Minister of Education and Science of Ukraine Serhii 
Shkarlet identified digital transformation as one of the priority areas for 
improving the quality of education [27], Ukraine has already formally 
recorded digital competencies as a priority (“Action.Digital Education”). 
In  today’s  conditions, the rapid development of  digital technologies 
and innovations in all spheres of  life requires immediate moderniza-
tion of the personnel training system; the education system must adapt 
programs, infrastructure and retraining mechanisms. This aspect is cru-
cial for the successful modernization of the national economy and the 
response to modern global requirements.

The digital transformation of  the labor market is  fundamentally 
changing the requirements for specialists. This necessitates the transi-
tion from fragmentary changes in curricula to a systematic update of the 
logic of vocational education. New technologies affect both the content 
and organization of work in  traditional professions, changing the list 
of required skills and the level of responsibility of the employee. This 
trend is clearly visible in traditional specialties, where digital tools are 
transformed from auxiliary elements into a necessary condition for pro-
fessional activity. Professional profiles related to computer technologies, 
artificial intelligence and robotics are losing their highly specialized na-
ture, becoming a structural factor in demand on the labor market. The 
corresponding competencies are transformed into a standard qualifica-
tion requirement, losing the status of an additional advantage. Under 

such conditions, educational programs should focus on  the current 
needs of the digital economy, and not on formalized theoretical models 
of the graduate. As digital competence becomes a mandatory element 
of professional suitability, this necessitates systemic changes in the ap-
proaches of both educational institutions and employers.

When the state underfinances digital education, this quickly affects its 
ability to ensure sustainable development. Under such conditions, master-
ing modern approaches in education and public administration ceases 
to be a purely theoretical component and becomes a necessary prerequisite 
for the long-term socio-economic development of Ukraine. The modern 
economy requires specialists who are able not only to  use ready-made 
digital services, but also to design, test, implement and maintain new digi-
tal platforms in various sectors of the economy and spheres of social life.

Updating the national training system taking into account the role 
of digital technologies and innovations should not be reduced to the 
implementation of individual digital projects against the background 
of loud declarations. It requires a well-thought-out system of measures.

One of the key areas is the formation of a modern educational in-
frastructure that allows training specialists who are able to work with 
digital technologies at an interdisciplinary level and integrate them into 
real business processes and management practices. And of course, this 
is not just a demonstration of mastery of basic office programs. Today, 
educational programs must be constantly improved in accordance with 
the new challenges of  the digital environment, combining basic skills 
in working with ICT and special courses aimed at mastering innovative 
digital systems and services. Otherwise, modernization may remain 
a  fashionable political slogan rather than a  real update of  the content 
of education. The development of digital competencies of citizens is now 
becoming a priority task of state policy, and this requires a shift in priori-
ties in both strategies and individual government initiatives. In the era 
of  digital transformation, mastery of  digital skills has a  strong impact 
on the prospects for socio-economic development and can create condi-
tions for social harmony and the functioning of social elevators.

To  ensure a  more systematic approach to  training personnel for 
the digital economy and supporting social transformations, the Cabi-
net of  Ministers of  Ukraine approved the “Concept for the Develop-
ment of  Digital Competencies by  2025” on  March 3, 2021 [17]. The 
document outlines the strategic development of a high-tech educational 
space and the establishment of digital competence standards at all levels 
of education. Particular attention is paid to the inclusion of digital tech-
nologies in educational methodologies, the improvement of e-learning 
platforms, and the improvement of digital skills in society.

According to the Concept, one of the central elements of the digital 
transformation of the educational space is the creation of the Unified 
State Web Portal “Action.Digital Education”, which should become a key 
tool for increasing digital literacy. The portal provides access to various 
educational programs, online courses, and training materials aimed 
at the formation and improvement of digital skills.

In general terms, the Concept offers a fairly broad understanding 
of digital competence: it is not only the ability to work at a computer, 
but also the ability to effectively use digital tools in professional, private 
and public life. Its content, along with basic skills in using the Internet 
and mobile devices, also includes more complex skills: working with 
large data sets, their interpretation and evaluation, developing digital 
products, and applying individual elements of  artificial intelligence. 
Digital competence is considered as a multidimensional characteristic 
that combines technical, analytical and communicative components 
and is  manifested not only in  “technical skill”, but also in  the ability 
to act consciously and responsibly in the digital environment.

Among the main areas of implementation of the Concept, several 
blocks can be distinguished, which in practice set the framework for 
state policy in the field of digital skills:

1. Digital education at all levels. Implementation of digital educa-
tion programs in  all types of  educational institutions – from schools  



ECONOMICS OF ENTERPRISES: 
ECONOMIC CYBERNETICS

55TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 6/4(86), 2025

ISSN-L 2664-9969; E-ISSN 2706-5448

to universities – with proper technical support and broadband access 
to  the Internet. Already today, the platform “Diia.Digital Education” 
is actively working in this field, as well as a number of specialized cours-
es: the interdisciplinary course “Robotics. Grades 7–9”, digital courses 
and modules for students in grades 10–12 and other similar initiatives.

2.  Training a  new generation of  educators and civil servants. Spe-
cial emphasis is  placed on  training and improving the qualifications 
of teachers, lecturers and civil servants to ensure their real, rather than 
formal, competence in the application of modern digital technologies 
in  education and management. This includes, in  particular, “Digital 
Grammar for Teachers”, “Digital Technologies in Education”, “E-learn-
ing”, “Media Literacy”, “Digital Skills of  Educators”, “Cloud Services 
in Education”, etc.

3. Lifelong Learning. Expanding people’s opportunities to improve 
their digital experience using e-learning platforms and self-education 
tools (Prometheus, eDerA, Diia Digital Education). This is the basis for 
personal improvement and acquiring new skills throughout life.

4.  Supporting digital entrepreneurship and small businesses. Pro-
moting the growth of digital startups and small business development 
through programs focused on mastering digital tools and their practi-
cal use in business processes – from organizing production processes 
to  marketing (Diia.Business with online academies and e-commerce 
courses, SME digital maturity framework, Google for Startups Ukraine 
Support Fund grant program, EU4Digital and EU4Business training 
and consulting initiatives).

5.  Legal awareness and security in  the digital economy. Increasing 
digital awareness of citizens regarding the legal aspects of the function-
ing of the digital economy, issues of personal data protection and basic 
cybersecurity rules, so that users understand not only “how the service 
works”, but also the risks it carries (“Diia.Digital Education”, course “Per-
sonal Data Protection”, courses and tests from the NBU on the “Garazd” 
platform, online courses on cybersecurity and media literacy from the 
Center for Safe Internet of Ukraine).

6. Digital competence certification system. Creation of a mechanism 
for formal recognition of digital competence levels, which could con-
firm the presence of digital skills both in Ukraine and abroad. Reduces 
the gap between actual skills and their institutional recognition (cipher-
gram tests, teacher training programs within the framework of  Dig-
Comp/DigCompEdu, SELFIE online tool).

In  the development of  digital skills, the issues of  personal data 
protection and respect for privacy require special attention. Without 
this, any talk about “digital transformation” again risks remaining dec-
larations, rather than changes in practices. If educational programs lack 
meaningful modules on cybersecurity and data work, such “digital edu-
cation” actually performs a decorative function. The same applies to the 
development of critical thinking and media literacy. Today, this is no 
longer an  optional but a  necessary element, in  particular to  counter 
fake news, information manipulation and disinformation in the online 
space. The focus is also on distracting the population from economic 
and social problems, which is  especially acute in  the context of  the 
spread of  corporatocracy. The concept focuses on  promoting digital 
entrepreneurship. It is not just about vague calls to stimulate innovation, 
but about creating the necessary conditions for small and medium-sized 
domestic companies to  confidently feel themselves in  both domestic 
and foreign markets.

Leading world experience shows that where there is targeted invest-
ment in digital competencies, new business models emerge faster, labor 
productivity increases, and additional jobs are created. For our country, 
this means, among other things, a chance to reduce the outflow of young 
specialists. In fact, through the implementation of the Concept and de-
velopment of the “Action.Digital Education” platform, Ukraine is gradu-
ally bringing its own requirements for digital competencies closer to the 
European Digital Competence Framework DigComp. This process can 
be interpreted not only as an internal reform of the educational space, 

but also as one of the practical tools for implementing the Association 
Agreement with the EU. The DigComp framework serves as  a basic 
guideline for developing national standards and approaches to assessing 
digital skills, which makes it possible to correlate Ukrainian educational 
results with European criteria. This is important at least because it re-
duces the gap between formal and real recognition of competencies: 
a diploma or certificate issued in Ukraine must confirm skills that can 
be correctly measured and compared in an international context. Thus, 
the implementation of the measures set out in the Concept is aimed not 
only at increasing the level of digital literacy of the population, but also 
at forming the basis for an innovative economy and sustainable socio-
economic development in the face of global challenges.

In the educational context, it is also important to take into account 
the concept of “lifelong learning”, which was formally recognized at the 
Lisbon Summit of the European Council in March 2000. In Ukrainian 
realities, it  is gradually ceasing to be just a declaration and is increas-
ingly being used as a framework for rethinking the relationship between 
formal, non-formal and informal education, in particular in terms of de-
veloping digital competencies of  the adult population. The adopted 
“Memorandum on Lifelong Learning” [28] defines such education as a 
key principle in ensuring a comprehensive continuum of learning. Its 
main principles include:

– guaranteeing comprehensive and continuous access to  learning, 
which provides everyone with the opportunity to acquire and up-
date the knowledge necessary for active participation in  society 
throughout their lives;
– ensuring unlimited access to high-quality information and learning 
opportunities, creating a  single European educational space where 
people can access educational resources anytime and anywhere;
–  providing opportunities for lifelong learning to  the widest pos-
sible range of people, ensuring accessibility regardless of age, place 
of residence, social status or other factors.
The implementation of  these principles contributes to  raising 

the level of education and professional qualifications, greater acces-
sibility and flexibility of education. Also relevant are the alignment 
of people’s skills and knowledge with the needs of the labor market, 
personal and professional development throughout life, strength-
ening social cohesion and active civic participation. For Ukraine 
today, this is no longer a general declaration, but a rather mundane 
task . Updating the education system and human capital manage-
ment policy should be among several priorities on the state agenda. 
This is extremely important, since without this it is difficult to talk 
about post-war reconstruction, and about the competitiveness of the 
economy, and about meaningful, rather than purely formal, Euro-
pean integration.

The events of recent years – forced isolation during the COVID-19 
pandemic, mass population movements caused by various crises and 
war – have given this concept an additional, quite practical dimension. 
The system of public administration in education is forced to change 
rapidly. New formats, communication channels, other requirements 
for the flexibility and responsibility of  educational institutions have 
appeared. Some of the solutions were implemented experimentally, but 
they set a new “normality” to which both schools, universities, and the 
participants in  the educational process themselves had to adapt. The 
adaptability of students and teachers to distance learning formats has 
become a mandatory characteristic of modern education, even if not 
everyone was ready for it. The constant updating of digital competen-
cies, the emergence of new online courses that take into account the 
specifics of distance interaction, have ceased to be an “additional option” 
and have become an integral element of educational policy [29]. Analy-
sis of current policies and practices in the field of digital competence 
development and lifelong learning shows that the integration of digital 
skills into educational programs should be considered as a structural 
part of adult education. 
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It  is no  longer an  auxiliary module for individual enthusiasts 
or one-time projects. In modern conditions, there is a problem of incon-
sistency between strategic goals and the results of their implementation. 
Most educational programs in Ukraine are still based on the industrial 
logic of  personnel training, although the labor market has been de-
manding a  different set of  competencies related to  digitalization for 
several years in a row. In these circumstances, the question arises about 
the architecture of educational trajectories themselves – do they really 
train a specialist capable of working in a digital environment, or rather 
recreate an outdated production model with minor superficial adjust-
ments. This primarily concerns educational programs in  economics, 
management, accounting, finance, engineering and technical specialties 
(mechanical engineering, production technology), public administra-
tion, marketing and law. Typically, such programs often retain the struc-
ture of the 1990s–2000s and consider digital competencies as additional 
rather than basic skills.

The next step is  to translate general principles into measurable, 
management practices. This is where the need arises to apply a compre-
hensive KPI model. On the one hand, the model ensures comparability 
of  results, and on  the other hand, it  allows for targeted adjustments 
to the PDCA cycle and provides guidelines for investments in the devel-
opment of certain skills and modern educational technologies. This ap-
proach functions as a kind of monitoring system that demonstrates the 
compliance or non-compliance of political declarations with specific 
management decisions regarding socio-economic changes, economic 
modernization, employment growth, increasing citizens’ incomes, qual-
ity of life, etc. (Table 7).

Table 7

Key performance indicators (KPIs) for digital competence  

and lifelong learning initiatives*

Category Indicators
Assessment 

methods

Assessment 

frequency

Technological 

readiness

Level of digital 

infrastructure coverage, 

percentage of service 

availability

Indices, 

surveys
Annually

Service use

Number of active users, 

share of population 

coverage

Data 

analytics, 

statistics

Monthly

Citizen 

satisfaction

Index of satisfaction with 

service quality, loyalty 

level

Surveys, 

reviews
Quarterly

Economic 

performance

Amount of savings, time 

saved

Financial 

analysis
Annually

Social impact
Level of digital inclusion, 

trust index

Sociological 

research
Every 2 years

Innovation

Number of new services 

implemented, level 

of process automation

Expert 

evaluation
Annually

Cyber resilience

Number of security 

incidents, average 

recovery time

Security 

monitoring
Ongoing

Digital skills
Literacy level of the 

population

Testing, 

certification
Annually

Note: * – developed by  the author based on  international assessment 

methodologies

The developed integrated system of indicators transforms the digi-
talization of  education from a  set of  disparate initiatives into a  man-
aged process with clearly defined accountability, regular feedback and 
responsibility. This, in turn, makes it possible not only to record “suc-
cessful cases”, but also to substantively discuss the content of educational 
programs, professional development mechanisms and formats of  co-

operation between educational institutions and employers. In  other 
words, the discussion moves from “whether digitalization is  needed 
at all” to the question of “what kind of digital education does a specific 
sector of the economy need”.

3.4. Using the developed model as a tool for economic modern-
ization and sustainable development

Investments in  the modernization of  the training system for the 
digital economy determine whether Ukraine will be  able to  restore 
and increase its economic potential after the war. It  is not only about 
responding to  current challenges, but also about building a  develop-
ment model where added value is created within the country, and not 
lost along with the working population.

The National Economic Strategy of Ukraine for the period up to 
2030 pays significant attention to digitalization as one of the key guide-
lines of economic policy [18]:

1. Creating a favorable environment for the digital economy, digi-
talization of  public services, development of  digital infrastructures 
and support for digital innovations (in  practice, this is  already being 
implemented through the “Diia” ecosystem, eID tools, eHealth, state 
electronic registers and a number of related platforms).

2. Taking into account technological, social, economic and insti-
tutional aspects, which in  general should ensure not only the socio-
economic development of the country, but also the sustainability and 
inclusiveness of digital transformations.

3. Strengthening the interaction of government, business and civil 
society, when the spread of digitalization becomes the result not only 
of the actions of the authorities, but also of real demand from all stake-
holders.

4. Determining priority areas for investments in the field of digi-
talization, which will allow more rational use of limited resources and 
direct them to stimulate long-term socio-economic development.

5. Implementing systematic monitoring and evaluation, which will 
allow recording actual results, adjusting the goals and tools of strategy 
implementation and identifying “bottlenecks” that require additional 
response.

Thus, the National Economic Strategy of  Ukraine for the period 
until 2030 is  an indicative document that sets the general trajectory 
of  the digital transformation of  the economy. However, actual results 
may differ significantly from those declared due to  the inconsistency 
of  real actions of  the authorities with public interests. The ultimate 
success will depend on whether these actions turn out to be populism 
or a real nationwide project for the modernization of the country. At the 
time of preparation of the research, the Strategy is at the stage of practi-
cal implementation, and it is the quality of this process that will largely 
determine whether the declared priorities will be  transformed into 
tangible changes for citizens and businesses.

The rapid evolution of jobs due to the COVID-19 pandemic and 
the full-scale war in  Ukraine is  already having quite tangible conse
quences for business. Companies are forced to simultaneously adapt 
to the new conditions of today and form a safety margin in case of fu-
ture shocks. In such circumstances, digital transformation is not only 
one of the factors of success of individual enterprises, but also an im-
portant driver of economic modernization in general. It opens up op-
portunities for growth, increased labor productivity, and the construc-
tion of new value chains that are no longer rigidly tied to geographical 
borders.

The nature of the impact of digital transformations on the economy 
is changing, digital technologies are increasingly used exclusively to in-
crease productivity or automate individual operations; they have begun 
to determine the ways in which companies organize business, generate 
costs, and build interaction with customers. In this environment, the 
role of sectors and forms of employment that were considered highly 
specialized or  experimental a  few years ago is  gradually increasing. 
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Their development is accompanied not only by the redistribution 
of  added value, but also by  noticeable shifts in  the industry and spa-
tial structure of employment (in particular, in favor of IT and service 
centers) and the emergence of  new regulatory risks. The experience 
of companies in recent years shows that the integration of digital so-
lutions into key business processes is no longer a matter of the “good 
will” of  individual management. Without this, maintaining efficiency 
and competitive positions, including in foreign markets, is becoming 
increasingly difficult. In parallel, the importance of cybersecurity, data 
protection, and the quality of  regulation of  digital markets is  grow-
ing. If these components remain unchanged, the digital economy does 
provide productivity gains, but at  the same time it  accumulates vul-
nerabilities that in  crisis situations can erase a  significant part of  the 
benefits gained.

For Ukrainian business, digitalization has transformed from a pop-
ular trend into a basic condition for maintaining competitiveness and 
development in the long term. It allows to automate routine operations, 
reduce operating costs, accelerate the entry of  products and services 
into the market, work with a global client, while remaining within the 
Ukrainian jurisdiction. At the macro level, this leads to a gradual change 
in the structure of the economy: the share of sectors with high added 
value is increasing, dependence on raw material exports is decreasing.

A generalized map of technological directions shows that in some 
cases Ukraine can already rely on relatively mature solutions (working 
with data, cloud services, individual elements of the Internet of Things). 
While other areas – artificial intelligence, blockchain, quantum meth-
ods – still mostly remain at the stage of pilot projects and experiments. 
Such a  heterogeneous structure allows for a  more reasoned approach 
to investments in digital projects. It is important to avoid the temptation 
to finance trendy but unproven technologies and at the same time not 
to be late in entering those niches that, with a high probability, will shape 
the future potential for development in the next 5–10 years (Table 8).

Table 8

Technological directions of digital transformation and barriers to their 

implementation

Core tech-

nologies

Implementa-

tion Level
Where to use Barriers

Possible 

development 

directions

Artificial 

intelligence

Experimen-

tal-Mature

Analytics, 

automation, 

personaliza-

tion

Ethical 

issues, 

transparency, 

algorithmic 

bias

Autonomous 

decision-

making

Blockchain Early-Active

Identifica-

tion, regis-

tries, voting

Scalability, 

power  

consumption

Decentral-

ized  

management

Internet 

of Things
Active

Monitoring, 

smart cities

Security, 

privacy

Compre-

hensive 

sensorization

Big Data Mature

Policy 

analytics, 

forecasting

Data us-

ability and 

quality, inter-

pretation

Real-time 

insights

Cloud com-

puting
Mature

Infrastruc-

ture, storage

Security,  

vendor 

lock-in

Hybrid and 

multi-cloud 

solutions

5G/6G 

networks
Deployment

Mobile ser-

vices, IoT

Infrastruc-

ture costs

Total con-

nectivity

Quantum 

computing
Research

Cryptogra-

phy, model-

ing

Technologi-

cal  

complexity

Revolution 

in computing

Note: * – developed by  the author based on  technology reports of 

leading countries (USA, Germany, Japan, South Korea) [2, 30, 31]

Different rates of  development and specific barriers to  the im-
plementation of  each technological direction determine the need 
for special measures and incentives. For technologies that already 
have a  sufficient level of  testing (Big Data, cloud services, Internet 
of  Things), it  is more expedient to  focus on  scaling and expanding 
the scope of  application. For those technologies that are practically 
still at  the stage of  pilot projects (AI, blockchain, quantum compu
ting ), preference should be given to balanced and consistent testing 
with a clear consideration of all risks. The combination of these two 
approaches will provide not only an applied effect, but also provide 
a certain potential for the development and implementation of new 
technologies. Such a strategy will allow maximizing the future socio-
economic effect , and determining which regulatory measures are 
more acceptable for its increase.

Digital transformation affects various aspects of business entities’ 
activities, but the main consequences of these changes can be reduced 
to several key dimensions:

– Increased productivity is a consequence of the automation of op-
erational processes, and therefore the transfer of routine functions 
to “digital” frees up people for their various improvements and solv-
ing more complex tasks in various areas;
– Increased competitiveness – companies that do not postpone digital 
initiatives “for later” respond more quickly to changing conditions, 
launch new products and services faster, and support higher stan-
dards of service for customers;
– Formation of new market areas (AI products, data analytics, plat-
form services), where the level of marginality significantly exceeds 
the indicators of  traditional production, which stimulates invest-
ments in  innovation and creates additional sources of  economic 
growth;
– Improving the quality of everyday life. Digital technologies remove 
some of  the household and organizational barriers, provide quick 
access to  services and information, simplify communication be-
tween people and institutions, and expand access to education and 
medicine regardless of place of residence.
There are now few fundamental disputes about the impact of digi-

talization on  the efficiency of  management and competitiveness 
of  enterprises [32], this connection has been repeatedly confirmed 
by empirical studies. At  the same time, such an effect does not occur 
automatically. 

Tangible results are observed where technical updates are com-
bined with changes in work organization, decision-making practices, 
and systematic training of personnel; if these components are ignored, 
digital investments actually work only partially. That is why when im-
plementing national development strategies, it is advisable to proceed 
not only from technical capabilities, but also from the existing social 
and organizational limitations within which these technologies are 
implemented.

3.5. Discussion
If  the developed integrated quality management model is  imple-

mented, systemic positive changes will be ensured in three interrelated 
areas. First, operating costs will be reduced. Second, the quality of elec-
tronic services will increase. Third, citizens’ trust in  the state’s digital 
tools will gradually increase.

As a result, public authorities face several rather specific tasks:
– ensure the continuity and quality of  service provision in condi-
tions of  dynamic digital changes by  timely adaptation of  services 
to new technological requirements, guaranteeing their actual avail-
ability and operational capacity;
–  expand the list of  online services and make them truly conve-
nient – taking into account security, ease of use and real scenarios 
in which citizens turn to these services, and not only based on for-
mal indicators;
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– systematically invest in the digital competencies of civil servants: 
without this, no technology, even the most expensive, will produce 
the expected effect. Training and professional support of personnel 
in this logic are transformed from an additional bonus into a basic 
condition for successful digital transformation.
Solving these tasks will not only help overcome current challenges, 

but also create opportunities for the development and modernization 
of the public administration system. This includes creating conditions 
for innovative growth, improving the quality of  services for citizens, 
and the effective use of digital technologies in public governance (such 
as reducing manual work, queues, the number of complaints, and in-
creasing trust).

For modern Ukraine, digital transformation can become an impor-
tant factor in ensuring socio-economic development only if a number 
of key prerequisites are implemented:

– mutual coordination of the interests of the government, business, 
regions, and segments of  the population on  the basis of  ensuring 
public welfare and stability;
–  systematic monitoring, which evaluates not only formal indica-
tors, but also the level of real benefit of services for users and deter-
mines ways to improve them;
– the priority of investments in human development, which ensure 
the acquisition of not only digital skills, but also improve their mor-
al, cultural, professional, and general intellectual qualities, and such 
investments in  absolute terms should be  greater than investments 
in equipment or software.
If  these factors are not taken into account, then various official 

strategic documents of the authorities will remain declarations, and the 
potential of digital technologies will not be fully used.

Under these conditions, digital transformation can no  longer 
be perceived as an ordinary technical element of public policy imple-
mentation. It becomes a determining factor of changes that positively 
affect the pace of socio-economic development and the ability of  the 
state to withstand potential social challenges and risks.

It is methodologically incorrect to reduce digitalization to a purely 
technical optimization of business processes and the provision of pub-
lic services, which supposedly guarantees and automatically leads 
to increased efficiency of business and public administration. Without 
changing the outdated, inefficient economic and political system, the 
expected results cannot be obtained.

Therefore, digital technologies can become a lever for increasing 
efficiency only on the basis of systemic changes. They help to allo-
cate and use resources more accurately, reduce environmental and 
infrastructural pressure, and at  the same time improve the quality 
of everyday life through simplified access to services, clearer services, 
and faster feedback from authorities. When digital technologies are 
combined with the logic of  sustainable development, space opens 
up  for new trajectories of  progress: niche innovations emerge the 
rules of the game change in individual markets, and citizens’ expecta-
tions of the state’s capabilities increase. As a result , this strengthens 
the state’s  resilience and creates the basis for long-term, not just 
“cyclical” success.

The practical significance of  the developed integrated model 
is confirmed by the analysis of the macroeconomic environment. Ac-
cording to the IMD World Competitiveness Center, which conducts 
a  comparative analysis of  global competitiveness, Ukraine in  2021 
ranked 60th out of  63 countries in  the World Digital Competitive-
ness Ranking (WDCR). As  in other rankings, Ukraine showed rela-
tively weak results in  the “knowledge” component (40th out of  63), 
while in  “technology” and “future readiness” it  took the penultimate 
places (61st and 62nd, respectively). These rankings assess the ability 
and readiness of economies to integrate and use digital technologies 
to  achieve economic and social transformation [33]. Such data in-
dicate that fragmented solutions do  not provide systemic changes. 

That is why the KPI matrix for digital education proposed in research 
is justified. It is aimed at strengthening the “knowledge” component, 
which remains Ukraine’s  weak point today. In  addition, the correct-
ness of  the chosen approach is  confirmed by  European experience. 
According to the Comparative Index of Readiness for Digital Lifelong 
Learning (IRDLL) in the EU, developed by the Center for European 
Policy Studies (CEPS) in cooperation with “Grow with Google”, the 
Republic of  Estonia was recognized as  the leader in  digitalization 
in the EU. The report highlights Estonia’s lifelong learning policy and 
its comprehensive approach to  digitalization [34]. This is  consistent 
with our findings. The developed model actually allows to adapt the 
successful Estonian experience to Ukrainian realities by introducing 
clear performance measurement metrics (KPIs).

Against the background of  foreign experience, Ukrainian ap-
proaches to the development of digital skills and lifelong learning still 
remain fragmented and, unfortunately, are often limited to individual 
projects rather than a holistic strategy. A comparison with the Estonian 
case in this context demonstrates not so much the “uniqueness” of one 
example, but rather that the consistency of  state policy, the stability 
of institutions, and investments can radically change the digital profile 
of a country in a relatively short period of time.

The experience of leading countries in the implementation of digi-
tal technologies in  education is  of practical rather than theoretical 
importance for Ukraine. It provides an opportunity to see how coun-
tries that have achieved significant results in  improving the quality 
of education are building programs, infrastructure, and mechanisms 
to support educators and students. At  the same time, direct copying 
of  such models does not work . Cultural, social, and historical dif-
ferences determine the specifics of  the transfer of practices, and it  is 
important to  take them into account if  it is about a real, rather than 
a purely declarative, effect.

For Ukraine, the key task is to consistently and systematically in-
crease the share of  the manufacturing sector with high added value. 
It includes high-tech industries – mechanical engineering, electronics, 
aerospace, chemical industry and production of complex agricultural 
products, pharmaceutical industry, biotechnology, etc.

Along with this, it is important to develop such areas as IT, financial 
services, engineering, consulting. Despite the fact that these areas in-
volve a relatively small part of the workforce, their role in the formation 
of GDP and filling the budget is disproportionately large. At the same 
time, the development of such segments allows reducing dependence 
on raw material exports.

High incomes from the work of  the above-mentioned areas can 
generate additional resources to  finance social programs, modernize 
infrastructure and fulfill the state’s  basic obligations to  citizens. The 
gradual development of  high-tech areas allows to  get out of  the “raw 
material trap”, when the economy reacts less to short-term fluctuations 
in external markets and gets the opportunity to develop more evenly 
and in the long term.

For a  country that seeks to  secure the potential for rapid socio-
economic development, it  is important to understand how it  is pos-
sible to make the most of digital technologies to create incentives for 
economic revival and improve the quality of life of the population. The 
introduction of digital technologies in itself does not guarantee any-
thing, a significant result occurs when digital transformation is system-
atically spread in public administration, education, and the economy. 
Further expansion of  this process requires an  active role of  public 
administration in  supporting digital transformation – through the 
formation of a favorable regulatory and legal framework, support for 
innovative initiatives, and targeted development of digital skills among 
the population.

The practical significance of  research lies in  the development 
of specific tools that allow for the correlation of digital transformation 
with practice in the educational space and the economy.
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It is precisely in order for public administration to effectively man-
age modernization processes that the developed integrated PDCA-SI-
POC-CTQ/QFD-FMEA-SPC model should become a connecting link 
between analytics and management. It provides a common language for 
politicians, IT specialists, financial managers and investors, allowing for 
transparent prioritization of risks (e. g., cyber threats, digital inequa
lity) and evidence-based monitoring of the quality of e-services. Case 
testing demonstrated how the framework identifies “bottlenecks” (e. g., 
identification errors or  incomplete documents), which allows for the 
implementation of targeted management interventions: strengthening 
checks at  the “entrance”, increasing the fault tolerance of  integrations 
and expanding proactive services.

Based on the results obtained, a number of measures are proposed 
for the practical implementation of  the model. First, to  ensure high 
quality of  digital services from the very beginning by  standardizing 
data completeness assessment, clearly defining electronic identification 
verification protocols and technical means that prevent errors. Second, 
to increase the reliability of external integrations – primarily with state 
registers and related information systems, the stability of which directly 
affects the quality of electronic services. At the regulatory level, in the 
regulations for the development of e-services, it  is advisable to  intro-
duce the principles of confidentiality and security, as well as to provide 
for the regular use of statistical process control for continuous monitor-
ing of key quality indicators. As a result, such measures, adopted based 
on the results of the quality assessment, will not only reduce the number 
of errors and repeated applications, but also, in the long term, improve 
the conditions for doing business and strengthen citizens’ trust in digital 
public administration tools.

The proposed KPI matrix (Table  7) allows moving from general 
declarations of  “lifelong learning” to  managed, measurable practice. 
It allows aligning educational initiatives (e. g., digital competence devel-
opment) with real labor market needs and public service quality require-
ments, reducing the gap between education and the digital economy.

The research results also help in  shaping technology investment 
portfolios (Table 8), balancing between “mature” (cloud technologies, 
Big Data) and “promising” (AI, Blockchain) areas. This is  consistent 
with national strategies (such as the National Economic Strategy-2030) 
and promotes the development of high-value-added industries, which 
is key to economic sustainability.

Although the proposed integrated model is methodologically com-
plete, its empirical testing presented in the article has clear limitations 
that need to be taken into account:

–  the sample size is  a key factor in  this research. The testing was 
conducted on a sample of 181 requests over 10 calendar days. The 
authors note that such a short period provides only a preliminary 
assessment of  the stability of  the process. For reliable conclusions 
using statistical process control (SPC), a much larger data set is re-
quired (at least 4,000 contacts are recommended) and a longer ob-
servation horizon;
– case limitations are also present, as the research examines in detail 
only one, moreover hypothetical, mini-case (“Issuance of a certifi-
cate”). This limits the extrapolation of  conclusions about “bottle-
necks” to other, potentially more complex, classes of e-services;
– contextual factors should also be considered, as the successful im-
plementation of the research results depends not only on the meth-
odology itself. It also relies on the readiness for “coordinated action 
by government, business and civil society”, as well as on taking into 
account social, organizational, cultural and historical contexts;
– technological barriers are also limitations. The effectiveness of the 
model when working with new technologies (Table  8) is  limited 
by their inherent barriers, such as ethical issues and bias of AI algo-
rithms, or scalability and power consumption issues of Blockchain.
Based on  the results obtained and the identified limitations, the 

prospects for further research include:

– systematic scaling, which involves applying the developed qual-
ity framework to various classes of real (not hypothetical) e-services 
and in different regional and operational contexts, as provided by its 
scalability;
– conducting long-term monitoring (e. g., 6–12 months) using SPC 
on large data sets to confirm the stability of processes and the reli-
ability of detected defects;
– an integrated system of indicators (Table 7) provides the basis for 
determining how the targeted implementation of educational pro-
grams (e.  g., DigComp) affects the measurable quality indicators 
of e-services (CSAT, FCR, DPMO);
– assessment of the economic effects of implementing the proposed 
model, in particular, how balancing the technological portfolio (Ta-
ble 8) affects competitiveness and economic sustainability;
– in-depth analysis of the impact of digitalization on social justice 
and inclusion, as  well as  studying the long-term consequences 
of digital transformation for sustainable development and environ-
mental safety;
–  research into models of  international cooperation in  the field 
of digital public administration, which will contribute to the forma-
tion of uniform standards and best practices.
In  the conditions of  exponential development of  the world, the 

transition to good governance is becoming a necessary prerequisite for 
an effective response to global challenges. The implementation of an 
integrated quality management model in the triad “public administra-
tion – education – economy” is becoming an imperative for sustainable 
development. At  the same time, the digital society requires scientists 
to solve problems that are much deeper than issues of purely technical 
efficiency. The ethical dimension of digitalization is becoming decisive, 
which involves focusing technology on public interests and the devel-
opment of human potential, rather than on the dominance of narrow 
corporate goals or  the manipulation of public opinion. This is a fun-
damental condition for minimizing algorithmic bias and contributing 
to building a society where technology serves sustainable development, 
justice, equality, trust, and freedom.

4. Conclusions

1. It is substantiated that human-centricity should be the determin-
ing factor in  the implementation of  successful digital transformation 
and a necessary condition for society’s adaptation to modern crisis chal-
lenges. It is such a value-conceptual foundation that is able to shift the 
goals of quality management from technical optimization of processes 
to ensuring social justice, inclusiveness and overcoming digital inequal-
ity. Digital transformation in the context of modern challenges is not 
only a  technical tool, but also an  indispensable condition for institu-
tional stability and the ability to ensure good governance. An integrated 
model of quality management of electronic services should take into 
account the principles of  good governance – transparency, account-
ability, minimization of the asymmetry of power between the state and 
the citizen. In this context, the digital competence of civil servants and 
citizens becomes not just a set of technical skills, but a systemic element 
of ensuring trust in public services and digital platforms, a factor in the 
high efficiency of providing electronic services.

2.  Empirical verification of  the model using the example of  the 
electronic service “Issuance of  a certificate” revealed rather contra-
dictory data. It  is positive that the speed of  processing successful 
requests (on  average 0.94 days with a  target value of  2.0 days) and 
the level of user satisfaction (4.83/5 with a  target value of 4.6) fully 
meet the set benchmarks. At  the same time, the level of  defects for 
the basic administrative service (DPMO ≈ 53,274 with a target value 
of 3,000) turned out to be critically high, while the first-time resolu-
tion rate (73.5% against the target 85.0%), which means the need for 
additional management measures at  the stage of receiving requests. 
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Analysis of the defect structure showed a concentration of problems 
already at the initial stage of the process, in particular, these are pri-
marily electronic identification errors (9.39%) and submission of an 
incomplete package of documents (13.81%). The result of the empiri-
cal verification was that the developed integrated model allows not 
only to  ensure an  increase in  the quality of  the provided electronic 
services, but also to contribute to saving resources and systematically 
eliminating the causes of defects.

3.  An  important practical research result was the formalization 
of declarative priorities of digital education through the development 
of a KPI matrix, which demonstrates a direct connection between edu-
cational initiatives and the level of quality of electronic services. The 
proposed system of indicators (technological readiness, digital skills, cy-
ber resilience, citizen satisfaction) allowed to operationalize the concept 
of  “lifelong learning”, harmonizing the development of competencies 
with the actual requirements of the labor market. This ensures regular, 
more effective monitoring and improvement of state educational policy 
based on real data.

4.  The use of  the developed integrated model as  a tool for sys-
tematic monitoring of the implementation of the “National Economic 
Strategy-2030” is justified, which allows identifying gaps between the 
declared goals and the actual results of  the implementation of digital 
reforms, ensuring timely adjustment of state policy. It is shown that the 
model is able to rationalize investments in digitalization by differentiat-
ing technologies by maturity level: focusing on scaling proven solutions 
(Big Data, Cloud Computing ) and careful piloting of new technologies 
(AI, Blockchain) taking into account the barriers to their implementa-
tion. The application of  the model can contribute to  the structural 
restructuring of the national economy from a raw material type to an 
economy specializing in the production of products with high added 
value, where digital transformation is not only a means of automation, 
but also a key determinant of  the emergence of new markets and in-
creasing the competitiveness of domestic enterprises.
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