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The object of research is the process of developing and deploying decision support systems using ML models and cloud infrastructure.
Asignificant problem solved in this research is the software implementation of such DSSs with ML models, as well as their further deploy-
ment for end-user access. As a result, a multipurpose scheme that combines the stages of local development and publication in a cloud
infrastructure is proposed. Such approach is relevant for small companies and government agencies as it allows them to save financial
resources on maintaining permanent IT specialists, maintenance and support. Its distinctive feature is that model training and its integration
into a web application are performed at the local stage, while the publication stage uses cloud services to automatically update the project.

The research implements a comprehensive data preprocessing pipeline for stroke risk prediction, including KNN-based imputation
for missing values and SMOTE + NCL for class balancing. Following a correlation analysis and data augmentation four classification
algorithms: logistic regression, SVM, Random Forest, and eXtreme Gradient Boosting were evaluated. Logistic regression is identified as
the top-performing model regarding recall after data augmentation. The final model is integrated into a Flask application via serialization
and a dedicated inference module.

The application is published automatically from GitHub to Amazons cloud environment using such services as EC2, $3, ECR, and Secrets
Manager. The cost of maintaining such a project is significantly lower than using dedicated servers or third-party software with a subscrip-
tion fee per user. The results can be used in various industries to create DSSs that require high availability and minimal maintenance costs.
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1. Introduction

Today, machine learning models (ML models) are widely used as
separate components of control system, monitoring, access control, and
decision support systems (DSS). It makes possible through information
technology development, which, firstly, allowed for the accumulation of
a large amount of data from various subject areas and, secondly, en-
sured the growth of computing power for data processing, including in
real time. The main areas of ML models’ application are industry, agri-
culture, medicine, banking, the military, and the aerospace industry [1].

It should be noted that methods for obtaining machine learning
models based on numerical data, which are mainly used to solve clas-
sification, regression, and classification tasks, are relatively well devel-
oped and are already implemented in various mathematical packages,
cloud platforms, and machine learning software frameworks. From
a technical point of view, an ML model is an object stored in a local
environment as a file or files set and learned to search for relevant pat-
terns. Using such models in the environment where they are obtained
is not difficult and comes down to model initializing and prediction
function calling for the relevant input values [1, 2].

In the case of fully automated systems, the obtained ML models
can be transferred to the appropriate software and hardware platform
and integrated into existing automated process control systems (APCS).
However, this approach does not work for decision support systems,
as these involve manual or semi-automatic data entry by end users:

operators, doctors, bank employees, etc. A typical example is a DSS
for medical diagnostics, where a doctor or patient enters clinical data,
physiological indicators, and medical history into the system to make
a diagnosis and predict disease risks [1, 2].

Nowadays, the number of papers exploring the implementation
and deployment of ML models is significantly lower than the number
of papers devoted to the development of ML models themselves. On the
one hand, it is explained by the fact that not all developed ML models
require industrial deployment, and on the other hand, the complexity
of the model deployment process significantly increases. Such a process
demands a comprehensive approach and the involvement of data sci-
ence, software development, and DevOps specialists.

Analyzing existing work in this area, it can be concluded that imple-
menting ML models is a complex task. It requires continuous collection
of new data, retraining of models, the use of numerous data analysis
libraries, and updating models in the production environment. For
instance, the [3] demonstrates that employing the Machine Learning
Operations methodology can significantly accelerate and optimize the
deployment process of ML models. In general, the machine learning
deployment workflow consists of the following stages: data manage-
ment, model learning, model verification, and model deployment. As
shown in [4], compared to classical software engineering, the machine
learning systems implementation contains unique artifacts: datasets
and models. This corrected to the emergence of an entire MLOps direc-
tion — best practices for creating, validating, and publishing machine

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 1/2(87), 2026

75 ——)



INFORMATION AND CONTROL SYSTEMS:
SYSTEMS AND CONTROL PROCESSES

—

ISSN-L 2664-9969; E-ISSN 2706-5448

learning models. As shown in [5], on addition to classic DevOps, data
analysts are added to the team, who are responsible for data processing
and model development.

To correctly implement the above steps, it is necessary to answer
the following questions: how will the model be created and updated,
and how will it be accessible to end users.

Lets note that it is possible to completely place all processes in the
cloud service based on corporate solutions such as AWS SageMaker,
Microsoft ML, TensorFlow TFX, and MLflow. However, this approach
has certain drawbacks, such as the cost of using cloud resources, de-
pendence on the provider, possible legal issues, and dependence on an
internet connection.

In several papers dedicated to DSS implementation based on ML
models, it is common practice for the data processing and model training
stages to occur locally in the developer environment (Dev), with the subse-
quently tested models being updated in the production environment. For
example, the authors of [6] provide a structured guideline for deploying
ML models in production environments, focusing on specific use cases
related to predictive quality. They demonstrate relevant solutions and the
necessary steps for successtul implementation. A similar approach has
been successfully applied to DSS in medicine [7] and in 3D printing [8].

Interaction with models is carried out by calling the REST-API, and
the models themselves are implemented as web applications to which
https requests are made. Such an approach has better development
flexibility, since the developer has complete control over the process.
Local development also reduces the cost of using cloud computing in the
early stages. Cloud hosting is a key element for the effective deployment
and maintenance of ML solutions. The authors of [9] note that cloud
technologies provide scalability, cost efhiciency, innovation, and secu-
rity, which are important factors for the deployment of ML solutions.

Paper [10] provides a various cloud services overview and their
providers, highlighting the capabilities of remote file storage, document
co-authoring, and the ability to use software solutions regardless of
computer hardware specifications. This provides wide opportunities
for the cloud technologies implementation in various fields, including
ML-based control systems.

Thus, after analyzing existing approaches, let’s propose the follow-
ing DSS implementation based on ML models.

The above scheme has the following features:
model training — locally;

DSS implementation as a web application;
DSS deployment - cloud infrastructure;
DSS updates — automatically based on cloud services.

—
Train data

Thus, a review of the literature allows to conclude that there are
different approaches to creating and implementing systems based
on ML models. Each of them has its advantages and disadvantages.
However, there is currently no universal approach to the implementa-
tion and deployment of ML models in cloud services that would be
cost-effective for small institutions and could be scaled to an entire
class of DSS tasks.

The object of research is the process of developing and deploying
decision support systems using ML models and cloud infrastructure.

The aim of research is to improve the efficiency of DSS based on
ML models through a universal approach to local development and
deployment in cloud infrastructure.

To achieve this aim, the following objectives must be completed:

1. Build ML models based on statistical data.

2. Create a software application for model integration, user data
entry, and forecasting.

3. Select a cloud platform, configure cloud services, and develop
scripts for automatic deployment.

A set of machine learning models has been selected to build a DSS:
logistic regression, support vector machine, Random Forest, and
XGBoost. These algorithms are chosen for their high interpretability,
which is critical for medical applications, and low computational re-
source requirements when deployed in containers.

The effectiveness of DSS can be assessed by the accuracy of the
ML model and the economic indicators of the system’s development
and operation.

2. Materials and Methods

Let’s consider the proposed concept for implementing the DSS (Fig. 1)
using stroke prediction as an example.

According to WHO data [11], Ukraine is among the countries
with the highest stroke mortality rates in the world. It is estimated that
every year in Ukraine, nearly 130,000 people suffer a stroke, one in five
patients dies before being discharged from the hospital, and two-fifths
of patients die within one month of the onset of the disease. Worldwide,
stroke is the leading cause of neurological disability. Demographic data
and physiological indicators are used to predict stroke: gender, age,
presence of cardiovascular disease, marital status, and lifestyle [12].
It should be noted that the dataset [12] is selected according to the
subject area, however, the approach to deploying DSS with ML models
proposed in the paper is universal and can include any other machine
learning model.

MODEL TRAINING , EVALUATION,
VALIDATION

SMOTE + [ .
NCR »| LR RF, SVM, XGBoost

I
I
I
I
EVALUATION l
I
I
|
I

I - - J LR, RF, 5VM, XGBoost
Raw Data - Data Prepared L
I Data Analysis Preparation DI:ita
A
: | Test data i BEST MODEL
wsi  CLOUD —aD
¥ e 1
! Container Virtual 3 I
d—PlIII_L—l- Code Pipeline |« Registry Machine € |
I

— e aas s s s s S o S s o w w=b

Fig. 1. Decision support system implementation based on machine learning models
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The dataset factors [12] influence the choice of modelling meth-
ods and contain the following information: gender: "male’, "female” or
"other"; age of the patient, hypertension: 0 if the patient does not have
hypertension, 1 if the patient has hypertension; heart disease: 0 if the
patient does not have any heart diseases, 1 if the patient has a heart
disease; married: 'no” or "yes', work type: "children’, "government job’,
"never worked", "private” or "self-employed’; residence type: "rural” or
"urban’; average glucose level in blood; body mass index; smoking sta-
tus: "formerly smoked", "never smoked”, "smokes" or "unknown"; stroke:
1 if the patient had a stroke or 0 if not.

3. Results and Discussion

3.1. Stroke prediction ML models

Considering that the ML model is to be developed locally and later
integrated into a web application, it is most appropriate to use the Py-
thon environment (Guido van Rossum, Netherlands), which contains
all the necessary tools for both machine learning and web development.
The first step in creating an ML model is data research: determining its
type, identifying missing observations, and analyzing the relationships
between factors. Next, the data is examined using visualization (Fig. 2),
in particular, histograms and correlation matrices, to understand the
relationship between factors.

After analyzing the dataset [12], it is
possible to draw the following conclusions:
there are missing values for BMI (Body
Mass Index), and the dataset is imbalanced
(95.13% of cases are non-stroke, while only

[0 No Stroke
I Stroke

the original point and its neighbor. As a result, 66.67% (3,889) of the
samples belonged to the "no stroke” class, and 33.33% (1,944) are pa-
tients with stroke. Subsequently, the neighborhood cleaning rule (NCL)
is applied, which removes instances of the majority class ("no stroke”)
that are located near points of the minority class ("stroke"). This process
helps improve the classification algorithms performance. After applying
SMOTE combined with NCL, the dataset comprised 63.9% (3,441) "no
stroke” instances and 36.1% (1,944) "stroke” instances. It is important
to note that the dataset is split into training (4,088 samples) and test-
ing (1,022 samples) sets, and these techniques are applied only to the
training data, since subsequent model evaluation must be conducted
on real, not synthetic, data. A visual representation of the classes using
PCA (principal component analysis) before and after augmentation is
shown in Fig. 3.

To create the correlation matrix, the Pearson correlation coefhicient
is used. The matrix reveals the absence of any significant linear relation-
ship both among the factors themselves and between the factors and
the output variable. It allows to conclude that applying linear models
for classification is not appropriate. The classifiers selected are logis-
tic regression, support vector machines (SVM), Random Forest, and
eXtreme Gradient Boosting (University of Washington group, USA).
The creation of these models is illustrated in Fig. 4.

4.87% are stroke patients). To address these 0
issues, data augmentation is applied. Miss-
ing values for the BMI factors are generated
using a regression model based on the
k-nearest neighbors method (KNeighbors-
Regressor, scikit-learn (David Cournapeau,
France)). Data imbalance is a critical issue
in medical tasks, as models tend to learn
predicting the majority class, resulting in
high accuracy but low recall. It means that
the model rarely correctly identifies actual
stroke cases. To solve this problem, the mi-
nority class ("stroke present”) is expanded
using the SMOTE (synthetic minority over-
sampling technique) [13]. Such technique
generates a certain number of nearest neigh-
bors of a data point with the same "stroke”
label, selects one random neighbor, and
places a new synthetic point at a random
position along the line segment connecting

PCA Projection: Original dataset
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Fig. 2. Impact of individual factors on stroke incidence:
a — age distribution; & — glucose level distribution; ¢ - BMI distribution

PCA Projection: After SMOTE (35%) + NCR

a

b

Fig. 3. Augmented dataset visualization: 2 — original dataset; 4 — dataset after resampling
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from sklearn.linear model import LogisticRegression
from sklearn.ensemble import RandomForestClassifier
from sklearn.svm import SVC

from xgboost import XGBClassifier

models = {
"LogReg": LogisticRegression(max_iter=500),
"RandomForest": ~ RandomForestClassifier(n_estimators=200,
random_state=42),
"SVM": SVC(probability=True, random_state=42),
"XGBoost": XGBClassifier(
random_state=42,
learning_rate=0.05,
n_estimators=300,
max_depth=4,
subsample=0.9,
colsample bytree=0.9,
eval_metric="logloss",
)
H

Fig 4. Initialization of classification models

The accuracy metrics for the models are calculated on the test da-
taset. The quantitative values of these metrics are presented in Fig. 5, 6.

Fig. 7 shows the confusion matrices for the logistic regression
model (other matrices are not shown due to their similarity) built on
the original and augmented datasets.

As noted above, the accuracy metric is not suitable for this task,
and it is more appropriate to focus on recall, which ensures fewer
missed positive cases. This is critical for tasks where missing a positive
case is worse than making an extra negative error: missing a sick pa-
tient (false negative, FN) is more dangerous than unnecessarily testing
a healthy individual (false positive, FP). For further implementation,
let’s select the logistic regression model. Additionally, GridSearchCV
and Stratified K-Fold Cross Validation are performed on each algo-
rithm using both the original and augmented datasets, searching for
the best parameters for each model as well as the optimal settings for
the SMOTE technique. As a result, a significant improvement can be
observed in some models; however, logistic regression remains the
best in terms of recall (Fig. 8).

Since the primary goal of this paper is to demonstrate and explore
the approach to implementing a DSS based on ML models, a model
accuracy of 79% and recall of 0.8 is acceptable in this context.

Thus, by using data augmentation techniques, it was possible to
ensure acceptable model accuracy. At the same time, the rate of truly ill
patients’ detection (recall) is significantly increased.

model accuracy precision recall fl roc_auc pr_auc

LogReg (orig) ©.952055 1.6000060 ©.02 ©.839216 ©.842243 6.276283

LogReg (resampled) ©.797456 ©.168776 ©.80 9.278746 0.843848 0.268299
RandomForest (orig) ©.958098 ©.333333 ©.82 8.837736 ©.787490 0.149276
RandomForest (resampled) ©.9e4l1e ©.157143 ©.22 ©.183333 0.771914 0.163258
SVM (orig) ©.951876 ©.0000008 ©.00 ©.000080 ©.608992 0.118244

SVM (resampled) ©.819961 ©.139785 ©.52 ©.220339 ©.793313 0.188130@

XGBoost (orig) ©.948141 ©.285714 ©.04 8.070175 ©.825144 0.218707

XGBoost (resampled) ©.902153 ©.179487 ©.28 ©.218750 ©.807078 ©.200338

Fig. 5. Model accuracy metrics after data augmentation
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Fig. 7. Confusion matrices for the logistic regression model: # - original dataset; & — augmented dataset
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Fig. 8. Model accuracy metrics after cross validation

3.2. DSS software application

According to the pipeline proposed in Fig. 2, the next step after
obtaining the ML model is its integration it into a web application,
which essentially constitutes the DSS implementation, the target users
interact with. Since the ML model for detecting the stroke presence is
developed using machine learning libraries (scikit-learn, scipy) in the
Python programming language, it is natural (as confirmed by a review
of previous research) to develop the web application using Python tools.

The first step in integrating the ML model into a web application is
packaging, which means converting the model into a form that can be
easily used on other systems, typically a binary format. This process is
called serialization, and the most commonly accepted formats are Pickle
(Python Software Foundation, USA), ONNX (Facebook, Microsoft,
USA), and Joblib (Gael Varoquaux, France). In this research, the use of
Pickle is proposed. In the training script (Fig. 9), the model is saved as
a file, which is then copied into the web application.

import pickle
with open('Models/stroke model.pkl', 'wb') as model file:
pickle.dump(clf, model file)

Fig. 9. Model serialization using Pickle

To use the model in the web application, it needs to be loaded and
called a prediction method (Fig. 10).

For implementing the web interface and API for machine learning
models, the most popular Python frameworks are Flask (Pallets Pro-
jects, USA) and Django (Django Software Foundation, USA). Both
have their advantages and are used depending on the specifics of the
project. Flask is noted for its ease of use and minimalism. It provides ba-
sic functionality that can be extended according to the projects needs.
Django, on the other hand, is a powerful framework for developing
complex web applications. It offers many features, including database
support, user authentication, and an administrative panel, making it

suitable for large projects that require scalability and extensive func-
tionality. For this task, the Flask framework is more appropriate.

import pickle

with open(BASE DIR / "models" / "stroke _model.pkl", "rb") as f:
STROKE MODEL = pickle.load(f)

with open(BASE DIR / "models" / "preprocess.pkl", "rb") as f:
PREPROCESS = pickle.load(f)

X =PREPROCESS.transform(df)
proba = STROKE MODEL.predict proba(X)[0, 1]

Fig. 10. Importing the serialized model and preprocessor for inference

To facilitate interaction between the web server and the web ap-
plication implementing the DSS, it is proposed to use the Python
standard for web servers — WSGI (Web Server Gateway Interface).
In the proposed architecture, the role of the WSGI server is fulfilled
by Gunicorn (Benoit Chesneau, France), which runs inside a Docker
(Docker Inc., USA) container. When an HTTP request is received
from a client, Gunicorn accepts the request, passes it to the WSGI ap-
plication (a Flask object), and returns the generated response. The user
request processing scheme of the web application is shown in Fig. 11.
The client browser sends an HTTPS request to the public address of
the cloud server. This request reaches the Docker container, where the
WSGI server Gunicorn invokes the functions of the Flask application.
Those functions call modules for ML inference and modules for inte-
gration with cloud storage.

In developing the web application process for the DSS, it is also
important to consider the possibility of performance optimization,
as discussed by the authors in [14], which allow to use cloud service
resources in the future efficiently.

The ML model is integrated into a web application based on the
Flask framework. The DSS operation results are shown in Fig. 12.

<> Public IPv4 (EC2) |«

CLIENTS Q G
(OAS)

Docker Container

>

=g L] Gunicorn (WSGI)M Flask %:

Fig. 11. User request handling scheme
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Manual input

Gender Age
Male ~ 22
Ever married Work type
No ~ Private ~
Smoking status BMI (optional)
smokes ~ 28
if empty — will be predicted

Prediction result

Probability
fL b 5.03 %

Risk group: low risk (model)

Input used
GENDER AGE HYPERTENSION
Male 22 0
RESIDENCE_TYPE AVG_GLUCOSE_LEVEL SMOKING_STATUS
Urban 220.0 smokes

Hypertension

Residence type

Heart disease

0-No A4 0 - No v

Average glucose level

Urban v 220

HEART_DISEASE EVER_MARRIED
o No

WORK_TYPE
Private

BMI
28.0

This tool is for educational/demo use. It does not provide clinical recommendations. Consult a physician.

Run again

Fig. 12. Decision support system demonstration in operation: 2 — manual input; 4 — prediction result

The example confirms the operability of the implemented DSS:
the system correctly processes user-defined input parameters, performs
inference using the serialized ML model, and provides an interpretable
prediction result.

3.3. Automatic deployment to cloud infrastructure

A literature review showed that the most practical approach is to
deploy ML models in a cloud infrastructure using ready-made ser-
vices [15]. The choice of cloud platform depends on the specifics of
the task, budget, model complexity, and the resources required for its
deployment. AWS (Amazon Web Services, USA) and GCP offer the
broadest functionality for large projects, while Heroku is better suited
for smaller or experimental systems. Microsoft Azure is a good choice
for integration with enterprise solutions, while IBM Cloud is well-
suited for analytics and business applications [10].

The practical implementation of the DSS is carried out on the AWS
platform. However, the proposed architecture is cloud-independent
thanks to the use of Docker technology. This allows the system to be
easily transferred to Google Cloud or Azure platforms without modify-
ing the software code, if necessary. The choice of AWS for demonstra-
tion is due to the availability of advanced automation services that
allow optimizing infrastructure costs within the Free Tier.

ML models are often used by government institutions, small private
companies, or startup developer teams that face significant financial
constraints. Note that it is possible to use a cheaper cloud solution dur-
ing development, testing, and demonstration, and a more expensive
tariff plan during mass launch. In such cases, it is preferable to deploy
the model on a cloud service with minimal or no cost. At the same
time, performance metrics, software availability, and reliable data and
personal information security cannot be compromised. Given these
requirements, the authors consider AWS EC2 the most appropriate solu-

tion. Its main advantage lies in the ability to create a virtual server with
customizable parameters (processor types, memory size, operating system),
allowing precise alignment with project needs. On EC2, a Docker dae-
mon (a background process managing Docker objects) is deployed, which
runs a container hosting the web application. This container includes the
entire necessary stack: a trained ML inference module, a Flask application,
the WSGI server Gunicorn, and supporting libraries.

Amazon S3 object storage service is used to store user requests and
forecasting results. The web application writes JSON files containing
anonymized session data both to the local container directory and to an
S3 bucket, ensuring reliable long-term storage of results and enabling
further analysis. Access to S3 is configured through an IAM role assigned
to the EC2 instance, adhering to the principle of least privilege (Fig. 13).

Access to external services or hidden variables, when needed, is
managed via AWS Secrets Manager. All secrets are stored centrally in
encrypted form and are not included in the source code or repository
configuration files. During deployment, a special script on the EC2
instance reads the secret values through the AWS SDK and then passes
them into the Docker container as environment variables. Inside the
container, the Flask application simply reads these variables without
having direct access to Secrets Manager.

To ensure a reproducible and automated container build process,
the Amazon Elastic Container Registry (ECR) and AWS CodeBuild
services are used. The web applications source code is stored in a GitHub
repository. With each code update (push to a specified branch), an AWS
CodePipeline pipeline is triggered. In the first stage, CodePipeline re-
trieves the latest version of the code from GitHub (GitHub Inc., USA).
In the second stage, it passes the code to CodeBuild, which, based on the
Dockerfile, builds the Docker image and uploads it to ECR (Fig. 14). This
ensures that the most recent version of the container with the updated
DSS implementation is always available in ECR (Fig. 15).

s
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After successfully completing the Docker image build stage in Co-
deBuild, CodePipeline moves on to the deployment stage (Fig. 16). At
this stage, an AWS Lambda function is called, that acting as an interme-
diary between the CI/CD pipeline and the EC2 instance. The Lambda
function has access to the EC2 instance identifier and the command to
run the deploy script. It requests to the AWS Systems Manager (SSM)
service and sends an AWS-RunShellScript command, which executes
the deployment script on the EC2 instance. The deploy script sequen-
tially performs the following actions:

- determines the AWS region and account;

- checks the availability of the S3 bucket;

- reads the secret value from AWS Secrets Manager;

- authenticates with ECR;

— loads the latest Docker image of the web application;

- stops the previous container;

- starts a new container instance with the updated code.

All necessary parameters such as the bucket name, secret identi-
fier, server port, etc. are passed to the script as constants or environ-
ment variables.

This approach ensures a fully automated DSS update: after
a code change in the GitHub repository, the system independently
builds a new container, publishes it to ECR, and deploys it on an
EC2 instance without any manual developer intervention. Through-
out this process, all activities are logged in Amazon CloudWatch
and AWS CodePipeline services, allowing for monitoring the
status of builds, deployments and respond in a timely manner
to possible errors. The overall implementation scheme is shown
in Fig. 17.

The described architecture combines the flexibility of local ML
model development with the reliability and scalability of cloud infra-
structure, providing automated updates and continuous availability of
the web-oriented DSS for stroke prediction.

3.4. Discussion

This paper demonstrates the development process of a DSS featur-
ing a human-machine interface in the form of a web application that
includes an ML model. The cloud service stack used for its deployment
and automatic updating is presented.
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Using a stroke prediction dataset, a complete model-building
cycle was conducted: data analysis, sample preparation, missing value
augmentation, class balancing (using SMOTE and NCR), classifier
training, and performance comparison. Based on the recall metric (the
most critical in medical applications), the logistic regression model was
selected. The model development and its integration into the web appli-
cation were performed locally using the Python programming language.

For deploying the DSS in a production environment, AWS cloud
infrastructure was utilized. The application is containerized using Dock-
er, with its build and deployment organized according to CI/CD prin-
ciples. AWS CodePipeline monitors changes in the GitHub repository,
CodeBuild automatically creates the Docker image and publishes it to
Amazon Elastic Container Registry (ECR), after which AWS Lambda
initiates the container update on an EC2 instance via AWS Systems
Manager. For secure access to external services, Secrets Manager is
used, while Amazon S3 stores the results of user interactions.

Unlike typical approaches oriented at large corporations, a pipeline
specifically adapted to the limited financial and personnel resources
of small companies and public medical institutions is proposed. This
allows to provide industrial-level reliability without creating a separate
DevOps team.

The originality of this work lies in combining a "lightweight” single-
node cloud architecture — one EC2 instance with a containerized DSS -
with a full-fledged access and secrets management scheme, specially
tailored for medical decision support systems. A template is proposed
and implemented in which:

- anonymized user session data is stored in S3 through an EC2IAM

role following the least privilege principle;

- all external keys and confidential parameters are passed into the

container exclusively via Secrets Manager and environment variables,

without being hardcoded in the code or Docker image.

This approach demonstrates how basic security requirements for
a medical decision DSS can be met using publicly available AWS ser-
vices without deploying heavy enterprise solutions.

The obtained results have practical significance for creating real-
time DSS and do not require complex infrastructure. The proposed ap-
proach allows to use locally created ML models in a cloud environment
with automatic updates, interaction logging, and secure management
of confidential parameters.

The proposed implementation scheme can be extended to other
medical tasks and used in areas with similar requirements: banking
systems, equipment status monitoring systems, automated quality con-
trol, etc. Thanks to low operating costs and the CI/CD approach, the
solutions are suitable for institutions with limited budgets.

The implementation of the proposed CI/CD approach allows for
improved economic, infrastructural, and operational metrics. Deploy-
ment Time: thanks to the complete automation of container assembly,
the deployment time for new model versions has been reduced from
several hours to 10-15 minutes. This saves approximately 15 to 20 man-
hours per month in the active phase of DSS development. The effective-
ness is confirmed by the stability of the Uptime system (99.9%), which
is minimized in the AWS cloud environment thanks to automatic
instance restart mechanisms.

Through a web interface, the user inputs clinical parameters, after
which the system normalizes the features, queries the ML model, and
returns a stroke risk assessment. The main advantages of this demon-
strated approach are economic efficiency - since some costs are saved
during the local development phase — and reliability, thanks to the use
of cloud services. Additionally, the proposed solution for automatic
DSS updates ensures independence from external specialists while
maintaining full control over the project’s code.

At the same time, the proposed approach has several limitations
related to the DSS architecture and the integration principles with the
cloud infrastructure. The system is deployed on a single-node archi-

tecture (one EC2 instance), which provides sufficient functionality
for small medical institutions. In case of a need for scaling due to an
increase in the number of requests, it is necessary to implement bal-
ancing mechanisms, container replication, and automatic recovery in
case of failures.

The DSS further development can proceed along several direc-
tions. Firstly, a promising avenue is the creation of modules for auto-
matic import of clinical data through integration with electronic medi-
cal information systems, which would eliminate the need for manual
parameter entry. In this scenario, the DSS could operate not only via
a human-machine interface but also through direct use of REST-API
by external medical systems. Secondly, the model’s functionality could
be expanded - for example, by adding an assessment of the factors that
most influence the prognosis or by applying additional algorithms to
enhance the model’s sensitivity for rare events.

4. Conclusions

1. During the research, a complete cycle of data preparation for
stroke risk prediction is carried out: elimination of gaps using the near-
est neighbor method, sample balancing using SMOTE + NCL, and
analysis of correlation relationships. Tests of four classification algo-
rithms showed that after data augmentation, the logistic regression
model was the best in terms of recall (0.80). The quantitative results
obtained, with an accuracy of 79% and ROC AUC of 0.84; confirm that
the model is suitable for use in DSS as a primary screening tool.

2. Based on the trained model, a web application is implemented
that provides input of indicators, their preliminary processing and real-
time forecasting. The model is integrated through serialization (Pickle)
and an inference module built into the Flask application. As a result,
a functional human-machine interface suitable for practical use in medi-
cal institutions is obtained.

3. The feasibility of using AWS as a cloud environment for deploy-
ing DSS is justified. Architecture based on EC2, S3, ECR, and Secrets
Manager is selected, which ensures secure parameters storage, scal-
ability, and the ability to use minimal resources. This approach allows
industrial DevOps practices to be adapted to budgetary or government
institutions. An automated CI/CD process is implemented, includ-
ing CodePipeline, CodeBuild, ECR, and container updates on EC2
via AWS Systems Manager. After each code update in GitHub, a new
Docker image is created on the server, automatically replacing the pre-
vious one. It minimizes manual intervention, reduces the error risk,
and ensures the reproducibility of DSS operation in the production
environment.
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