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The object of research is the industrial risk of an industrial 
facility. One of the most problematic places is the uncertainty of 
the initial information regarding the object of study and the lack of  
a universal methodology that would allow an assessment of technologi-
cal risks at all stages of the operation of an industrial object. A particu-
larly acute problem concerns potentially hazardous industries.

The analysis of existing methods and approaches to assessing 
the technological risks of industrial facilities at different stages of 
their functioning is carried out. It is established that one of the best 
methods is the Monte Carlo method, which allows to quantify the 
uncertainty of decisions. The use of the Monte Carlo method for 
quantitative hazard analysis in order to determine the probability of 
accidents and accidents, the magnitude of the risk, the magnitude of 
the possible consequences is justified.

The elements of the theory of reliability for the quantitative 
assessment of risks are used. A quantitative hazard analysis in ac-
cordance with the theory of reliability makes it possible to determine 
the probability of accidents and accidents, the magnitude of the risk, 
the magnitude of the possible consequences. Probability methods 
and statistical analysis are integral parts of the quantitative analysis 
of hazards and technological risk.

An algorithm is developed to determine the industrial risk of an 
industrial facility using the theory of reliability. A software package 
is developed based on the theory of reliability with a combination of 
Monte Carlo simulation of the system. The developed software pack-
age allows to analyze the level of technogenic risk when using various 
methods of connecting elements of the system, as well as evaluate 
changes in the reliability of the system when using other components. 
The program is presented on the example of a system, the compo-
nents of which are the heaters PVT1-7 (Ukraine) in the technologi-
cal system of a thermal power plant. The system under study is at the 
border of an unacceptable and conditionally acceptable level of dan-
ger, which gives grounds for the need to take measures to increase the 

reliability of the system by increasing the number of backup system 
elements, or improving their quality.

Keywords: technological risk, Monte Carlo method, reliability 
theory, software package, system reliability.
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The object of research is the risk of tearing of integration ties 
between the participants arising in the projects of creation of trans-
port and logistics centers. The specific features of the concept of 
«integration project risks» are defined, which include the risks that 
may affect the integration in the project and lead to  disruption of 
the project as a system by breaking the integration links between its 
participants.

One of the most problematic places is to identify integration 
risks in the pre-investment phase of the project, in the process of 
qualitative and quantitative risk analysis.  However, integration risks 
are hardly taken into account when designing transport and logistics 
centers.  Particular attention is paid to logistical and project risks.  
Integration risks combine the features of both logistics and project 
risks and can lead to negative consequences for a logistics project.

The study used qualitative risk analysis methods, namely Pareto 
analysis and ABC analysis, which allowed the project participants to 
be divided into groups with large, medium and low integration ties. 
Taking into account the number of transactions performed between 
the participants made it possible to determine the power of integra-
tion links.  The combination of the results of the ABC analysis and 
the determination of the integration capacity is the basis for the cre-
ation of a matrix of integration potential of the project participants.

In the course of the work, a qualitative risk analysis was carried 
out according to the proposed sequence of the project of creating  
a transport and logistics center.  The use of quality management tools 
and the integration potential matrix developed by the authors made 
it possible to identify the many project participants who have the 
greatest impact on project integration.

The use of the proposed approach to qualitative risk analysis of 
the integration gap between project participants at the beginning 
of the project will allow the identification of participants with high 
integration potential.  extremely negative consequences.

Keywords: project of transport and logistics center, integration 
of project participants, integration risks, qualitative risk analysis, 
matrix of integration potential of participants.
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The object of research is the design technology of towed under-
water systems for shallow waters. The subject of research is ways to 
increase productivity and reduce the cost of designing and manufac-
turing towed underwater systems.

During the research, the methodology of system approach, me
thods of structural analysis, mathematical modeling and 3D-design, 
additive technologies of manufacturing structures of towed underwa-
ter systems are applied.

A systematic analysis of the laws of development of the tech-
nologies of designing towed underwater systems is performed. The 
perspective directions of their further development are formulated 
as a necessary condition for increasing the efficiency of design works 
on the basis of modern designing tools and ensuring competitiveness 
in the market of marine equipment. It is proposed to supplement the 
traditional stages of designing such systems with three new stages 
that embody the current trends in the creation of marine techno
logy. The genesis of the technologies of designing towed underwater 
systems is developed as a scientific and methodological basis for their 
further development in the direction of increasing the efficiency of 
design works and reducing the cost of time and financial resources. It 
is theoretically substantiated the feasibility of developing technolo-
gies of design of towed underwater systems by introducing into the 
project practice three technologies:

– technologies of information modeling of the basic steady and 
transient modes of towed underwater systems on the basis of system 
approach, supplemented by the criteria of cost estimation for their 
construction and operation;

– technologies of the building information modeling as an infor-
mation support for the design, construction and further operation of 
the generated towed underwater system;

– additive technology of production of elements and units of the 
towed underwater system based on the results obtained from the 
previous technologies as an effective way to reduce the total costs 
of financial and time resources and reduce the cost of created towed 
underwater systems.

The practical importance of the work is to confirm the ef-
ficiency and industrial perspective of the proposed technologies, 
which was obtained as a result of their partial introduction in-
to the design and production practice when creating the towed  
glider project.

Further research is planned to be conducted within the frame-
work of the pilot project «Single Information Space for the Pro-
cesses of Design, Construction and Operation of towed Underwater 
Systems», as well as by expanding the use of additive technologies 
during the construction of towed underwater systems.

Keywords: towed underwater system, information modeling, ad-
ditive manufacturing technology, marine technology.
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The object of research is the processes of building operations for 
cryptographic protection of information, as the requirements for infor-
mation security are constantly increasing. Increasing the stability of 

cryptographic transformations directly depends on the complexity and 
variability of the crypto algorithm. It is possible to increase variability 
by increasing the range of crypto operations. Significantly increasing 
the number of crypto operations is possible through the synthesis 
of asymmetric operations. This paper is devoted to the creation of 
methodological support for the synthesis and analysis of sets of two-
operand two-bit cryptographic operations with precision permutation. 
The conducted researches are based on the results of a computational 
experiment, which consists in the synthesis of two-operand two-bit 
crypto operations based on single-operand, with the subsequent search 
for pairs of operations of direct and correct inverse crypto transforma-
tion on the basis of complete search. In the course of the computational 
experiment, pairs of two-operand operations were presented, repre-
sented by tuples of four single-operand operations. The formalization 
of the results provided a mathematical representation of operations, 
suitable for practical implementation. To simplify the complexity of 
practical implementation, the synthesized operations are divided into 
24 sets of 24 operations. Separation of operations occurred due to the 
use of templates of tables of truth of sets of operations with precision to 
permutation of operands. It is established that the entire set of opera-
tions can be constructed with the precision of permutation based on 
the use of the template of any operation. In addition, the analysis of 
the synthesized sets showed that the sets of symmetric and asymmetric 
operations do not intersect. 20 sets of asymmetric two-operand two-
bit operations, as well as 4 sets of symmetric operations are obtained. 
Further investigation of each synthesized set of asymmetric crypto 
operations will allow for the relationship between the operands of 
the operation and between the operations as a whole. The use of syn-
thesized asymmetric operations will improve the reliability of crypto 
algorithms for streaming encryption of information by significantly 
increasing the variability of cryptographic transformations. In turn, 
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the use of synthesized sets of operations will simplify practical imple-
mentation in computer cryptography.

Keywords: computer cryptography, asymmetric crypto opera-
tions, multiple operations, variability of crypto algorithms.
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The problem of image optimization, namely the reduction of the 
physical size of the image by minimizing image quality as little as pos-
sible, is considered. The object of research are methods for processing 
and compressing images. When analyzing the methods, one of the 
biggest problems was discovered, which consists in the fact that when 
solving the problem of image processing and compression, the studied 
methods allow to achieve the slightest loss in quality, but as a result, 
the compression ratio is significantly reduced. To overcome this 
problem, it was decided to develop a modification of the JPEG com-
pression algorithm. The proposed modification consists in additional 
quantization of the spectrum after a discrete cosine transform, and 
then the resulting spectrum is fed to a Huffman encoder, which makes 
compression even more efficient. A method is obtained for solving 
the image optimization problem, which allows one to obtain an image 
with a smaller size and a large compression ratio while maintaining 
optimal quality. This is due to the fact that the proposed method has 
a number of features, as the original color image can have 24 bits per 
point, in particular, the ability to set the compression ratio. Thanks to 
this, it is possible to obtain a signal-to-noise ratio of 54.2 dB at a qua
lity factor of zero. Compared with the well-known LZW algorithm, 
which is much better, as a result of which it allows to get a processed 
image with a much smaller physical size. The assessment of image 
quality, depending on the parameters of the task. It is shown that for 
problems of small and medium dimensions, the developed method 
provides minimal quality loss. The results of solving the problem for  
a specific example demonstrate the advantage of the developed method 
over existing ones. The results can be successfully applied to solve the 
problem of optimizing image size while maintaining maximum quality.

Keywords: compression method, image optimization, JPEG algo-
rithm, image quality, image size.
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The object of research is a subsystem for prediction server plat-
form’s incidents, which operates on the basis of the Windows OS 
family. One of the most problematic places when planning measures 
to prevent the harmful effects of network attacks such as dDOS, 
hardware failures etc for the server system is to obtain an effective 
model for predicting incidents of the operating system.

In the course of the research, methods of formation and re-
search of the time series, exponential smoothing, elements of the 
theory of machine learning based on the method of group account-
ing (GMDH) are used. To obtain accurate and reliable forecasts of 
the operation of the intellectual subsystem for forecasting incidents, 
elements of the theory of heuristic self-organization and a specific 
implementation of this theory, the GMDH, are used. An algorithm 
is obtained and a software implementation of an intelligent system 

for predicting incidents of operating system operation and the main 
characteristics of its operation is developed. This became possible 
as a result of the analysis of the constructed model of the intruder, 
the system log of security incidents and the use of the GMDH.  
A mechanism is proposed for generating a sample of OS incident 
events based on the Windows system event log. The testing of the 
proposed forecasting system based on test samples allows to state 
that the forecasting results obtained with various settings of the 
machine learning system and parameters (degree of the reference 
polynomial, number of variables in the characteristic polynomial 
model, number of selection series) are satisfactory. As a result of 
applying the created algorithm for forecasting incidents of OS opera-
tion, it is shown that the use of a large number of polynomial models 
in GMDH allows one to obtain a forecasting system that is qualita-
tively superior to systems based on classical regression models and 
methods. Due to this, a much more accurate forecast can be obtained 
than the classical regression methods or the method of exponential 
smoothing, compared with similar methods. The percentage of false 
calculations using GMDH is less than 4 %.

Keywords: time series, forecasting subsystem, machine learning, 
polynomial model, method of group accounting of arguments.
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The object of research is the development processes of transport 
and technological systems of railway ferries as complex technical sys-
tems. In the course of the study, a systematic approach to solving the 
scientific and technical problem of increasing the efficiency of main-
tenance of railway ferry services is used, for which a graphical method 
is used to analyze the formation of cause and effect ties with the con-
struction of Ishikawa diagrams. According to the most informational 
criterion, the reserve for accelerating the speed of railcars on railway 
ferries is selected – a qualitative characteristic of the efficient use of 
the railway fleet, which directly depends on the reduction of railway 
outages in the port area, is promising. The research results provide  
a multifaceted picture that shows the possibility of reducing the 
time spent on the ship at the port by increasing the technical level of 
organizational work with rolling stock on access roads and loading 
them on a ferry. It also affects the state of the material and technical 
base for servicing rolling stock and the port base for loading ferries, 
the compatibility of operations of dispatch services and the need for 
appropriate information support. However, the development of these 
areas is impossible without ensuring conditions for the reliability of 
railway automation, automation and telemechanics, as well as ad-
vanced training of personnel for their maintenance. The compatibi
lity of operations of dispatch services is implemented through the use 
of flexible forms of organization of cargo flows with the preparation of 
an optimal cargo plan for loading a railway ferry. The implementation 
of information support should take into account the synchronization 
of the information systems of the railway and port, as well as the 
relationship of automation with the work of the ferry, constantly up-
dated with new software products. Based on the analysis, a program 
of measures has been drawn up for the development of transport and 
technological systems of railway ferries.

The obtained results are aimed at increasing the efficiency, vali
dity and effectiveness of management work on the operation of means 
of transport and can be used in carrying out research work of other 
objects of railway-water communication, in particular port railways.

Keywords: railway ferries, maintenance, transport and tech-
nological system, railway ferry services, system analysis, complex 
technical systems.
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The object of research is the land management processes of the 
road sector. The studies are based on the use of a multistructure 
approach, the basic principles of the theory of complex systems and 
the methodology of AHP (Analytic Hierarchy Process) by Thomas 
Saaty. The main hypothesis of the study is the application of a multi-
structure approach to valuing assets, which are not comprehensively 
evaluated in the study, but are considered as complex objects and are 
divided into simpler levels, components and elements that can be 
evaluated separately. The features of the valuation of land of the road 
sector are considered, and the main stages of the evaluation sequence 
are identified. It has been established that the land valuation is the 
main component of the valuation of the asset of the road sector, which 
is located on it. The results of a theoretical study make it possible 
to develop an algorithm for valuing land of the road sector for asset 
management purposes. The developed algorithm has a clear sequence 
in the formation of the methodology for the land valuation of the road 
economy, it makes it possible to justify the adoption of managerial 
decisions regarding the land plot, which are consistent with the goals 
and correspond to the nature of the tasks of the functioning and de-
velopment of the road sector. The testing of the developed algorithm 
is performed on a real example. It is found that the algorithm allows 
to optimize the process of valuation and management of road assets, 
which is especially important within limited financial resources. The 
choice of land valuation options is based on criteria of economic effi-
ciency, based on the main limitations and features of land valuation of 
the road sector. The results of the calculations can be a weighty basis 
for the formulation of managerial goals for the assets of the road sector 
and will form the basis for further scientific studies of the process of 
valuation of assets under financial constraints.

Keywords: asset management, valuation, road sector, land plots.
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