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The object of research is the methods of assessing the informa­
tion security indicator in the process of international cooperation.

The problem of unification and simplification of the processes 
of assessing the degree of information security is considered in order 
to reduce the involvement of human and material resources in them, 
using the apparatus of fuzzy set theory to take into account the con­
clusions of competent experts.

A fuzzy production model of assessing the degree of information 
security is developed, which is based on the use of expert knowledge 
and fuzzy logic methods. A step-by-step approach is proposed for 
identifying potential risks, classifying them by categories and cal­
culating influence coefficients. An iterative assessment method is 
created, which allows obtaining a numerical indicator of the degree 
of information security. Heuristic rules for determining the effective 
assessment of the degree of information security are developed, tak­
ing into account the criticality factor and influence coefficients of 
different risk categories.

A classification of potential information security risks in inter­
national IT projects is proposed. An example of constructing produc­
tion rules for a fuzzy knowledge base is demonstrated.

The results are explained by the use of systems analysis to take 
into account the relationships between different risk categories 
and the use of fuzzy logic to work with uncertain and incomplete 
data. The model is based on production rules that integrate expert 
judgment and allow for adaptive analysis in changing conditions of 
international cooperation.

The developed model can be used to assess information security 
in small and medium-sized international projects, where it is neces­
sary to provide a quick and effective assessment of the level of secu­
rity without involving significant resources. The model is especially 
useful in conditions where the data is fuzzy or incomplete, and the 
risks vary depending on the specifics of cooperation between diffe­
rent countries and organizations.
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ternational cooperation, potential risks, influence coefficients, risk 
categories.
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The object of research is the process of forecasting loosely struc­
tured data of retail artifacts by means of machine learning.

The paper analyzes data and models for forecasting retail re­
sources. The analysis is carried out for a specific business situation 
and task, when a large corporation needs a fuller loading of its own 
warehouses with goods and resources that will be used in future 
periods for sale or in projects. The task is to reduce overall corpo­
rate costs by purchasing the necessary goods/resources in advance. 
The data required for forecasting, their sources and properties are 
defined. It is shown that the data will come from different sources, 
will have a different time interval, categorical component and lo­
gistic reference. RNN, LSTM, Random Forest, Gradient Boosting, 
XGBoost models and forecasting methods were chosen for such 
data. They were analyzed according to the criteria of data source, 
time interval, categorization of data, availability of a logistic com­
ponent, flexibility of tools in working with heterogeneous data, 
requirements of tools for computing resources, interpretability of 
modeling results.

Data sources explain where the data for analysis comes from. 
Usually it is: stores, warehouses, logistics companies, projects and 
strategic plans of the corporation. The time interval characteri­
zes the frequency and regularity of receiving data for analysis. 
The criterion "data categorization" characterizes how this type 
of data affects the quality of the analysis. The logistic parameters 
of the data also characterize the impact on the analysis. "Flexi­
bility in working with heterogeneous data" shows the ability of 
the model to effectively work with data of different formats and 
sources. Requirements for computing resources determine their 
necessary power for training and operation of the model. Inter­
pretability of a model characterizes its ability to explain how and 
why it makes specific decisions or predictions based on input data. 
The more complex the model, the more difficult it is to interpret.  
In the retail business, interpretability is important for explaining 
demand forecasts.

Based on the results of the analysis, the XGBoost model was 
recommended as the best for forecasting retail resources.

Keywords: machine learning models, retail, forecasting, retail 
resources, categorical data, model interpretability.
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The object of the study is the Sukhachivske industrial site, 
tailings storage facility section I (Ukraine). The main reason for 
conducting the study is to establish actual and forecast numerical 
values of absorbed and exposure dose rates. The state of radiation 
contamination of the tailing’s storage facilities of the Sukhachivske 
industrial site was analyzed. The actual and prolonged levels 
of equivalent dose rate, absorbed dose rate, and total personnel 
exposure dose were determined. Dependencies were established 
that allow determining approximate numerical values for specific 
conditions and certain areas using the finite element method with 
subsequent transfer of values to 2024–2027. Based on the conducted 
studies, the dynamics of contamination at the Sukhachivske tailings 
storage facility section I was predicted. The estimated, forecast, 
and actual values of personnel exposure doses were determined 
for the period from 2010 to 2023. New methods and algorithms for 
instrumental measurement of radiation parameters at the tailing’s 
facilities of the former uranium production facility of the Prydni­
provsky Chemical Plant have been developed. The state of radiation 
contamination of the tailing’s facilities of the Sukhachivke industrial 
site has been analyzed. The actual and prolonged levels of equivalent 
dose rate, absorbed dose rate, total personnel exposure dose, and 
contamination levels of the territories adjacent to the tailings facili­
ties have been determined. Monitoring studies over ten years have 
allowed to determine the actual values of the exposure dose rate, 
which range from 0.08 to 0.21 μSv/h with certain local values up  

to 0.26 μSv/h. In general, the total personnel exposure dose does not 
exceed 1.1–1.4 mSv/year. The obtained data on prognostic values, 
in turn, make it possible to predict the further radiation situation at 
the Sukhachivske industrial site in the coming years. As well as to 
improve the system for calculating the total effective radiation dose, 
both to the personnel of the radiation-hazardous facility and to the 
population living near the industrial site.

Keywords: measurement of parameters, tailings facility, radia­
tion facility, radiation monitoring, γ-radiation, absorbed and expo­
sure dose rates.
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The object of the study is modeling traffic congestion. For mo­
deling traffic congestion in the aim to get better fluidity of road traf­
fic mainly in urban areas, it is necessary to use powerful computers, 
ahead the complexity of the task. Because, road traffic is a complex 
phenomenon especially at crossroads, firstly due to the high number 
of users who use it, secondly the nature of the crossroads which have 
a complex mesh network. In this paper, a mathematical approach 
based on the Greenshield model who interested in the study of traffic 
performance at crossroads is developed. This model permit to control 
and regulate traffic urban which must meet various objectives like: 
minimizing wait times for vehicles at crossroads, optimization of traf­
fic flows on the road network. The application treated in this papier 
is the Zouaghi Slimane crossroads of Constantine city (Algeria). 
According obtained results, the time spent at crossroads Zouaghi 

Slimane can reach more than 45 minutes and more for day. This situa­
tion brings to asking the following question: how to reduce the travel 
time lost at this crossroads? To give the answer at this last question, 
the first step is to considering the different variables that characterize 
the progressive movement of vehicles on a road. In the objective to 
give a mathematical formulation, which links, the number of vehicles 
present at time t over a length L of the road. Speed is one of the basic 
parameters of traffic flow, the relationship between the fundamental 
parameters of traffic considers the different variables that characte­
rize the progressive movement of vehicles on a road permit to give  
a mathematical formulation which links the number of vehicles pres­
ent at time "t" over a length "L" of the road. The main objective is to 
bring out indicators such as speeds, density and critical flows allow­
ing to set up a dynamic management of the traffic, for a decongestion 
the crossroads Zouaghi Slimane.

Keywords: traffic road, modelling traffic congestion, critical 
flows, traffic dynamic management, regulate traffic urban.
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The object of the study is the process of diagnosing complex-
shaped objects in a video stream. The paper investigates the applied 
problem of creating a hardware-software solution for detecting 
complex-shaped objects in a video stream. Single-board computers 
Raspberry Pi models 4 and 5 with additional UPS HAT (D) modules 
and 21700 batteries were used as hardware, ensuring operation in 
the absence of power supply. Serial Camera Interface cameras and 
Full HD 1080p webcams were connected to the single-board com­
puters to study effective methods of video processing using several 
studied video processing architectures. Eight video processing archi­
tectures based on the Oriented Features from Accelerated Segment 

Test and Rotated Binary Robust Independent Elementary Features 
and Scale-Invariant Feature Transform methods were considered. 
Each video processing architecture was tested using a one-minute 
video, where its average performance was determined. The limita­
tions of video processing were a region of interest of 400×300 pixels 
and the presence of a limited number of reference images. To auto­
mate the launch of programs on single-board computers, the systemd 
initialization system was used.

Known video processing algorithms were considered and 
a modification of the algorithm was proposed by using a double  
check for the presence of an object in the video stream. A hard­
ware-software solution was implemented, consisting of a single-
board computer with external cameras connected to it, and soft­
ware for detecting complex-shaped objects in the video stream was 
created. The solution is useful as an auxiliary tool for detecting 
complex-shaped objects in the video stream on robotic platforms, 
in industry, everyday life, the educational process, and when re­
pairing electronic modules. The practical significance of the study 
lies in the fact that the architecture for processing complex-shaped 
objects has been further developed. They provide for a double 
check for the presence of an object in the video stream, which 
increases the processing time of one frame, and on the other hand, 
increases the efficiency of object detection based on only one refe­
rence photo.

Keywords: computer vision, single-board computer, initializa­
tion system, double-check, video processing algorithms.
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The object of research is the automation of starting and stop­
ping steam power boilers. The problem of automating the starting 
and stopping of steam power boilers is important for thermal power 
plants (TPP) and industrial enterprises. These processes require sig­
nificant efforts from service personnel due to their complexity, partial 
automation and the need to take into account the human factor.  
It is emphasized that full automation of starting and stopping steam 
boilers is economically impractical, since most of the time the boilers 
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operate in continuous automatic operations and only a short time is 
allocated for periodic procedures, which are mostly performed ma­
nually. However, the significant impact of the human factor at critical 
stages of boiler operation requires the introduction of new technolo­
gies that can increase the efficiency and safety of such operations. 
The study outlines the main challenges associated with steam boiler 
control and proposes new approaches to solving these problems.  
It is noted that operators often perform actions during boiler start­
ing and stopping based on instructions or their own experience. This 
knowledge can be formalized and integrated into the database of an 
expert decision support system (DSS), which automates some of the 
manual actions and helps operators avoid errors. For this purpose, 
it is proposed to use machine vision subsystems that can validate 
the operator’s actions, analyze the interaction of personnel with the 
equipment and signal about possible incorrect actions. This approach 
can not only reduce the risk of errors due to fatigue or stress of per­
sonnel, but also make the starting and stopping processes safer and 
more efficient.

It is proposed to integrate machine vision subsystems to obtain 
information that is difficult to measure by traditional means, in par­
ticular, regarding the operator’s interaction with manual mechanisms 
or its presence at the workplace. The structure of the proposed DSS 
also takes into account the possibility of transferring knowledge 
bases between different objects, which ensures the scalability and 
adaptability of the system. The implementation of such a system is 
based on modern international automation standards, in particular 
ISA-88, ISA-106 and VDI/VDE/VDMA 2632.

Keywords: decision support system, machine vision, steam boiler, 
production equipment, control procedures, manual equipment.
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The object of research is the optimal distribution of operating 
modes of gas turbine units (GTU) as a tool for increasing the stabi­
lity of the Ukrainian power system in crisis situations. Given the 
challenges caused by the destruction of the energy infrastructure 
due to massive shelling, ensuring the stability of electricity supply 
requires the development of new approaches to frequency regulation. 
The frequency of electricity is a critical parameter that determines 
the balance between generation and consumption. Its violation can 
cause serious consequences, such as equipment shutdown and desta­
bilization of the power system.

The work was aimed at creating mathematical models of GTU 
and the power system, allowing to analyze the change in frequency 
and power depending on the operating modes. As well as at deve­
loping a methodology for optimal load distribution between units 
under conditions of variable external influences. The work de­
scribes in detail the structure of the GTU model in the Simulink 
environment, which takes into account dynamic processes in gas 
volumes, the combustion chamber and the rotor of the unit. The 
proposed methodology is based on the study of two approaches to 
power distribution: uniform and proportional to the control range of  
each GTU. A numerical experiment has shown that uniform dis­
tribution is better suited for positive disturbances, reducing the 
integral indicator (integral square error ISE) by 15 % compared to 
traditional methods, while for negative disturbances, proportional 
distribution demonstrates a decrease in ISE by 20 %. In the case of 
positive disturbances, uniform distribution for different combina­
tions of capacities on average shows 0.6 % better control quality 
than the proportional approach, and for negative disturbances, 
proportional distribution on average shows 0.25 % better control 
quality, compared to uniform.



ABSTRACTS AND REFERENCES: 
SYSTEMS AND CONTROL PROCESSES

65TECHNOLOGY AUDIT AND PRODUCTION RESERVES — № 6/2(80), 2024

ISSN-L 2664-9969; E-ISSN 2706-5448

The research results have significant practical potential and 
can be used to improve the control systems of the power systems 
of Ukraine in conditions of a shortage of generating capacities and 
crisis situations.

Keywords: power system, gas turbine units, angular velocity, 
integral indicator, electricity frequency control.
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