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The possibility of increasing the capacity of QR codes by using color
modules without adding new metadata is studied. A method for automatically
determining the number of colors and their palette using image processing is
proposed, which ensures compatibility with classical QR codes. A system is pro-
posed that allows creating a QR code that uses 4, 8 or 16 colors in addition to the
standard black and white version.

The main problem is the optimal use of the available color space to minimize
errors when reading an informative image with an optical camera, compensate
for the effects of uneven lighting and poor image quality, and ensure backward
compatibility with the black and white version.

In the course of analyzing the use of different color spaces, the most promis-
ing perceptually uniform OKLCH space was determined. Algorithms for image
preprocessing for correct decoding of information and an algorithm for encoding
and decoding information using color have been developed.

The results obtained are explained by the distribution of the color gamut
after the test reading of informative images, the number of errors and successful
readings. Using the OKLCH color space, it was possible to read 60% of 16-color
test images, while in HSL it was not possible to read any image due to color
overlap. However, both spaces have a fairly high rate of successful reads in 4 and
8 color codes.

The use of color will allow the introduction of new standards for high-
capacity color machine-readable codes without requiring changes to existing
ones for additional metadata, while maintaining full backward compatibility and
reliability of black and white codes. Increased information capacity in some cases
allows to eliminate the need to be connected to the Internet, reduce the size of the
code, and make it more visually appealing by using colors.
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processing, color space.
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The object of this study is the use of generative artificial intelligence (GenAl)
to create output messages in a decision support system (DSS) for prosumers.
The research addresses the challenge of improving user experience (UX) by
enhancing the effectiveness of DSS messages. A prototype DSS was developed
for a specific private houschold equipped with solar panels. A rule-based mes-
sage generation system was created as a baseline for comparison. An evaluation
was conducted through surveys in Ukrainian and English. GenAI models from
OpenAl and Anthropic were compared. Messages were assessed along two key
dimensions of UX quality: usefulness and ease of comprehension.

The results indicate that GenAl can enhance the effectiveness of DSS rec-
ommendations for specific user groups without adverse effects. The Sonnet 3.5
model (Anthropic) generated messages that were rated as statistically more use-
ful (p<0.05) by female users in Ukrainian. Users preferred shorter messages in
English, and Sonnet 3.5 outperformed GPT-4 (OpenAl) in terms of usefulness
in both languages (p < 0.05).

The higher usefulness ratings can be attributed to more detailed recom-
mendations while maintaining natural language. The English-language results
were likely influenced by the fact that respondents were not native speakers.
Differences between the models are associated with the specifics of their integra-
tion into the DSS.

The results prove the hypothesis that GenAlI can improve the efficiency of
DSSs by generating more useful but not more complex messages. These results
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also indicate that GenAl's main advantage is in tailoring the DSS output to the

needs of different user groups. The difference in results between the models

highlights the need for proper testing of the developed Al solutions in specific

contexts. The results will be used to develop a more efficient DSS for electricity

prosumers.

Keywords: generative artificial intelligence, decision support system, pro-

sumers, user experience, photovoltaics.
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The object of the study is the technological process of sinusoidal transforma-
tion of dark tones into a digital image, used at the stage of preparation for printing.
One of the most problematic areas is posterization, which occurs with traditional

power-law gamma transformation, creating noticeable bands on the image that
distort itts quality and limit the capabilities of the operator, technologist, and printer.

The study employed mathematical modeling and quantization of grada-
tion characteristics to eliminate these shortcomings. A mathematical model of
sinusoidal transformation was developed, describing the brightness of the image
in the range of 0 < L <255 levels. A structural scheme of the simulator model was
also created in MATLAB: Simulink, allowing for the calculation and plotting of
gradation characteristics, optical density, and contrast sensitivity for different
transformation frequencies.

As a result of the simulation, it was found that the sinusoidal transforma-
tion has significantly smaller initial quantization shifts (0.5-2 units) and first
step lengths (1-2levels) compared to the traditional gamma transformation
(11-31 units and 10-15 levels, respectively). This eliminates posterization. The
contrast sensitivity of the sinusoidal transformation increases up to 2.2, exceeding
the constant value of 1 in the linear scale, which ensures improved tone percep-
tion. Thus, the proposed method demonstrates higher efficiency in reproducing
images in both dark and light areas.

The results obtained demonstrate the absence of posterization in the
sinusoidal transformation of dark tones. This is due to the proposed approach
having several features, including a steeper gradation characteristic at the begin-
ning of the range, which eliminates posterization of dark tones without losses in
highlights. This ensures the ability to obtain high-quality images with improved
gradation characteristics.

Compared to similar known methods, this provides advantages in the form
of improved image quality and elimination of posterization, which is crucial for
the quality preparation of images for printing. The results of the research and
simulation modeling can be used to select optimal reproduction characteristics,
ensuring improved perception of the printed image by the human visual system.
This allows achieving high print quality without losses in detail and contrast,
which is a significant advantage in the printing industry.

Keywords: image, modeling, sinusoid, simulator, gradation, optics, density,

contrast, sensitivity, quality.
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The object of the study is the process of collecting initial diagnostic informa-
tion by the technical support service (Service Desk/Help Desk) in organizations
where IT infrastructure is a key element of business processes.

One of the most problematic areas is the manual and ineflicient collection
of accurate diagnostic data from users who often lack sufficient technical knowl-
edge. This leads to significant delays at the primary diagnostics stage, increases
overall system downtime, and directly impacts employee productivity, especially
when network infrastructure problems arise.

In the course of the study, an approach is proposed that involves optimiz-
ing and automating the collection of primary network diagnostic information
directly from the user’s side. This method includes automatically checking the
physical connection, obtaining correct network settings (IP address, DNS, etc.),
and verifying resource accessibility over the network.

The expected result is a significant increase in the speed and quality of the
technical support services work. This is due to the fact that the proposed auto-
mated method minimizes the need for lengthy user questioning and sequential
manual checks of settings. It has a number of features, in particular, a focus on
automating data collection specifically from the network infrastructure, which
is the foundation for the vast majority of IT services.

This approach allows to automate the collection of diagnostic data in an
infrastructure built using equipment from different vendors and does not depend
on the specific software implementation of network services, monitoring and
logging services. Compared to similar known traditional methods, this approach
provides such advantages as reduced downtime, a lower risk of significant finan-
cial losses for the company, and an increase in overall user satisfaction with the
quality of IT services.

Keywords: automation, support, networks, diagnostics, API, Celery, Zam-
mad, FastAPI, incident management.
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The object of the research is the process of selecting and evaluating archi-
tectural solutions, both at the design stage and during the migration of a software
applications architecture, within the context of evolutionary architecture. The
paper is focused on variations of the Command Query Responsibility Segrega-
tion (CQRS) with Event Sourcing (ES) architecture, which, in fact, is a family
of architectural variations that differ in complexity, performance, development
time, and the required expertise from developers. These differences have a sig-
nificant impact on the development cost and maintainability of the software
application. Moreover, changes in business requirements or technical context
often necessitate migration among architectural variations, which may drastically
increase costs if not planned properly.

In the absence of objective evaluation criteria, decisions are often based on
expert judgment, which may be unavailable or insufficient. This work proposes
a formal modeling approach for supporting CQRS with ES architectural variation
selection and migration planning. The approach is based on classification of pro-
cesses and breaking them down into smaller activities. This enables objective com-
parisons of architectural variations based on complexity and performance metrics.

The application of the approach is shown on two basic variations. Metrics
were obtained, and a bitmap chart was built to visualize architectural applicabil-
ity, depending on the project priorities. The score of mCQRS ranges from 39%
to 53%, while that of Classical CQRS - 47-61%.

The proposed approach is applicable in projects where architecture evolu-
tion is expected. It is especially useful in organizations operating at Capabil-
ity Maturity Models Integration (CMMI) Level 4 (Quantitatively Managed
Organization) which is focused on predictability of quantitative performance
improvement objectives.

Keywords: software architectures, software metrics, formal methods, sup-

port decision—making, CQRS, Event Sourcing.
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The object of research is the technological process of raster conversion of
digital images based on power-linear transformation at the stage of preparation
for printing.

The problem in the processes of prepress preparation is the lack of function-
ality in available computer image processing programs to construct the charac-
teristics of the raster conversion, which are the main carrier of information about
the image. Accordingly, this limits the capabilities of the reproduction process
and leads to a loss of image quality on the print.

The work used the method of mathematical modeling, the theory of digital
image conversion, and object-oriented programming. To solve the problems
set, typical variants of power-linear transformation of digital images of differ-
ent tonalities were constructed. In the process of the study, algorithms for raster
transformation of different lineatures were developed, which are the main carrier
of information about the image. Simulators for simulation modeling, analysis,
and synthesis of power-linear transformation were built, ensuring high-quality
tone reproduction of images of different lineatures.

A mathematical model of raster conversion of typical variants of power-
linear conversion of digital images for light tones has been developed and new
rasterization algorithms have been proposed. Based on them, a structural dia-
gram of a simulator of raster power-linear conversion of images of light tones has
been developed in the MATLAB:Simulink package, with which it is possible to
calculate and construct gradation characteristics, rasterization characteristics and
analyze their properties.

The proposed model of algorithms for raster power-linear conversion of
digital images eliminates posterization of images in dark areas, which is an ad-
vantage of the developed new raster conversion algorithms using power-linear
transformation.

The results of the conducted studies of raster tone reproduction can be
recommended to operators and technologists for use in pre-printing processes at
the stage of raster conversion of digital images.

Keywords: power-linear conversion, raster tone reproduction, simulator,
gradation characteristics, raster conversion characteristics.
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The object of research is the process of ensuring the reliability of high-speed
magnetic levitation.

Navigation tasks of high-speed ground transport require high accuracy and
reliability along with high speed of obtaining data on the location of the magnetic
levitation. The problem to be solved is to ensure the integrity of the magnetic
levitation navigation system by means of essential integration into its structure of
the diagnostic subsystem, the basis of which is the phase ranging method.

It has been established that the diagnostic procedure for determining the
operability of the navigation system of a high-speed vehicle in real time is fully
ensured by the use of the phase ranging method. A method of continuous preci-
sion positioning of a high-speed magnetic levitation vehicle based on the phase
ranging method for an arbitrary configuration in three-dimensional space of
afixed track structure, as well as a method of ensuring the integrity of the naviga-
tion system of a maglev train, has been substantiated. A new approach to solving
the location problem is proposed, which allows using the train communication
channel with the traffic control center as a distributed location sensor as an inte-
gral element of the radio wave information and control system.

The structure of the information packet cycle is proposed. The volume of the
information flow and the degree of redundancy introduced into the information
flow to ensure the required reliability of information transmission are determined.

The developed diagnostic procedure meets the requirements for the safety
and reliability of operation of high-speed ground transport based on magnetic
levitation technology, the movement of which is controlled using a navigation
system topologically connected with the configuration of the track structure.
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15.

Keywords: magnetic levitation transport, phase ranging, navigation, diag-

nostics, generator, synchronization, signal.

References

. Hasegawa, D,, Nicholson, G. L., Roberts, C., Schmid, F. (2016). Standardised ap-

proach to energy consumption calculations for high-speed rail. IET Electrical Sys-
tems in Transportation, 6 (3), 179-189. https://doi.org/10.1049/iet-est.2015.0002

. Pierrejean, L., Rametti, S., Hodder, A., Paolone, M. (2025). A Review of Model-

ing, Design, and Performance Assessment of Linear Electromagnetic Motors for
High-Speed Transportation Systems. IEEE Transactions on Transportation Elec-
trification, 11 (1),2146-2159. https://doi.org/10.1109/tte.2024.3416870

. Noland, J. K. (2021). Prospects and Challenges of the Hyperloop Transportation

System: A Systematic Technology Review. IEEE Access, 9, 28439-28458. https://
doi.org/10.1109/access.2021.3057788

. Sinha, P. (1984). Design of a magnetically levitated vehicle. [EEE Transactions

on Magnetics, 20 (5), 1672-1674. https://doi.org/10.1109/tmag.1984.1063552

. Fujiwara, S. (1988). Characteristics of EDS magnetic levitation with ground coils

for levitation arranged on the side wall. Electrical Engineering in Japan, 108 (3),
101-110. https://doi‘org/101002/66}4391080312

. Long, Z., Wang, Z., Zhai, M., Li, X. (2024). High-Speed Maglev Trains Levita-

tion and Guidance Control. Advances in High-speed Rail Technology. Singapore:
Springer Nature. https://doi.org/10.1007/978-981-97-2309-6

. Gao, Z, Cecati, C,, Ding, S. X. (2015). A Survey of Fault Diagnosis and Fault-Tol-

erant Techniques — Part I: Fault Diagnosis With Model-Based and Signal-Based
Approaches. IEEE Transactions on Industrial Electronics, 62 (6), 3757-3767.
https://doi.org/10.1109/tie.2015.2417501

. Gao, Z., Cecati, C,, Ding, S. (2015). A Survey of Fault Diagnosis and Fault-Toler-

ant Techniques Part II: Fault Diagnosis with Knowledge-Based and Hybrid/Ac-
tive Approaches. IEEE Transactions on Industrial Electronics, 62 (6), 3768-3774.
https://doi.org/10.1109/tie.2015.2419013

. Beard, R. V. (1971). Failure accommodation in linear systems through self-

reorganization. Report No. MVT-71-1. Cambridge: Massachusetts Institute of
Technology.

Dzenzerskii, V. A, Plaksin, S. V., Sokolovskii, I. I. (2002). Radiovolnovye metody
kontrolia i upravleniia dvizheniem magnitolevitiruiushchikh transportnykh
sredstv. Radioelektronika, informatyka, upravlinnia, 1 (7), 108-114.

Dzenzerskii, V. A,, Omelianenko, V. I, Vasilev, S. V,, Matin, V. I, Sergeev, S. A.
(2001). Vysokoskorostnoi magnitnyi transport s elektrodinamicheskoi levitatciei.
Kyiv: Naukova dumka, 480.

Heinrich, K., Kretzschmar, R. (1989). Transrapid MagLev system. Darmstadt:
Hestra-Verlag.

Dzenzerskiy, V. A., Plaksin, S. V., Pogorelaya, L. M., Toldaev, V. G., Shkil, Yu. V.
(2014). Sistemy upravleniya i energoobespecheniya magnitolevitiruyushchego trans-
porta. Kyiv: Naukova dumka, 276.

Soloviov, V. S., Tkachuk, O. O,, Topchii, V. M., Yaitskyi, V. M, Sahaidak, H. I,
Mozghovyi, V. V. (2004). Derzhavnyi pervynnyi etalon odynyts chasu i chastoty:
rezultaty doslidzhen ta osnovni problemy. Metrolohiia ta vymiriuvalna tekhnika.
Kharkiv, 219-221.

Mukha, A. M., Plaksin, S. V., Pohorila, L. M., Ustymenko, D. V., Shkil, Y. V. (2022).
Combined System of Synchronized Simultaneous Control of Magnetic Plane
Movementand Suspension. Science and Transport Progress, 1 (97),23-31. https://
doi.org/10.15802/5tp2022/265332

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 4/2(84), 2025

115 —)



ABSTRACTS AND REFERENCES:
( SYSTEMS AND CONTROL PROCESSES

ISSN-L 2664-9969; E-ISSN 2706-5448

16. Dzenzerskiy, V. O,, Gnilenko, A. B,, Plaksin, S. V., Pogorelaya, L. M., Shkil, Y. V.
(2018). Perspective transport-power system based on the integration of maglev-
technology and distributed photo-electric station. Science and Transport Progress,
1(73),77-86. https://doi.org/10.15802/stp2018/123116

17. Plaksin, S, Mukha, A., Ustymenko, D., Doskoch, V., Sandul, T, Kulikov, S. (2025).
Justification of the application of a distributed network of photoelectric con-
verters to power a linear motor of magnetolevitation transport. System tech-
nologies, 6 (155), 10-19. https://doi.org/10.34185/1562-9945-6-155-2024-02

DOI: 10.15587/2706-5448.2025.334954
DEVELOPMENT OF A FUZZY RISK ASSESSMENT MODEL
FORINFORMATION SECURITY MANAGEMENT

pages 71-79

Yurii Zdorenko, PhD, Department of Computer and Information Technologies
and Systems, National University "Yuri Kondratyuk Poltava Polytechnic’, Poltava,
Ukraine, ORCID: https://orcid.org/0000-0002-5649-771X

Alina Yanko, PhD, Associate Professor, Department of Computer and Informa-
tion Technologies and Systems, National University "Yuri Kondratyuk Poltava
Polytechnic; Poltava, Ukraine, e-mail: al9_yanko@ukr.net, ORCID: https://
orcid.org/0000-0003-2876-9316

Mykhailo Myziura, PhD Student, Department of Computer and Informa-
tion Technologies and Systems, National University "Yuri Kondratyuk Poltava
Polytechnic; Poltava, Ukraine, ORCID: https://orcid.org/0009-0009-9301-2054

Nadiia Fesokha, PhD, Department of Computer Information Technologies, Kruty
Heroes Military Institute of Telecommunications and Information Technology,
Kyiv, Ukraine, ORCID: https://orcid.org/0000-0002-9797-5589

The object of research is the process of assessing information security risks
of information resources during the functioning of information activity objects,
which is the basis of effective security management.

One of the most problematic areas of classical probabilistic risk assessment
models is high subjectivity in determining quantitative values of indicators.
To eliminate these shortcomings, it is proposed to create universal, scalable and
trainable risk assessment models based on qualitative characteristics. The study
used an adaptive neuro-fuzzy logical inference system (ANFIS).

A mathematical model of information security risk assessment was obtained,
which expands existing solutions by scaling. The approach used in the model
allows to automatically adapt to dynamic changes in the functioning of the infor-
mation activity object. The proposed model has the following features: automated
generation of the rule base and retraining of the fuzzy system. The use of artificial
neural networks to automate the adjustment of the parameters of the fuzzy system
allows to avoid the subjectivity characteristic of expert assessments. This provides
the ability to obtain current values of the information security risk level.

The conducted experimental studies quantitatively confirmed the effectiveness
of the model, which demonstrated classification accuracy of up to 95% and a signifi-
cant reduction in the mean square error to 001 compared to classical probabilistic
models and traditional fuzzy expert systems. This is due to the fact that the proposed
model has a number of features, in particular, automated generation of the rule base
and the possibility of retraining the fuzzy system, which is provided by the use of artifi-
cial neural networks. Due to this, automatic adaptation to dynamic changes in the ob-
ject and accurate obtaining of current values of the risk level are ensured. Compared
to similar known models, this provides automated adjustment of parameters based on
the results of retraining (with an error of > 1-2%) and reliable information security
management by prioritizing protective measures and responding promptly to threats.

Keywords: information activity, risk, intellectual system, fuzzy logic, artifi-
cial neural network.
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The object of research is the process of segmenting an image from an
unmanned aerial vehicle based on the ant algorithm under the influence of
speckle noise.

Unlike the known ones, the image segmentation method based on the ant
algorithm involves the imitation of the collective behaviour of agents (ants)
capable of adapting to local features of the image. In addition, the pheromone
marking mechanism contributes to a more distinct delineation of the boundaries
between segments, which positively affects the accuracy of dividing the image
into segments.

Speckle noise is a type of multiplicative noise that occurs in images formed
using coherent radiation. Its appearance is due to the interference of reflected
waves coming from different points of the same object, but with microscopic
differences in phase. This leads to the appearance of a chaotic granular structure
that distorts the image and complicates further analysis.

Experimental studies have shown that the segmentation method based on
the ant algorithm provides a reduction in segmentation errors of the first kind on
average from 6% (in the absence of speckle noise) to 30% (at a speckle noise in-
tensity o= 15). With an increase in the speckle noise intensity, the gain in the val-
ue of the segmentation error of the first kind increases. The segmentation method
based on the ant algorithm provides a reduction in segmentation errors of the
second kind on average from 5% (in the absence of speckle noise) to 32% (at
a speckle noise intensity o= 15). With an increase in the speckle noise intensity,
the gain in the value of the segmentation error of the second kind increases.

The practical value of the segmentation method based on the ant algorithm
lies in the possibility of segmentation under the influence of speckle noise.
At the same time, a reduction in segmentation errors of the first and second kind
is ensured in comparison with the known method.

Keywords: segmentation, unmanned aerial vehicle, ant algorithm, speckle

noise, Sobel operator.
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The object of the study is the modeling process of virtual adversary behavior
and automated control systems for mine weapons in game-based naval combat
scenarios, taking into account uncertainty and incomplete information, particu-
larly in conditions of partial or erroneous functioning of the sensor system. One
of the most problematic aspects is ensuring effective decision-making in situa-
tions where the sensor system exhibits Type I and Type II errors or its feedback
is completely absent due to malfunctions or damage.

The study employs stochastic modeling methods, mathematical expectation
estimation for all possible combat scenarios, and adaptive control algorithms
that consider the accuracy of the sensor system and the a priori probability of
enemy presence.

An adaptive control method for anti-ship defense and a corresponding
implementation system have been developed, which includes an adaptive con-
troller capable of performing the core computations in real time to determine
optimal control actions for mine weapon deployment.

The results of numerical experiments were obtained for various scenarios:
with fixed parameters, variable minefield density, sensor system accuracy changes,
and different a priori probabilities of ship appearances. These experiments en-
abled a comprehensive evaluation of the methods effectiveness. The conducted
experiments confirm that the proposed method enables effective control of mine
weapons in the presence of Type I and Type II errors with probabilities ranging
from 0 to 0.9 during the detection of enemy and neutral ships.

As a result, the proposed solution provides the capability for adaptive con-
trol of combat operations even under high uncertainty, enhances the realism of
virtual adversary behavior in simulation games, and lays the groundwork for the
development of intelligent automatic control systems in naval combat scenarios.

Keywords: simulation games, maritime defense, mine weapons, automatic

control, stochastic modeling, mathematical expectation.
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The object of research is the implementation methods of an adaptive
hardware-software model for signal spectrum analysis using Fast Fourier Trans-
form (FFT), implemented on a Field-Programmable Gate Array (FPGA) fol-
lowed by processing in the software part. This solution combines the advantages
of hardware acceleration and software flexibility. The proposed model is aimed
at solving the problem of creating an efficient tool for real-time signal processing,
taking into account limitations in accuracy, latency, resource usage, and data re-
tention for further processing and analysis. The model is designed with scalabil-
ity in mind, both in terms of increasing the number of processing channels and
extending the FFT length and precision level. Its development included stages of
modeling, synthesis, debugging, and testing close to real-world conditions. The
structure of the model was thoroughly designed, data representation formats and
rounding procedures were optimized, and the FFT algorithm was adapted to the
specifics of the chosen platform. Altogether, this ensured high accuracy of spectral
analysis and efficient use of FPGA resources, as confirmed by experimental data.
Practical testing of the system in real time was conducted, during which such
parameters as result accuracy and power consumption were evaluated, consider-
ing the efficient use of logic elements and memory blocks. The obtained results
logically reflect the advantages of the hardware-software implementation, the us-
age of optimized data formats and rounding procedures, as well as the successful
adaptation of the FFT algorithm. This allowed achieving a balance between high
spectral analysis accuracy at the level of 3.97 kHz with an FFT length of 16,384,
a twofold reduction in the required memory size, and a 0.25 ms decrease in FFT
result transmission time. The practical applications of the developed model cover
a wide range of fields, including embedded signal processing systems, modern
real-time measurement devices, as well as mobile or energy-efficient systems,
where real-time processing under low power consumption is critical. Thanks
to its versatility, the model can be integrated into more complex digital signal
processing systems, expanding their functionality.

Keywords: model, Fast Fourier Transform, Field-Programmable Gate
Array, Python, magnitude, rounding, accuracy, telecommunications.
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