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The object of research is the technological process of pre-printing adjust-
ment of image tone reproduction based on the determination of the contrast of
colored raster polynomially transformed digital images.

One of the significant problems in the process of pre-printing image prepa-
ration is the absence of an automated zonal ink supply adjustment system in most
offset machines. Accordingly, this makes it impossible to determine the optimal
ink layer to ensure high-quality tone reproduction. Therefore, the urgent task of
determining the contrast of colored raster polynomially transformed images over
the entire tone reproduction interval arises.

The research process is based on the use of the method of mathematical
transformation, the theory of digital image processing and object-oriented
programming.

Rasterization algorithms have been developed based on the use of polyno-
mial transformation of digital images of light tones. The result of raster transfor-
mation is the determination of the relative area of the coloring of raster elements,
which is the main carrier of information about the tonality of the image.

A structural diagram of a contrast simulator of colored polynomially
transformed images was constructed, with the help of which the characteristics
of coloring of raster elements and the characteristics of the contrast of colored
polynomially transformed images were constructed.

The proposed coloring model describes the dependence of coloring of raster
elements on the change in the relative contrast of colored raster polynomially
transformed images. It is proved that an increase in the thickness of the ink layer
increases the initial contrast by +0.2 units. Therefore, changing the thickness of
the ink layer can ensure optimal visual image quality due to a change in contrast,
which is an advantage of the model.

The research results can be recommended for use in pre-printing processes
of adjusting digital images.
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The object of research is the automated construction of partially observ-
able Markov decision process (POMDP) models from a semantic knowledge
base, in which probabilistic parameters are formalized as an ontology or
knowledge graph.

The problem addressed in this research is that the traditional approach
requires manual construction of transition, observation, reward, and cost tables,
which results in low data traceability. This significantly complicates model audit-
ing and updating, and hinders reconciliation in cases of conflicting information
sources or changes in domain knowledge.

A domain-independent schema has been developed that represents each
numeric POMDP parameter as a provenance-aware claim, including the infor-
mation source and timestamp.

A deterministic compilation method has been implemented that selects
claims via SPARQL queries, resolves conflicts according to a policy, normalizes
parameters, and forms the output tabular values for transition T, observation O,

and reward R matrices.
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A benchmark evaluation was conducted using a diagnostic task, confirming
the models high generation speed. In a series of 10 experiments, generation time
did not exceed 3.6 s, even for a state space of |S| = 3957, and solution time by the
SARSOP solver ranged from a few seconds to a set timeout of 600's, depending
on the scaling mode.

Treating parameters as graph entities allows transforming model updates
into an explicit claim-editing procedure that is accessible to audit.

The method can be used when the domain knowledge is expressed as
ontology with identifiable states/actions/observations, and when parameter
provenance matters. It supports maintainable decision-support deployments
with auditable parameter histories and handling of conflicting claims, generation
of model variants for sensitivity analysis, and controlled extension of the model
via ontology learning.

Keywords: ontology, knowledge graphs, automated model generation,
probabilistic planning, POMDP.
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The object of research is the process of creating a three-dimensional com-
puter model of an aerodynamic product.

The research is devoted to solving the problem of combining a Transformer
class model and a method of representing figures through a Fourier series. Such
a combination is possible provided that a universal method of representing
multidimensional data of different types is used. The results of the combination
can improve the solution of the problem of creating a 3D model that meets the
specified environmental requirements with sufficiently high accuracy. However,
the issues of applying a universal method of representing multidimensional data
remain largely unexplored.

A universal method of representing mathematical descriptions of a 3D
object and the physical environment that affects the characteristics of this object
has been improved. A new method of calibrating the action orbit of the similar-
ity group of figures by displacement has been developed. A method of applying
the Fourier transform for figures that form multiple-valued functions after the
second phase of the transformation has been improved. A quantitative quality
assessment of the functional representation of a figure based on the Hausdorff
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distance has been developed. A method for eliminating the existing shortcomings
of this distance has also been developed.

An experimental verification of the obtained research results has been
carried out. It has been established that the use of the proposed improvements
ensures the invariance of the functional representation with respect to spatial
characteristics of 99.9%. The largest root mean square deviation is 0.000008 ab-
solute units of the Hausdorff distance.

The obtained results provide a universal method for representing any
three-dimensional objects. Unlike most existing methods, the improved method
allows to operate on 3D models as points in the Hilbert functional space. This
possibility allows to significantly simplify the use of modern machine learning
models of the Transformer class for solving scientific and applied problems of
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The object of this research is the process of automated testing of application
programming interfaces (API) in systems developed following Agile and DevOps
approaches, where requirements are heterogeneous, frequently changing, and
represented in various formats: from formal OpenAPI specifications to textual
documentation (Confluence). The problem addressed is the absence of an ar-
chitectural mechanism for systematic integration of heterogeneous requirements
sources and for decoupling requirements interpretation from test generation.
Specification-oriented approaches fail to incorporate business rules from textual
sources, covering only 70-80% of specification content. LLM-based approaches
are unstable: repeated runs with identical prompts yield test sets differing
by 20-40%, with coverage standard deviation reaching £12%.

Al-driven orchestration architecture is proposed, comprising a coordina-
tion layer O, requirements-processing agents A, and a protocol-independent
unified requirements representation R. The test generation process is formalized
as T'= G(O(A(S))), where S denotes the set of requirements sources and G the
deterministic test generation algorithm. The key property of the architecture
is isolation of the stochastic LLM component at the agent level, guarantecing
reproducibility of the test set T for any fixed R

Verification was conducted through a comparative experiment on
a REST API service with 5 endpoints and 12 business rules. API coverage:
88-92% vs. 72-78% (specification-based) and 55-82% (LLM-based). Standard
deviation: £2% vs. £3% and +12%. Reproducibility: 0.97 vs. 0.95 and 0.62.
Maintenance: 15-20% modified tests vs. 60-70% and 40-55%.

The proposed architecture targets software development teams practis-
ing API-First Development and Documentation-Driven Development. Re-
sults are applicable to Agile/DevOps environments with frequently changing
requirements.

Keywords: AP], testing, orchestration, API requirements, LLM, DevOps,
CI/CD, architecture, automation, determinism.
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The object of research is spectral processes in plasma and multilayer optical
structures.

The problem solved in the work is the insufficient accuracy of identification
of physical parameters and the low resistance of classical spectral models to noise
disturbances, model errors and technological uncertainties, which complicates
the selective isolation of informative spectral components in real spectroscopic
measurements.

The peculiarity of the obtained results is the introduction of a composite op-
erator of a digital spectral twin, which combines a physical model, a spectral filter
and a neurooperator, in a single mathematical structure. A two-loop hybrid mod-
el training algorithm has been developed, which provides consistent adaptation
of both physical parameters and neurooperator parameters. The effectiveness of
the developed training algorithm has been assessed and the adaptive properties
of the model to external conditions have been investigated. The time dynamics of
the model and the dependence of the parameter identification error on the noise
level have been estimated. The model was tested on two typical synthetic films,
for which the Root Mean Square Error (RMSE) was reduced by almost 6-7 times
compared to the purely physical model (Transfer Matrix Method, TMM), and
the parametric error was reduced by almost 3 times.

The testing of experimental data demonstrated selective identification of
the dominant spectral lines of the electrode material against the background of
contributions from impurity components. It was shown that the physical com-
ponent of the model provides the correct localization and shape of the spectral
lines of the electrodes, while the neurooperator compensates for residual spectral
deviations. The practical significance of the results obtained lies in increasing the
accuracy of spectral identification, automation of parametric synthesis, calibra-
tion of spectroscopic systems, and creation of adaptive digital twins in the tasks
of diagnostics and design of optical and plasma systems.

Keywords: information technology, digital twin, operator model, spec-
troscopy, parameter synthesis, regularization, spectral information content,

multilayer structures.
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The object of research is the process of detecting visual anomalies
in images under conditions of reduction of the training sample and class
imbalance, relevant for visual monitoring systems of IT infrastructure and
telecommunication equipment, including recognition of microcracks on
printed circuit boards, corrosion on antennas, and damages of fiber-optic
lines. The problem lies in the fact that with a small volume of training data
two-stage approaches lose stability, reducing defect recognition accuracy.
This concerns schemes in which a convolutional autoencoder is combined
with an external classifier One-Class SVM. Under such conditions, the latent
representation is formed with lower quality, and the ranking of anomalies
becomes less reliable.

As an alternative, the Hybrid AWRED v4 architecture was used, in which
anomaly detection is performed directly in the space of reconstruction errors
without an external classifier. The approach is based on an objective function that
combines dynamic weighting and an adaptive cutoff threshold.

The verification was carried out on three datasets of 800, 107, and 54 im-
ages. For each dataset, eight runs were performed. On the sample N = 800, the
CNN + AWRED architecture showed better Precision, F1-Score, and MCC than
the CNN + SVM ensemble. At N = 107, the advantage of the proposed approach
was manifested in AUC-ROC and AP.
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For the micro-sample N =54, the threshold metrics of both approaches
were close, while AUC-ROC and AP remained higher in the baseline model. This
indicates that with such a data volume both approaches approach the limit of
their effectiveness without additional expansion of the sample. It was established
that Hybrid AWRED reaches the early stopping criterion earlier, and its heat
maps form clearer zones in defect areas. The approach is promising for automa-
tion of visual control under deficit of training data.

Keywords: end-to-end architecture, Hybrid AWRED, One-Class SVM,
dynamic weighting, class imbalance, visual control.

References

1. Cao, Y, Xiang, H., Zhang, H., Zhu, Y., Ting, K. M. (2025). Anomaly Detection
Based on Isolation Mechanisms: A Survey. Machine Intelligence Research, 22 (5),
849-865. https://doi.org/10.1007/s11633-025-1554-4

2. Tao, X, Gong, X,, Zhang, X., Yan, S., Adak, C. (2022). Deep Learning for Unsu-
pervised Anomaly Localization in Industrial Images: A Survey. IEEE Transac-
tions on Instrumentation and Measurement, 71, 1-21. https://doi.org/10.1109/
tim.2022.3196436

3. Mehta, D, Klarmann, N. (2023). Autoencoder-Based Visual Anomaly Local-
ization for Manufacturing Quality Control. Machine Learning and Knowledge
Extraction, 6 (1), 1-17. https://doi.org/10.3390/make6010001

4. Paolini, D,, Dini, P, Soldaini, E., Saponara, S. (2025). One-Class Anomaly Detec-
tion for Industrial Applications: A Comparative Survey and Experimental Study.
Computers, 14 (7), 281. https://doi.org/10.3390/computers14070281

5. Saeedi, J., Giusti, A. (2022). Anomaly Detection for Industrial Inspection using
Convolutional Autoencoder and Deep Feature-based One-class Classifica-
tion. Proceedings of the 17th International Joint Conference on Computer Vi-
sion, Imaging and Computer Graphics Theory and Applications, 85-96. https://
doi.org/10.5220/0010780200003124

6. Yang, M, Liu, J,, Yang, Z., Wu, Z. (2024). SLSG: Industrial image anomaly de-
tection with improved feature embeddings and one-class classification. Pattern
Recognition, 156, 110862. https://doi.org/10.1016/j.patcog.2024.110862

7. Liu, ], Xie, G, Wang, I, Li, S., Wang, C., Zheng, E, Jin, Y. (2024). Deep Indus-
trial Image Anomaly Detection: A Survey. Machine Intelligence Research, 21 (1),
104-135. https://doi.org/10.1007/s11633-023-1459-z

8. Li,Z, Yan, Y, Wang, X, Ge, Y., Meng, L. (2025). A survey of deep learning for
industrial visual anomaly detection. Artificial Intelligence Review, 58 (9). https://
doi.org/10.1007/s10462-025-11287-7

9. Wang, X, Chen, Y., Zhu, W. (2021). A Survey on Curriculum Learning.
IEEE Transactions on Pattern Analysis and Machine Intelligence, 44 (9). https://
doi.org/10.1109/tpami.2021.3069908

10. Dovzhenko, T. (2026). Hybrid awred: synergy of adaptive reconstruction and to-
pological clustering for anomaly detection in multimodal data. Zviazok, 1, 80-88.
https://doi.org/10.31673/2412-9070.2026.017405

11. Dovzhenko, T. P, Zinchenko, O. V. (2026). Robustness of Deep Intrusion De-
tection Models Under Massive Cyberattacks: Stress-Testing and Architectural
Features of Hybrid AWRED. Telecommunication and Information Technologies,
90 (1), 199-207. https://doi.org/10.31673/2412-4338.2026.019019

12. Dovzhenko, T. (2026). Topological anchoring and adaptive penalties: the
HYBRID AWRED architecture for defect recognition in contaminated visual data.
Connectivity, 180 (2), 62-71. https://doi.org/10.31673/2412-9070.2026.027603

13. Saha, B.(2022). Caltech-101 dataset. Available at: https://www.kaggle.com/datas-
ets/imbikramsaha/caltech-101

14. Belhadri, A, Benchennane, 1. (2025). Optimizing deep learning models:
A review. Multiagent and Grid Systems, 21 (2), 73-95. https://doi.org/10.1177/
15741702251370052

15. Wang, X, Jin, Y., Schmitt, S., Olhofer, M. (2023). Recent Advances in Bayes-
ian Optimization. ACM Computing Surveys, 55 (13s), 1-36. https://doi.org/
10.1145/3582078

16. Chicco, D., Jurman, G. (2023). The Matthews correlation coefficient (MCC)
should replace the ROC AUC as the standard metric for assessing binary clas-
sification. BioData Mining, 16 (1). https://doi.org/10.1186/s13040-023-00322-4

17. Jung, S., Dagobert, T., Morel, ]-M., Facciolo, G. (2024). A Review of t-SNE. Image
Processing on Line, 14, 250-270. https://doi.org/10.5201/ipol.2024.528

DOI: 10.15587/2706-5448.2026.362294

DEVELOPMENT OF AN ADAPTIVE DATA
PROVENANCE CONTROL METHOD FOR RESOURCE-
AWARE REAL-TIME STREAM PROCESSING

pages 60-65

Roman Moravskyi, PhD Student, Assistant, Department of Software, Lviv
Polytechnic National University, Lviv, Ukraine, ORCID: https://orcid.org/0000-
0002-6695-1920, e-mail: roman.o.moravskyi@lpnu.ua

Yevheniya Levus, Candidate of Technical Sciences, Associate Professor, Department
of Software, Lviv Polytechnic National University, Lviv, Ukraine, ORCID: https://
orcid.org/0000—0001 -5109-7533

The object of research is the process of managing data provenance in
real-time stream processing systems. The subject of research is an adaptive
data provenance method for resource-aware stream processing in Apache
Flink, which changes provenance granularity at runtime without affecting
business results.

The problem addressed is how to maintain explainable provenance for
anomaly detection or auditing while avoiding system resource overload from
always-on, fine-grained data provenance.

The significance of the results obtained is a provenance level controller
driven by live CPU and heap memory usage metrics. Its scientific novelty lies in
a three-level logic (detailed, summary, none) that dynamically adjusts the prov-
enance level without interrupting the pipeline. Performance was evaluated on
5000 simulated IoT sensor workloads with 60-second processing windows and
atarget of 15000 records per second under 3-, 15-, and 30-minute runs.

These results indicate that the suggested method maintains throughput
close to the no-provenance baseline while significantly reducing CPU cost com-
pared to full provenance. For equal workloads, adaptive runs consume roughly
3-4 times the baseline CPU, whereas full provenance requires about 6-9 times
the baseline CPU, because the controller demotes provenance under pressure
and restores detailed mode only when resources are recovered. Heap usage is
a weaker control signal because it reflects only part of the total memory and can
change when the runtime periodically frees unused memory.

The proposed method is most useful during anomalies, incidents, or audits
where selective, on-demand provenance is needed. This adaptability makes it
highly suitable for IoT gateways, edge devices, and regulated industries operating
under strict resource constraints.

Keywords: stream processing, data provenance, Apache Flink, distributed

systems.
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The object of research is the process of project management of transport
ships on the inland waterways of Ukraine. The subject of the research is a set
of theoretical, methodological and applied aspects of the formation of project
management mechanisms in the shipbuilding cluster system. The article solves
the problem of restoring the competitiveness of inland waterway transport in
Ukraine. The essence and features of cluster systems are revealed. Mechanisms
for organizing a shipbuilding cluster for the construction of transport ships on
the inland waterways of Ukraine are proposed. A feature of cluster systems is the
participation of business structures, government bodies and scientific centers
in them. It is proposed to organize in the cluster structure: a logistics center that
will ensure the implementation of logistics tools; a dual form of training that will
facilitate the transition to a qualitatively new level of training of workers and
specialists for the industry; a project office that implements project management
functions within a single information system and provides communication be-
tween projects. The results obtained are a tool for ensuring the competitiveness
of enterprises in the shipbuilding industry. The cluster system is a functionally
distributed logistics network that will develop both in the domestic and interna-
tional transport markets. Modern logistics tools allow to build an effective system
of material support for enterprises that are part of the cluster. The range of func-
tions that the logistics center implements requires constant analysis at all stages
of the life cycle of building a cluster. The proposed structure of cluster integration
of enterprises in the shipbuilding industry will allow to link the project structure
and the organizational structure of project portfolio management into a single

comprehensive information tool in specialized project management software.

Keywords: project management, cluster system, shipbuilding cluster, water

transport, dual education, logistics providers.
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The object of research is information processes of control in Sinamics G220
frequency converters with an induction drive. The research problem lies in the
need to develop simulation models of components of control systems for techno-
logical objects, as well as to design methodology and implement procedures for
their testing based on Digital Twin technology.

A functional scheme of a Sinamics G220 simulation model with an integrated
induction drive has been developed in the TIA Portal environment. A project of
a frequency control system for a 5.5 kW induction drive has been developed
through parameterization, and setup of the communication environment
based on Simatic S7 tools. Procedures for parameterization and Digital Twin
generation were applied to create a virtual Sinamics G220 with an integrated
induction drive.

The functionality of the operating modes of the Digital Twin has been
defined and implemented, involving the application of the following variable
parameters of rotational speed and mechanical load:

- Speed setpoint (1000 rpm and 2950 rpm with a period of 20 s);

— Ramp Function Generator (1.0s "Up"and 1.0's "Down’);

- Constant load torque (0.95 and 0.75 p. u.).

A procedure for setting the "Speed setpoint” via virtual digital inputs has
been implemented for the operating modes "Setpoint channel’, "Fixed setpoint’,
and "Binary’, providing 16 predefined "Speed setpoints”.

Testing of the Digital Twin was carried out using the built-in WEB server for
two parameter sets with switched "Speed setpoints” and variable mechanical load
"Constant load torque’. The testing results confirmed the adequacy of the simula-
tion model’s response to changes in input parameters and operating modes of the
Digital Twin of the Sinamics G220.

The obtained results are of practical significance for the commissioning of
frequency control systems for induction drives using Sinamics G220.

Keywords: control system, Sinamics G220 frequency converter, induction
drive, simulation model, Digital Twin.
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The object of research is the processes of determining the wear of gun bar-
rels and controlling the firing of artillery mounts under conditions of uncertain
disturbances. This work addresses the problem of ensuring the adequacy of de-
termining the current wear of the barrel and adaptive adjustment of the settings
of the artillery mount when firing in short series from different positions. At the
same time, the research considered the effect of random disturbing influences on
the mount, including the failure of the projectile leading belt and the low quality
of the powder charge.

The research used fuzzy logic methods to calculate the current value of bar-
rel wear based on the parameters of the ballistic wave of the shot and taking into
account the total gun firing. Also, stochastic modeling methods, in particular,
Markov chains, were used to simulate the processes of firing under conditions of
random disturbances.

A method for determining the current barrel wear based on fuzzy logic
has been developed and investigated, which allows for adaptive adjustment
of artillery mount settings when firing in short bursts under conditions
of uncertain disturbances. To correctly determine wear, the proposed
method uses three information channels, including the dominant frequency
and depth of frequency modulation of the ballistic wave, as well as the total
gun firing rate.

The results of computational experiments were obtained, confirming the
high efficiency of the developed method in comparison with other known
methods. In particular, an increase in firing efliciency by 14.5% and a reduction
in the time spent at firing positions by 3 min. were achieved when compared
with the most effective method using measurements of the dominant frequency
of the ballistic wave.

The developed method can be used for diagnostics and control of mod-
ern artillery systems to increase firing efficiency and reduce the time spent
at firing positions.

Keywords: artillery firing, barrel wear determination, fuzzy logic, rule base,
stochastic modeling.
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The object of research is the process of identifying the parameters of the
model of a separate channel of motion of an unmanned aerial vehicle (UAV). The
paper addresses the problem of obtaining an accurate and simple computational
procedure for estimating the time constant and damping coefficient of a UAV
model represented as a second-order dynamic element, suitable for implementa-
tion in programmable controllers without the use of matrix libraries. The method
is designed for implementation in programmable controllers without the use
of matrix libraries. The identification procedure was developed using a dataset
that includes 500 experimental UAV motion trials performed by operators in
a computer-based simulator. The model parameters cover damping ratios in the
range from 0.25 to 1.25 with a fixed time constant of 0.5 s. The obtained results
provide an analytical calculation of the model parameters. Based on the theory of
linear dynamic systems and the least squares method, the differential equation of
the second-order system is transformed into a linear regression form. This is done
using central finite differences to compute the first and second derivatives of the
output signal. The parameter estimation is performed analytically, without using
specialized software functions. This ensures compatibility with programmable
logic controllers. To reduce sensitivity to noise during numerical differentiation,
the experimental data are pre-smoothed. The analysis interval is limited to the
dominant part of the transient response. The identified parameters show good
agreement with the true model values. The relative error does not exceed 0.8% for
the time constant and 1.2% for the damping ratio. The results can be used for PID
controller autotuning and for the synthesis of adaptive control laws for UAVs. The
identification procedure can be extended to online parameter estimation during
flight, as well as to higher-order and nonlinear dynamic models.

Keywords: identification, second-order dynamic model, UAV, model pa-

rameters, programmable controller.
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The object of research is to assess the state of semi-Markov systems in condi-
tions of a small sample of initial data.

This paper addresses the problem of assessing the state of a multi-element
multifactorial stochastic object under conditions of a small sample of fuzzy
initial data. Known methods for solving similar problems are ineffective in
practical conditions of a small sample of initial data. A real possibility for iden-
tifying the relationship between explanatory and explained variables lies in
the use of artificial orthogonalization of the results of a passive experiment. In
this case, a full factorial experiment design is constructed, the most important
property of which is orthogonality. This makes it possible to independently
evaluate all the coefficients of the regression equation, which determine the
degree of influence of factors and all their interactions on the value of the
explained variable. This is achieved through the development of a technol-
ogy for artificial orthogonalization of a passive experiment and a method for
processing the resulting full factorial experiment design. The resulting het-
erogeneity of the full design is mitigated by finding a truncated representative
orthogonal subdesign. The research resulted in a method that enables the cal-
culation of all coefficients of the full regression equation with a small sample
of initial data. This method provides a more accurate solution to the problem
compared to known methods. The universality of the method lies in the fact
that it is implemented in the same way for any set of objective functions. The
ability of this method to overcome the computational complexity arising from
the large dimensionality of relevant problems allows it to be applied in a wide
range of practical areas. The proposed methodology is illustrated step by step
by solving an example.

Keywords: semi-Markov systems, regression polynomial, small sample,
artificial orthogonalization, representative subdesign.
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The object of research is an LLM-assisted process of Infrastructure-
as-Code (IaC) generation for cloud deployment. The problem is that large
language models can convert user requests into syntactically valid TaC, but
such generated IaC fails deployment. This occurs because such artefacts
often omit required cloud relations or violate policy constraints, inaccurately
interpret user intent, or lack rollback logic. As a result, the research proposes
a Semantic Infrastructure-as-Code (SIaC) pipeline, where instead of a final
[aC, the LLM first generates a candidate infrastructure graph. Further, this
graph is completed and validated using ontology reasoning, SHACL/SPAR-
QL validation, and other formal procedures before the generation of the final
backend artifact. According to the 60 AWS ECS/Fargate-oriented scenarios
that were tested in a LocalStack-based AWS emulation environment, Full
SIaC achieved 74.4% sandbox deployment success, compared with 43.6% for
direct LLM-to-IaC and 59.0% for LLM + RAG-to-IaC. Compared with the
baselines, SIaC improved semantic intent coverage, dependency complete-
ness, and policy compliance. It also reduced invalid dependencies and the
need for manual corrections. This improvement is achieved because reli-
ability is checked through an inspectable knowledge graph, not only through
prompts and generated text. This graph supports the detection and correc-
tion of dependencies, placements, policies, and safety issues before deploy-
ment. In addition to higher deployment success, SIaC also provides a more
controllable and manageable transformation path from natural-language
intent to executable infrastructure.

This method is suitable if the users requirements can be mapped to the
maintained provider ontologies and if the additional time spent on analysis is
considered an acceptable trade-off for improved reliability, auditability, and
reduced maintenance.

Keywords: Semantic Infrastructure-as-Code, infrastructure graph, seman-
tic control, SHACL/SPARQL validation, dependency completeness.

References

1. Terraform language documentation. HashiCorp Developer. Available at: https://
developerhashicorp.com/terraform/language

2. Getting started. OpenTofu. Available at: https://opentofu.org/docs/intro/

3. Zhang, T, Pan, S, Zhang, Z., Xing, Z., Sun, X. (2025). Deployability-Centric In-
frastructure-as-Code Generation: Fail, Learn, Refine, and Succeed through LLM-
Empowered DevOps Simulation. arXiv:2506.05623. https://doi.org/10.48550/
arXiv.2506.05623

4. Davidson, S., Sun, L., Bhasker, B, Callot, L., Deoras, A. (2025). Multi-laC-
Eval: Benchmarking Cloud Infrastructure as Code Across Multiple Formats.
arXiv:2509.05303. https://doi.org/10.48550/arXiv.2509.05303

5. Dependency graph. Terraform Internals. HashiCorp Developer. Available at:

https://developerhashicorp.com/terraform/internals/graph

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

. Shevchenko, A. Yu,, Shevchenko, E. L. (2012). How to bring artificial intelligence

into the clouds. Eastern-European Journal of Enterprise Technologies, 3 (12 (51)),
66-70. Available at: https://journals.uran.ua/eejet/article/view/2472

. Topology and Orchestration Specification for Cloud Applications (TOSCA) Ver-

sion 2.0.(2025). OASIS Standard. Available at: https://docs.oasis-open.org/tosca/
TOSCA/v2.0/TOSCA-v2.0.html

. Vasileiou, Z., Kumara, I, Meditskos, G., Tokmakov, K., Radolovi¢, D,, Cruz, J. G.

et al. (2025). A knowledge-based approach for guided development of Infra-
structure as Code. Software and Systems Modeling, 25 (2), 515-548. https://
doi.org/10.1007/510270-025-01294-1

. Bibichkov, I, Sokol, V., Shevchenko, O. (2017). Ontological knowledge bases

productivity optimization through the use of reasoner combination. East-
ern-European Journal of Enterprise Technologies, 5 (2 (89)), 49-54. https://
doi.org/10.15587/1729-4061.2017.112347

Kon, P, Liu, J, Qiu, Y., Fan, W,, He, T, Lin, L. et al. (2024). IaC-Eval:
A Code Generation Benchmark for Cloud Infrastructure-as-Code Programs.
Advances in Neural Information Processing Systems 37, 134488-134506. https://
doi.org/10.52202/079017-4273

Khan, R.N. H,, Wasif, D,, Cho, ].-H., Butt, A. (2025). Multi-agent code-orchestrat-
ed generation for reliable Infrastructure-as-Code. arXiv:2510.03902v1. https://
doi.org/10.48550/arXiv.2510.03902

Qiu,Y.,Kon,PTJ.,Beckett, R, Chen,A.(2024). Unearthing Semantic Checksfor Cloud
Infrastructure-as-Code Programs. Proceedings of the ACM SIGOPS 30th Symposium
on Operating Systems Principles, 574-589. https://doi.org/10.1145/3694715.3695974
Open Policy Agent documentation. Open Policy Agent. Available at: https://www.
openpolicyagent.org/docs

What is AWS CloudFormation Guard? Amazon Web Services. Available at:
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
Shevchenko, O. L. (2013). Semantic annotations similarity measure to compare
processes profiles. Eastern-European Journal of Enterprise Technologies, 3 (2 (63)),
48-52. https://doi.org/10.15587/1729-4061.2013.14445

SIaC Supplementary Artifacts. GitHub. Available at: https://github.com/
shevchenko-oleksandr/SIaC

Nekrasov, R., Fossati, S., Kumara, I, Tamburri, D. A., van den Heuvel, W.-J. (2026).
IaC Generation with LLMs: An Error Taxonomy and A Study on Configuration
Knowledge Injection. ACM Transactions on Software Engineering and Methodology.
https://doi.org/10.1145/3817608

Fliahin, V., Turuta, O., Turuta, O. (2025). Approaching LLM alignment using
agents with RAG. Proceedings of the 5th International Workshop of IT-professionals
on Artificial Intelligence (ProfIT Al 2025). CEUR Workshop Proceedings, 4164,
207-215. Available at: https://ceur-ws.org/Vol-4164/short6.pdf

COST (European Cooperation in Science and Technology). Available at: https://

www.cost.eu

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — No. 3/2(89), 2026

147 —)



