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THE SEMANTICS OF «CYBERNETIC SAFETY» TERM.
WHAT WE CANNOT AGREE WITH

The state of knowledge related to the scientific field of «cybernetics safety» definitely
needs clarification. As every computer system represents a system of human-machine
type, in which two components: a human and a computer are inseparably linked, the field
of knowledge mentioned above must also comprise knowledge regarding safety of the
man, being a component of this system. The present-day state of things seems to be relat-
ed only to protection of computer software from external influence, ensuring correct
functioning of computers and creating the conditions opposing external attacks on this
system, thus setting up the objective of preserving its integrity and functioning. All such
tasks are vital and are aimed at securing one part of the «human-machine» system. Sci-
entific knowledge comprising the base of «cybernetic safety» are in no way related the
second inseparable component of this system-human’s safety, an operator, a user, an or-
dinary inhabitant. The problems of safety of man in such system, with due regard to an
avalanche-like character of the process of computerization of our society, development of
internet, computer networks and fields of human activity, in which computers find appli-
cation, has been setting and is setting urgent problems of co-existence of man and com-
puter, both from the positions health and physiology and the positions of sociality of man
in the present-day society. The society can equally place an order for existence of
knowledge in the field of protection of man-the user of such systems from outer biologi-
cal, psychological and asocial meddling and protection of actual knowledge, ensuring
worthy human life in the contemporary world.

Keywords: cybernetic safety, semantics, human safety, human-machine systems, sociality.

Bonowun B.C. Cemanmuxa mepminy «kidepnemuuna 6e3nexa». 3 uum He MOICHA NO-
200umucsa. Cman 3Hamb, WO 8IOHOCAMbCA 00 HAYKOBO20 HANPAMKY «Kibepnemuuna 6es-
nexka» 6 HayKosiu eany3i «kibepnemuxay nompeodye ymoyenus.. Ockinbku 0y0b-sKa
KOMN TOmMepHa cucmema A6sE c00010 YeN0BEKOMAWIHHY CUCMeEMY, 8 AKIU HepO3PUGHO
CRIICHYIOMb 061 CKIA008I — THOOUHA T KOMN Tomep, 3a3HAYUEeHA sUe 2a1)3b 3HAHb NOGUH-
Ha 8KIIOYAMU | 3HAHHA NPO 6e3neKy M0OUHU, WO € CKIA0080I0 YACMUHOIO YI€i cucmemu.
Cyuachuii cman RUMAHHA GIOHOCUMbCA MINLKU 00 3AXUCIY HPOSPAMHO20 HPOOYKMY
KOMN TomepHOoi cucmemu 6i0 3068HIUNHBLO20 GNAUBY, 3A0E3NEUEHHS HANLCHCHO20 PYHKYIOH)-
6aHHs KOMN Tomepa, CmMeopeHHs. YMO8, W0 NpOmuoiloms 308HIWHIM amakam Ha Yio CUc-
memy, i mae Ha memi 30epedicenus il yinicnocmi i npayezdamuocmi. Bci yi 3a60anmns €
AKMYanbHUMU i CNPAMOBAHI HA 3abe3neyenHs 6e3nexu OOHIEl Yacmunu cucmemu «ioou-
Ha-mawunay. Haykoei 3nanMA, wo CMAHOGIAMb OCHOBY «KibepHemuyHoi Oe3nexuy
NPAKMUYHO HISIK He CNiBBIOHOCAMbCA 3 De3neKoio Opy20i Hepo3pusHoi cKadoeoi yiei cu-
cmemu — be3nexor T0ounU, onepamopa, Kopucmysaia, oousamens. Ilpobnemu be3nexu
JOOUHU 8 MAKUX CUCMEMAX, 8pAX08yI0dlU 1a8UHON0JIOHUL npoyec Komn tomepusayii cy-
CRIbCMBA, PO3GUMOK THMEPHEmY, KOMN T0MePHUX Mepedic 1 2any3ell 1100CbKoi OiaibHOC-
mi, 8 AKUX 3HAXO0O0AMb 3ACMOCYBAHHS KOMN 10MepuU, 0A6HO CMABUI0 | CIMABUMb KMy alb-
HI npobremu cnigicCHy8anHsa JOOUHU I KOMN tomepa, aK 3 no3uyiu ¢hizionocii i 300pos s,
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max i 3 no3Uyill coyianbHOCMi JHOOUHU 8 CYHACHOMY CYCRiIbemai. B pignitl mipi cycnino-
CMB0O Modice podUmU 3AMOBIEHHS HA ICHYBAHHS 3HAHbL 8 00AACI 3AXUCMY THOOUHU — KO-
pucmysaya yux cucmem 8i0 308HIUHbO20 DION02IUHO20, NCUXONO02IYHO20, ACOYIAIbHO20
BMPYUAHHS, AK 3HAHb AKMYALbHUX, WO 300e3neuyioms 2i0HY HCUMMEODIANbHICMb THOUHU
6 CYYacHOMY CGImi.

Knrouoei cnosa: rxibepnemuuna besnexka, cemanmura, o6e3nexa JoOUHU, CUCMEMA «1i0-
OUHA-MAUUHAY, COYLAIBHICMb.

Bonowun B.C. Cemanmuka mepmuna «kubdepnemuueckasa oOezonacnocmovy. C uem
Henv3a coznacumocia. Cocmosinue 3HAHUL, OMHOCAWUXCA K HAYYHOMY HANPABIEHUIO
«KubeprHemuueckas 6€30nACHOCbY 8 HAYUHOU 001acmu «KUOEPHEMUKAY HYICOAemcs 8
ymounenuu. I1ockonvbKy 1106as KOMRbIOMEPHAs: cucmema npedcmasisiem coooll uenoge-
KOMAUIUHHYIO CUCMEMY, 8 KOMOPOU HEPA3PbIEHO COCYWEeCMBYION 08¢ COCMABIAIWUE —
Yeno6eK U KOMNbIOmep, YKA3aHHas éblide 001ACMb 3HAHUL OOJINCHA BKIIOYAMb U 3HAHUSL O
bezonacHocmu 4enogexa, A6NAWe20Ccs COCMAasHol yacmoto 3moti cucmemvl. Cogpeme-
HOe COCMOsIHUE 80NPOCA OMHOCUMCSL MOJLKO K 3aujune npocpammHo20 RPOOYKMa KOM-
NbIOMEPHOU CUCIEMbL OM 6HEUHe20 B030eliCmeusl, obecneuenue nPasuIbHOU pabdomovl
KOMRblomepa, co30anue Yciosutl, npomueo0eticmeyiouux 6HeWHUM amaxkam Ha dmy Cu-
cmemy, U Cmagum yeivbio COXpPaHeHust ee YeloCMHOCmU U pabomocnocobrocmu. Bee smu
3a0auu A6NIAOMCA AKMYAbHLIMU U HANPAGIEHbL HA 0becneyenue 6e30nacHocmu 00HOU
yacmu cucmemvl «ero8eKk-mawunay. Hayunvle snanus, cocmasnsiowue 0CHO8y «Kubep-
Hemu4eckol 6e30nacHOCmuy NPaAKMU4ecky HUKAK He COOMHOCAMCS ¢ 6e30naCHOCHbIO
6MOPOIL HEPA3PLIEHOU COCMABISIOWEl SMOU CUCMeMbl — OE30NACHOCTIbIO 4el08eKd, ONe-
pamopa, noavzosameis, oovisamens. IIpobremvl bezonacnocmu 4eno8eka 6 Mmakux Cu-
cmemax, yuumuledst 1asUHO0OPA3HbIIL NPOYECC KOMRbIOMepU3ayuu oouecmed, pa3eumust
UHmMepHema, KOMRbIOMEPHLIX cemell U 00acmell 4el08e4ecKoll 0esimelbHOCmU, 8 KOMo-
PbIX HAXOOM NPUMEHEHUe KOMNbIOmepbl, OA6HO CMABUILO U CIABUM AKMYAIbHblE NPO-
OneMbl COCYWECmMBOBANUSL YEN0B8EKA U KOMNbIOMEPA, KAK ¢ NO3UYull usuonocuu u 300-
PO8bsL, MAK U ¢ NO3UYUL COYUATLHOCIMU YEeN0BEKA 8 COBPEMeHHOM obujecmee. B paenoii
cmenenu 0buecmeo Modicem Oelamov 3aKa3 HA CYWeCmeo8anue 3HAHull 6 ooiacmu 3a-
WUMbL YeNI08EKA — NONb30BAMEINSL IMUX CUCTEM 0N 6HEUHe20 BUOLOULECKO20, NCUXONO0-
2UYECKO20, ACOYUATLHOSO BMEUAMeNbCmed, KaK 3HAHUL aKMYaIbHbIX, 00eCnedusaoujux
OO0CMOTHYIO HCUZHEOCSMENbHOCHb YeNl08EKA 8 COBPEMEHHOM Mupe.

Kniouesvte cnosa: xubepnemuueckas 6€30naCHOCMb, CEMAHMUKA, OE30NACHOCIb 4elo-
8eKa, CUCMEMA «YeNI0BEK-MAUUHAY, COYUATTLHOCTD.

Description of the problem. Three paradigms, ensuring human’s existence as an individual, lie
at the heart of man’s biological essence, just like other representatives of the living world. These are
conditions of keeping up energy balance (nutrition, rest and energy losses, spent on food procuring),
reproduction of progeny and ensuring personal safety or protection of personal life. The third para-
digm has eventually acquired some social status, ensuring the required safety level, not only for life,
but also for protection from illnesses and mental disturbances, protection and preservation of econom-
ic well-being and social prosperity. Safety, within the framework of the global information safety, is
but the same paradigm, that can’t be neglected in the contemporary society. But correlation of the no-
tion of safety with regard to its cybernetic component needs clarification.

Analysis of recent research and publications. The term «safety» has existed for a long time
and has always played a major part in all life processes, both personal and social. It is worthwhile
mentioning that its meaning has always been related to the man, the object of safety. To ensure safety
meant preservation of life and later man’s health. Safety at war means protection of soldier’s body
from affection by corresponding means of impact (an arrow, a sable, a bullet, shells and then like).
Means of human protection were quite appropriate. The period of Great sea discoveries was linked
with mass navigation and ships’ quality. Their navigation parameters were especially important as
they were to ensure not only the final outcome but also human lives. At peaceful times man’s safety
was ensured mostly in the process of labour, which occupied the bulk of his time. Safety of human
labour appeared then. When computing machines and other sources of ultra-high frequency generators
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sprang up, greater attention started to be paid to electromagnetic safety of man from various lamps,
electron-beam tubes, monitors and the like [1-3]. When it became clear that time frequency of com-
puter micro schemes and chips was the key chain for ensuring fast operation of personal computers
this actual danger was successfully ignored and ultra-high frequency devices, potentially dangerous
for almost all biological systems obtained an advantage over human health and safety [4]. In this case
human safety gave in to electron-beam monitors and microchips of first personal computers.

If for cybernetics (from Greek kvBepvntiyn), as an art of management, man is a subject of activ-
ity, for cybernetic safety man is but an object of influencing. In [5] it was admitted that cyber-safety
alongside with protection from attacks of viruses had to provide protection from manipulating with
public consciousness. So, the author took consideration of a human factor in the system of cybernetic
safety. In [6] the problems of cyber-safety were connected with protection from various menaces for
management systems and at the same time from threats for public human values. In [7] another defini-
tion of «safety» term is given, it is defined as «...the science, which studies natural, man caused, so-
cial, economic and other processes of formation, development and interaction of environmental ob-
jects and subjects and their combinations with the objective of discovering sources of danger, deter-
mining their characteristics and developing laws and other legal acts, specifying notions, requirements
and methods, fulfillment of which is to guarantee protections of interests of a separate individual and
the entire society from all revealed sources of danger».

However, it follows from it that the notion of «cybernetic safety» can be described as preven-
tion of damage, which could be done by one person to another by means of unlawful intrusion of cer-
tain harmful software product into basic software. Such software product is nothing but a tool, by
which the result is obtained. The logic can prompt us that the notion of safety, including cybernetic
safety, in a wider sense, is determined by man’s confidence that nothing threatens him, his biological
safety, his psychological state and equally nothing can threaten his social well-being or economic
prosperity.

Purpose of the article. The work is aimed at obtaining more precise definition and enlarging
the thematic content of the field of knowledge, entitled «cybernetic safety».

Presentation of the main material. Since appearance of the term «cyber safety», the root of
the word containing «safety» and a great branch of science, linked with protection of software from
abnormal breaks-in, we have seen that this term has in no way been connected with protection of
health of the user in accordance with the signs, mentioned above. This domain of knowledge, in ac-
cordance with the right of its appearance started to deal with safety of machines functioning in the
same «human-machine» system, in which computer, its software and now computer networks, internet
and new communication technologies act as a machine. They pushed away the man, i.e. the second
part of the system, from safety in favour of other social benefits, convenience of up-to-date mini de-
vices with wide spectrum of capabilities, access to valuable and varied information, a new form of
wide communication etc.

It seemed that the ways of «safety» and «cyber safety» had drifted apart forever. Still, with the
development of information science and appearance of new technologies and communication net-
works, that got a social reflection in the society, when human grew, there appeared new aspects of
danger, linked with «cyber attacks» and possibilities of integration of such «machinesy into criminal
media and also with changes of communication in the networks. All these represent quite a new object
of investigation — a return to human’s safety in the information space. Here «information» is under-
stood as a media in which damage can be done to a man. Safety, too, is connected, primarily, with the
use, i.e. to man. Human mentality, when he/she is treating information or is making a decision can be
represented in the first and simplest approximation, as a system consisting of two units: consciousness
and sub-consciousness. Admission of information and adoption of a decision are carried out by con-
sciousness while information treatment by consciousness and sub-consciousness in complex [8] It ap-
pears that cybernetic systems can’t function without human participation, at least, within the limits of
the up-to-date system of artificial intellect. So, the ultimate object of safety in the «human-machine»
system happens to remain the same-it the user, i.e. the man. The system becomes more and more simi-
lar to a functionally one in two system, with which one has always to deal in any process of labour
activity. Where labour and danger coexist and can’t appear separately there is no danger without la-
bour and there can’t be labour without absolute danger.

In literature there is a description of one of the actual cyber-attacks on one uniform digital data-
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control system of electric power substations resulting in re-arrangement of digital units or deletion of
system and applied software, it leading to a damage of costly primary equipment and potential expo-
sure of personnel to the action of electric current [9]. This is a direct menace to human lives, its cause
being a cyber-attack on the software. There are plenty of such examples now.

Cyber safety, a new field of knowledge has to pass a very difficult methodological way to de-
termining terminology of its own, to its own notions and comparison of its tasks and aims with similar
knowledge in other fields of human safety. Cybernetic safety largely tends with its tasks aimed at
preservation of integrity of the machine and its software, to ensure the safety level of certain aspects of
human existence. Now, let us consider some key notions of the science, bearing the title of cybernetic
safety.

1. Confidentiality of information expresses such state of information at which the right of access
to it is in the hands of these, who are the subjects of such rights.

2. Availability of information is the right for free access to information from the side of its own-
er. This peculiarity lies in the basis of the so-called confidence protocols in block-chain technologies.

3. Information integrity is preservation of information from illegal alternations, as a result of ex-
ternal intervention.

All these violations: infringement of the rights of the owner and information disclosure, in-
fringement of information integrity, limitation of access to open information — all these is bringing
damage to the user, i.e. to the man.

Table 1. Summarizes the notions definitions for the bulk of knowledge in the domain of safety.
We pay attention to the fact that a human is present in the absolute majority of the fields of knowledge
regarding safety, the man, or conditions of his existence, are present in the bulk of safety types.

This can be explained, because originally both the subject and the object of investigation be-
longed to computer, equipment or machine, that functioned not independently, but within the «human-
machine» system. Computers, the Internet and social network, so far, don’t have means of independent
existence. The man is an integral component of such system. When the tasks of protecting from outer
actions were urgent the situation was suitable for all. And the fact that stable functioning of a comput-
er helped save the working time and protected users’ mentality and the software free from viruses gave
the correct anticipated result expect was considered to be something additional or unimportant. The
developers of this science quite reasonably thought protection from hackers and cybernetic crimes was
the main task of cybernetic safety. And it used to justify itself at some time span, though not always.

A.S. Alpeev in his work [10] expressed quite a well-reasoned position. We will refer to these
investigations here, because they represent, probably, the first attempt to unite the object and the sub-
jects of investigation of an entire branch of science —cybernetic safety. The author quite reasonably
insists on the fact that «...the term «cyber safety is a derivative of the generic term «safety», thus,
«cyber safety» is a part of «safety», to which some specific peculiarities are added, which are to com-
prise the second part of the term’s definition of the term «cyber safety» which follows the generic
wordy. It is obvious that terms with the same root should have the same sense content.

Now, let us analyze the semantics of the subject of our investigations, i.e. the term «cybernetic
safety», or shortly «cyber safety» in the series of related compound already existing terms (see ta-
ble 1). All such terms consist of two words one of which is the subject, expressing the basic thematic
significance of the term, namely, «safety» and possess an independent sense meaning. The second is a
secondary member, showing belonging of the subject to one or another field of knowledge: military,
labour etc.The second word is governed by the first word in sense. In other words the essence of such
terms, consisting of two words is in the noun-«safety». The additional element is an adjective —
cybernetic, chemistry, ecology, radiation etc.

The sense of safety is in a word combination «without danger» The key word danger denotes a
threat to life, health or existence. Such notions characterize the object only as living substance, which
is afraid of losing an ability to exist — to live and carry out its activities.

Safety in the «human-machine systemy, as related to the notion of «machine» is determined by
other words: fitness, reliability, safe operation, integrity of the system, preservation of functionality,
meantime-between failures, indestructibility, preservation of the principles of the system’s function-
ing, easiness of repairs, long service life etc.

In 2013 the Cabinet of Ministers of Ukraine issued a decree No 62 «On establishing a technical
schedule of machines safety», according to which «requirement to machines are established, regarding
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protection of man’s life or health» (the author italicized the word herein deliberately). In 2017 «Re-
quirements to safety and health protection at application of industrial equipment by workers» were
adopted in Ukraine (HITAOII 0.00-7.14-17), according to which the priority of man as a factor at
working with any machines is established. Generally, the machine safety is understood in technical
documentation as ability to perform the required function in the state in which impermissible risk to
human is absent.

Table 1
Definitions of the notion of safety for some fields of knowledge
No Safety type Notion in customary terms
1 | Military safety It’s a state, when man’s organism is protected from external de-
struction with military means of armed enemy
2 | Labour safety It’s a state, when workers are protected, ensured by a complex of

measures that exclude any actions of harmful and/or dangerous pro-
duction factors upon the workers in the process of labour (taken
from Wikipedia)

3 | Safety of vital func- It’s a state, when a man is protected from dangerous and negative
tions actions of natural and man-caused actions and reaching comfortable
conditions of vital functioning labour (taken from Wikipedia)
4 | Fire safety It’s a state, when a person, property, society, or state are protected
from fire labour (taken from Wikipedia
5 | Chemical safety It’s a state, at which conditions for chemical contaminations or af-

fection of people are excluded labour (taken from Wikipedia)

6 | Environmental safety | It’s admissible level of negative impact of natural and man-caused
factors of environmental danger upon the

7 | Electromagnetic safe- | It’s the field of knowledge, regarding harm caused to men by elec-
ty tromagnetic radiation

8 | Cybernetic safety 1. The process of application of safety measures for ensuring confi-
dentiality, integrity and availability of data and measures, aimed
at protection of systems, networks and software supplements from
digital attacks (Cisco).

2. Embodiment of all measures of protection of networks, supple-
ments and devices from menaces, preservation of correct function-
ing of organizations (Linkas).

3.The segment of information safety, within the framework of which
the processes of formation, functioning and evolution of cybernetic
objects are investigated, for disclosure of the sources of cyber-
danger, that originate at it, determination of their characteristics, as
well as their classification and preparation of normative documents,
the fulfillment of which is to guarantee protection of cyber-objects
from all revealed and investigated sources of cyber-danger (labour
(taken from Wikipedia).

The same is related to the global information space just like to the system «human-machiney.
Here, safety is a requirement set before hardware, software and the information character, not causing
user’s health problems and problems with his/her sociality.

Now, let us analyze the content of two parts of the compound term «cybernetic Safety».

Any fundamental compound term must have its own sense components, expressing objects and
their belonging, particularly the object of impact, the subject of impact and an aim of impact. For
mono-semantic compound terms such semantic elements must coincide, so that it will be possible to
exclude dubious interpretation of such terms. This issue has never been argued in science by anybody.

Now let us analyze these elements.

The subject of impact — it’s a person or an object that exert certain impact with a specified ob-
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jective. The object of impact is a person or an object upon which an impact is exerted. An aim of im-
pact is an element is best described on legal documents and denotes the function with which an impact
is exerted in the system.

As is shown in table 2, all semantically one-rooted terms consider man as an object of any dan-
gerous external impact. The subject of impact in the system is connected primarily in its functional
designation with destruction of man’s health or with death of man, as an object of impact. It is right
for all terms, but everything but the term «cybernetic safety». We deliberately denoted that term with
indices | and Il, the former containing as an object of impact and, hence, protection from it the ele-
ments of cyber-space-computer software, computer integrity, integrity of gadgets or network Protec-
tion in cybernetic safety is aimed at them. In the latter case the user, i.e. the man is indicated as an ob-
ject of impact. All disturbances of technical character in that system exert in some or other way influ-
ence on the user’s state, his participation in the system of «human-machine» type being substantially
deformed, including his health, an ability to continue working, leading to financial and social losses
etc. Ignoring safety on the part of «machine», in its turn is what «cyber safety» is doing now is not
permissible, as any induction or intrusion into operation of the components of the cyber-space is often
a criminal element and requires not only correction of the system but also hacker’s punishment.

Table 2
Safety as a function of exerting impact on human life and health
No Safety type The subject of impact E??r?]gf cit The aim of impact
1 Military safety Armed unit of enemy | A fighter, a partici- | To destroy integrity
pant in a warfare of organism by
wounding or killing

2 Labour safety Technical system | A worker, ensuring | To destroy health, or
Texuuueckass cuctema | the functioning of | lead to death of pro-
(TS) or technological | TSor TP fessional disease
process (TP)

3 Vitality safety Surrounding man- | Man B in the envi- | To violate comfort-
caused  environment | ronmental system able or safe condi-
including extreme pa- tions of life and
rameters working

4 Fire safety Fire and the tempera- | Man and his mate- | To destroy material
ture inside the combus- | rial values values and lead life
tion area losses

5 Chemical safety Chemically active | Man in the area of | Chemical  impact,
compounds impact of chemical | poisoning, chemical

compounds burning etc.

6 Environmental safe- | Natural environment Man in the area of | To destroy man’s

ty negative man- | health and lead to
Ocaused factors diseases or death
7 Electromagnetic Electromagnetic radia- | Man in the area of | To destroy man’s
safety tions electromagnetic health and integrity
radiations of his organism

8 Cybernetic safety I | Alien inducer in the | Software, elements | To destroy the soft-
software of cyber-space (CP) | ware integrity and

elements of CP

9 Cybernetic safety Il | 1. Alien inducer in the | The software user | To deform user’s
software. 2.the multi- participation in the
tude of data system and destroy

his health or well-
being
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All, without exception safety types of «human-machine» systems are somehow linked with a
simple algorithm and violation of normal functioning of the machine due to both technical; or organi-
zational reasons lead to breakage. It leading in its turn not only to problems with the functioning of the
machine, but may lead to losses in integrity of human organism, health loss or worker’s death, depend-
ing upon the degree of such breakage.

All these are also related to cybernetic systems, having two basic elements: cyber space and us-
er, in various interpretations. So, stressing the urgency of tremendous work in the domain of cybernet-
ic safety, aimed at protecting cyber space from external interventions, some attention should be paid to
the second element of the system, i.e. to the user, his physical and mental state, as, in general, efficient
functioning of the system is impossible without it. It is desirable that it should became a substantial
argument in favour of sense extention of the notion of «cybernetic safety», as we understand that such
an approach could only enrich science, opening up opportunities for appearance of new results.

Conclusions

Cybernetic safety as a domain of knowledge equally belongs to engineering filling of cyber
space and users of such services of this «space». And possesses the equal rights to investigate the
problems of protection of software products from intervention or destruction, as well as the conditions
of complex safety, required for users of this «specific» machine. Under damage from any negative
cybernetic impact we must understand not only deformation or destruction of the software product but
all consequences of the user and other participants in the system, including the moral damage incurred
and impact on mentality, physiology and sociality of big groups of participants.
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