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The OPC Unified Architecture (OPC UA) is a platform-independent, secure, and scalable communication protocol for
industrial automation and control systems. It provides a standardized way for devices from different manufacturers to
communicate and exchange data, regardless of their underlying technology or operating system. This interoperability
enables the seamless integration of various components within a distributed automated control system (DACS), leading
to improved efficiency, reliability, and flexibility. In the maritime industry, the adoption of OPC UA technology has the
potential to revolutionize the design and operation of ships. By implementing OPC UA, shipyards and ship owners can
achieve greater control over their vessels, optimize operations, and reduce maintenance costs. OPC UA can be used to
connect a wide range of devices and systems on a ship, including sensors, actuators, controllers, and human-machine
interfaces (HMIs). This enables the collection and analysis of real-time data from various sources, providing valuable
insights into the ship's performance and health. One of the key benefits of using OPC UA in the design of DACS is its
ability to facilitate remote monitoring and control. By integrating OPC UA with cloud-based technologies, ship operators
can access and manage their vessels from anywhere in the world. This allows for proactive maintenance, timely trouble-
shooting, and remote diagnostics, reducing downtime and increasing operational efficiency. Another significant ad-
vantage of OPC UA is its support for information modelling. This allows for the creation of standardized data models
that can be used to describe the physical components and processes on a ship. By using these models, engineers can
design and implement DACS more efficiently, reducing the risk of errors and inconsistencies.
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Statement of the problem —Operator Interface: Human-machine interface
(HMI) make possible to monitor the process, make adjust-
ments, and respond to alarms for operators.

Common applications of DACS:

—Manufacturing: Chemical plants, refineries, food
processing facilities

— Power generation: Power plants, hydroelectric sta-
tions

— Water and wastewater treatment: Treatment plants,
distribution networks

—Oil and gas: Exploration, production, and refining

— Pharmaceutical: Manufacturing and packaging

Advantages gained by implementing a DACS are the
following:

— Improved efficiency: Optimized process control can
lead to increased productivity and reduced waste.

—Enhanced safety: Automated monitoring and con-
trol can help prevent accidents and minimize risks.

—Reduced costs: Efficient operations and lower
maintenance requirements can result in significant cost
savings.

— Better decision-making: Real-time data and analyt-
ics can support informed decision-making.

Advancing beyond traditional centralized systems,
Distributed Automated Control Systems (DACS) [1, 2] uti-
lize a network of controllers to monitor and manage indus-
trial operations. This distribution of control functions pro-
vides a multitude of advantages:

— Reliability: If one controller fails, the system can
continue to operate, minimizing downtime.

— Scalability: DACSs can easily be expanded to ac-
commaodate new processes or increased production capac-
ity.

— Flexibility: Individual controllers can be tailored to
specific process requirements, enhancing efficiency.

Key components of a DACS:

— Controllers: These devices perform the actual con-
trol functions, such as regulating temperature, pressure, or
flow.

—1/0 Modules: These modules connect the control-
lers to sensors and actuators, allowing them to receive data
and send control signals.

— Communication Network: This network links the
controllers, 1/0 modules, and other system components,
enabling data exchange and coordination.
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By distributing control functions and leveraging ad-
vanced technology, DACSs provide a reliable, scalable,
and flexible solution for automating industrial processes.

Research Relevance.

The maritime industry is undergoing a significant
transformation driven by the need for increased efficiency,
safety, and environmental sustainability. Distributed Auto-
mated Control Systems (DACS) play a crucial role in
achieving these goals by enabling the monitoring and con-
trol of complex onboard systems, such as propulsion,
power generation, and cargo handling. However, tradi-
tional maritime DACS architectures often suffer from in-
teroperability issues, limited scalability, and inadequate se-
curity, hindering their ability to meet the demands of mod-
ern maritime operations.

OPC Unified Architecture (OPC UA) emerges as a
promising solution to address these challenges. Its plat-
form-independent, service-oriented architecture provides a
standardized framework for secure and reliable data ex-
change, enabling seamless integration of diverse onboard
systems and devices. The relevance of OPC UA in the con-
text of maritime DACS is evident in the following aspects:

1. Enhanced Interoperability: OPC UA facilitates the
integration of systems from different manufacturers, elim-
inating vendor lock-in and enabling the creation of more
flexible and cost-effective maritime DACS [3]. This is par-
ticularly important in the maritime industry, where vessels
often incorporate a wide range of equipment from various
suppliers.

2. Improved Data Accessibility and Exchange: OPC
UA provides a unified data model that enables seamless
access to real-time and historical data from various
onboard systems [4]. This capability is crucial for ad-
vanced monitoring, diagnostics, and predictive mainte-
nance, leading to improved operational efficiency and re-
duced downtime.

3. Strengthened Cybersecurity: OPC UA incorporates
robust security mechanisms, including authentication, au-
thorization, and encryption, to protect critical control sys-
tems from cyber threats. This is particularly important in
the maritime industry, where vessels are increasingly con-
nected to shore-based networks and vulnerable to cyberat-
tacks.

4. Scalability and Flexibility: OPC UA's service-ori-
ented architecture enables the easy addition and removal of
devices and systems, facilitating the scalability and flexi-
bility of maritime DACS. This is essential for adapting to
changing operational requirements and integrating new
technologies, such as 10T and cloud computing.

Support for Autonomous Shipping: As the maritime
industry moves towards autonomous shipping, OPC UA's
ability to provide secure and reliable data exchange is cru-
cial for enabling the integration of autonomous navigation,
collision avoidance, and remote monitoring systems.

By leveraging OPC UA's capabilities, maritime
DACS can achieve higher levels of interoperability, secu-
rity, and scalability, leading to improved operational effi-
ciency, safety, and environmental sustainability. This

research aims to demonstrate the practical application of
OPC UA in maritime DACS and highlight its potential to
revolutionize the maritime industry.

Problem Statement.

Distributed Automated Control Systems (DACS) are
integral to modern industrial operations, enabling the con-
trol and monitoring of complex processes across geograph-
ically dispersed locations. However, the inherent complex-
ity and heterogeneity of DACS present several challenges
that hinder their efficiency, interoperability, and scalabil-
ity. Traditional DACS architectures often rely on proprie-
tary communication protocols, leading to vendor lock-in
and difficulties in integrating devices and systems from dif-
ferent manufacturers. This lack of standardization results
in fragmented data exchange, limited real-time capabili-
ties, and increased maintenance costs.

Furthermore, the increasing demand for real-time
data analysis and predictive maintenance in Industry 4.0
environments necessitates a robust and secure communica-
tion infrastructure. Existing solutions often struggle to pro-
vide the required level of security, reliability, and perfor-
mance for critical control applications. The need for seam-
less integration with enterprise-level systems, cloud plat-
forms, and 10T devices further exacerbates these chal-
lenges.

To address these limitations, this paper investigates
the application of OPC Unified Architecture (OPC UA) as
a solution for enhancing the interoperability, security, and
scalability of DACS. OPC UA is a platform-independent,
service-oriented architecture that provides a standardized
framework for industrial communication. By leveraging
OPC UA's capabilities, this research aims to demonstrate
how it can overcome the limitations of traditional DACS
architectures and enable the development of more efficient,
secure, and future-proof industrial control systems.

Analysis of the latest achievements
on the identified problem

OPC UA (Open Platform Communications Unified
Architecture) [4] continues to be a cornerstone for indus-
trial interoperability. Recent research and publications
have focused on expanding its capabilities, addressing
emerging challenges, and exploring new applications. The
publication [5] provides an up-to-date overview of the
field, as well as identifies several potential research direc-
tions, challenges, and opportunities for further research on
OPC UA. An example of OPC UA usage in the marine in-
dustry is given in [6], where a control system based on the
OPC UA for the requirements of the deep-sea dry recovery
unit was designed and verified through prototype testing.
In the study [7] the authors proposed the use of OPC UA
to increase interoperability of communication and the uti-
lization of Arrowhead Framework to enhance interopera-
ble service compositions of control applications imple-
mented in IEC 61499. The paper [8] presents an Open Plat-
form Communications Unified Architecture (OPC UA)-
based cloud system designed for managing distributed
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microgrid networks. The paper proposes a three-layer
model specifically tailored to manage microgrids within
cloud environments and defines an appropriate level of the
information model for each layer. The research [9] demon-
strates the mapping of the resource, device, and the system
model to OPC UA and deals with the IEC 61499-based dis-
tributed control model that gaining popularity among the
stakeholders involved in the field of cyber-physical pro-
duction systems.

Purpose and task statement

The purpose of the study is to connect two automated
control systems in the maritime industry into common dis-
tributed control system with application of the OPC UA
technology.

Summary of the main material

The development of robust and efficient Distributed
Automated Control Systems (DACS) requires powerful
tools that facilitate seamless integration, modeling, and de-
ployment. In this study, we have selected Sim-
ulink/ MATLAB and CODESYS [10] as the primary plat-
forms for the following reasons:

Simulink/ MATLAB:

— Advanced Modeling and Simulation: Simulink pro-
vides a graphical environment for modeling and simulating
dynamic systems, enabling the creation of complex control
algorithms and the analysis of system behavior under vari-
ous operating conditions. MATLAB offers a wide range of
toolboxes for signal processing, control design, and opti-
mization, which are essential for developing sophisticated
control strategies.

— Rapid Prototyping and Testing: Simulink allows for
rapid prototyping and testing of control systems, reducing
the time and cost associated with traditional development
methods. The ability to simulate systems in a virtual envi-
ronment enables early detection and correction of design
flaws, improving the overall reliability of the DACS.

—Code Generation and Hardware Integration:
MATLAB Coder and Simulink Coder facilitate the auto-
matic generation of C/C++ code from Simulink models,
which can be deployed on a variety of hardware platforms.
This capability simplifies the integration of control algo-
rithms with real-world systems, including programmable
logic controllers (PLCs) and embedded devices.

CODESYS:

—IEC 61131-3 Compliance: CODESYSS is a compre-
hensive software platform that supports all five IEC 61131-
3 programming languages, providing flexibility and in-
teroperability for PLC programming. This standard ensures
that control logic can be easily transferred between differ-
ent hardware platforms, reducing vendor lock-in and sim-
plifying system maintenance.

—Integrated Development Environment (IDE):
CODESYS offers an intuitive IDE that streamlines the de-
velopment, debugging, and deployment of PLC applica-
tions. The IDE includes powerful features such as online
monitoring, debugging tools, and version control, which
enhance the productivity of control engineers.

—Communication and Networking Capabilities:
CODESYS supports a wide range of communication pro-
tocols, including OPC UA, EtherCAT, and Modbus, ena-
bling seamless integration with other industrial devices and
systems. This flexibility is crucial for building distributed
control systems that require reliable data exchange and in-
teroperability.

— SoftPLC Functionality: CODESYS SoftPLC ena-
bles the execution of PLC programs on standard PC hard-
ware, providing a cost-effective and flexible alternative to
traditional hardware PLCs. This capability facilitates the
development of virtual control systems for simulation and
testing purposes, as well as the deployment of control ap-
plications on edge devices and cloud platforms.

By combining the strengths of Simulink/ MATLAB
and CODESYS, we can effectively address the challenges
associated with the development of DACS. Sim-
ulink/ MATLAB provides a powerful environment for
modeling, simulation, and code generation, while
CODESYS offers a robust platform for PLC programming,
communication, and deployment. This integrated approach
enables the creation of highly efficient, reliable, and scala-
ble distributed control systems.

OPC UA was integrated to facilitate the development
of a distributed control architecture, bridging two distinct
automated control systems. The first system, controlling
the ship's diesel-electric propulsion plant, was built using
Simulink/MATLAB at the equipment layer. This hierar-
chical control system accepts the desired propeller rotation
speed as its primary input. System parameters are deter-
mined via mathematical modeling, utilizing classical and
optimal control algorithms, to minimize energy losses. The
output provides the objective function value, and all pa-
rameters are in per-unit (p.u.). A visual representation of
the upper-level hierarchical control system for the ship's
diesel-electric propulsion plant is shown in Figure 1.

Simulink's Industrial Communication Toolbox offers
an OPC UA client, enabling connections to OPC UA serv-
ers. This client allows users to monitor server status, ex-
plore the server's data structure, read and write real-time
data, and retrieve historical data. Historical data is pre-
sented as OPC data objects, facilitating analysis. The
toolbox provides «OPC UA Read» and «OPC UA Write»
blocks for seamless data exchange with OPC UA servers.
It should be noted that OPC UA Read & Write blocks are
presented since the newest Simulink version — R2024a.
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Fig. 1 — The Simulink/MATLAB block diagram illustrating the upper-level structure of the ship's diesel-electric propulsion plant's
hierarchical control

To integrate live data from an OPC UA server into a
Simulink model, the OPC UA Read block was used in the
research. This block reads data from specified server nodes
at a set rate, and then organizes that data into a Simulink
bus signal. For more comprehensive data analysis,
timestamps and quality statuses can be output separately.
The block ensures that the data types read from the server
are faithfully represented in Simulink, and timestamps are
provided in either real or simulation time. The parameters
for the OPC UA Read block, as utilized within this inves-
tigation, are depicted in Figure 2.

P Block Parameters: OPC UA Read

OPC UA Read -~

Read data from an OPC UA server. The Value port outputs node values of different datatypes to a Simulink bus
The optional quality port is a vector of boolean values indicating if the quality of the value read is good. The
optional Timestamp port is a double vector represented as datenum or seconds since start.

Parameters

Server OPCUAServer@ACERVL Refresh
Configure servers
Nodes

Filter table contents

1 SetwZ 4 |var|CODESYS Centrol Win V3 x64.Application GVLSetWzZ

Add Delete Move up Move down

LI Show quality port
LI Show timestamp port

Show timestamp port as: Seconds since start ;

oK Cancel Help Apply

Fig. 2 — The OPC UA Read block parameters used in study

Parameter «Servery» contains the OPC UA server
name. OPC UA server connection is done via «Configure
serversy, which opens the «Configuration parameters win-
dow». OPC UA server parameters use in the study is shown
in Fig. 3.

EA Configure OPC UA Client = m]

Server Information

Name: OPCUAServer@ACERVL
Hostname: localhost
Port: 4840

Endpoint URL:  opc.tep:/ACERVL:4840

Connection Information

Server State: <Not connected>
Status: Disconnected
Timeout: 10s

Select Security Policy

Select | Channel Security Policy Message Security Mode

None None

Fig. 3 — OPC UA server parameters

To enable data exchange between an OPC UA client
and Simulink, using the OPC UA Read or Write blocks,
configuration can be accomplished through two methods:
either by adjusting Model Settings within the Modeling tab,
or directly via the Configure servers option within the OPC
UA Read or Write blocks. Figure 4 depicts configured OPC
UA clients for the research model at the OPC Configura-
tion pane.

€ Configuration Parameters: Start3_test/Configuration {Active)

Q

Solver OPC UA dlients
Data Import/Export
Math and Data Types
» Diagnostics
Hardware Implementation OPCUAServer@ACERVL
Model Referencing
Simulation Target
» Code Generation Add | Delete
Coverage
OPC Configuration

Select Server Name Hostname  Status

localhost Connected

Connect | Disconnect | Configure

\ OK Cancel Help Apply

Fig. 4 — OPC UA Client Configuration
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Adding an OPC UA Read or OPC UA Write block to
a model automatically activates the OPC Configuration
pane within the model's Configuration Parameters dialog
box, which allows configuring an OPC UA client for a
Simulink model.

In the study the desired propeller speed is configura-
ble, either through direct operator input or viaa CODESYS
project functioning as a higher-level automated controller.
To configure variables which is exported to control system
in Simulink model, the two CODESYS project compo-
nents was added in the research.

The first component «Global variable list» (GVL) is
optional and creates the global variables to export in Sim-
ulink Model; local variables could be also exported. A
global variable list is used for the declaration, editing, and
display of global variables. The REAL type global varia-
bles Setwz, PL_OptimalModel, PL_ClassicModel were
added to the project developed in the study.

The second component «Symbol Configuration» is
necessary for this research and was used to create a list of
existed variables of the project and setup its access param-
eters, which was exported to the Simulink model editor
(Fig. 5). The work described was performed using a hew
version of the automation platform with the latest service
pack — CODESY'S 3.5 SP20 for providing symbols to an
OPC UA Server. To download necessary information to

the controller the Support OPC UA features ™ option was
applied. The following information is necessary for oper-
ating the OPC UA Server: base types of inherited function
blocks, contents of attributes that were assigned via com-
piler pragmas, and variable scopes
(VAR_INPUT, VAR_OUTPUT, VAR_IN_OUT).

"2 symbol Configuration x
N View - [ Build & Settings - Tools -
Changed symbol configuration will be transferred with the next download or online change

Symbols Access Rights ~ Maximal ~ Attribute  Type  Members ~ Comment

& Constants
* ExceptionFlags
= [lE GVL

7|# PL_ClassicModel » » REAL
/|# PL_OptimalModel " " REAL
7% Setwz » » REAL

@ ToConfig_Globals
& PLC_PRG

Fig. 5 — CODESYS Project Symbol Configuration

After «Symbol Configuration» had been added, the
corresponding variables were added in the Simulink model
by clicking the “Add” button in the OPC UA Read/Write
block and the appropriate variables under Device-
Set/CODESYSS Control Win V3 x64/Resources/Applaca-
tion/Global Vars/GVL node were selected (Fig. 6).

I Browse OPC UA Server Namespace

N: Seiected Nodes:
2:DeviceSet CODESYS Control Win V3 x64.Resq

Add Node >
Add Child Nodes

<< Remove Node

[ PL_ClassicModel
() PL_OptimalMade!
() setwz -

Fig. 6 — Variables selection in Simulink OPC UA Read/Write
block namespace browser

Figure 7 illustrates the Human-Machine Interface
(HMI) [11, 12] of the higher-level control system of this
study, built on the CODESYS automation platform. This
interface enables users to modify the desired propeller ro-
tation speed of the ship. Special feature of the designed
HMI is 'Donut Gauge' visual HTML5-based control ele-
ment to monitor current set speed, which is the extension
of the standard CODESY'S visualization library.

The ship's desired propeller rotation speed is sent to a
Simulink-based lower-level control system. Utilizing OPC
UA, the resulting control objective function values — rep-
resenting power loss under both classic and optimal control
— are retrieved. These values, converted to energy losses,
are then dynamically graphed in real time, allowing for the
observation of energy savings in the main power plant.

The experimental setup utilized in this research was
an Acer Aspire 5 laptop (Model: A515-44-R5QE) as the
central processing unit and data acquisition system. The
laptop specifications are as follows:

—Processor: AMD Ryzen 4500U @ 2.3-4.0GHz

—Memory: 8GB DDR4 RAM

— Storage: 256GB NVMe SSD

— Operating System: Windows 10 Pro

The AMD Ryzen 4500U processor provided suffi-
cient computational resources for data processing and anal-
ysis, while the 8GB of RAM allowed for efficient multi-
tasking. The NVMe SSD ensured fast data access and sys-
tem responsiveness. At this experimental setup, the distrib-
uted control system has low latency up to 20 ms. In the
conditions of scaling of the studied distributed control sys-
tem within the local network of the Ethernet TCP/IP 1Gbs
standard, the delay value estimate will be up to 25 ms,
which is acceptable for real-time systems. Monitoring of
the system developed in this study over a sufficient period
of time (more than 24 hours) revealed no problems in data
exchange between subsystems, which shows its sufficient
reliability.
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using OPC UA in real-time

Fig. 7 — The HMI interface for the upper-level control system, developed within the CODESYS automation environment

Conclusions

This research has successfully demonstrated the fea-
sibility and efficiency of integrating two different ship au-
tomated control systems through the implementation of
OPC UA. The findings confirm the assumption that OPC
UA provides a robust and standardized framework for
achieving seamless, real-time interoperability between het-
erogeneous automation platforms, a critical prerequisite for
the development of advanced distributed control systems
in maritime environments. Specifically, the study has
shown that:

1. The implementation of OPC UA facilitated the
consistent and low-latency exchange of critical operational
data between the integrated systems, ensuring synchro-
nized and responsive control actions. This is essential for
maintaining operational safety and efficiency in dynamic
maritime scenarios.

2. Enhanced System Interoperability: The adoption of
a platform-independent communication protocol like OPC
UA significantly reduced the complexities associated with
integrating systems from different vendors, thereby pro-
moting greater flexibility and scalability in maritime auto-
mation design.

3. The architecture developed in this research, lever-
aging OPC UA's inherent security and redundancy fea-
tures, contributes to the enhanced resilience of ship control
systems. This is vital for mitigating the risks associated
with system failures and ensuring uninterrupted operation
in demanding conditions.

4. The successful integration achieved in this study
lays a foundation for the implementation of more sophisti-
cated automation functionalities, such as predictive
maintenance, remote diagnostics, and autonomous naviga-
tion, which are increasingly relevant in the evolution of

fostering a more unified and interoperable ecosystem. Fu-
ture work should focus on exploring the scalability of this
approach for larger and more complex ship systems, as
well as investigating the integration of emerging technolo-
gies such as artificial intelligence and machine learning
within the OPC UA framework.
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IToauBoaa O.B.

Cmamms docnioxcye 3acmocysanns mexnonoeii OPC Unified Architecture (OPC UA) y po3pobyi po3nodinenux asmo-
mamuzoganux cucmem xepysanusi (ACK) na mopcokux cyonax. OPC UA € siokpumum cmanoapmom, wo 3abe3neuye
besneunull ma mMacuimabo8anuti 0OMIH OAHUMU MINC DISHOMAHIMHUMU NPOMUCTIOBUMU npucmposmu. Bnpoeadscennus
OPC UA 6 mopcokiil 2any3si 6I0KpU8ae HOGi MONCIUBOCHI OJis Onmumiszayii pobomu cyoen, nioguwyents Hadiunocmi ma
3menwuenns sumpam na oocayeogysanns. 3ae0sxu OPC UA mooicha 06'cOnamu 6 €0uny cucmemy pizui OamuuKu, UKo-
HABYI MEXAHIZMU, KOHMPOSIepYU MA THULl MEXHIYHI 3aco0u CyOHa, Wo 00380JISE 30upamu ma anaiizysamu Oani 6 peaib-
Homy uaci. Lle, 6 ceoio uepey, dae 3mocy 30ilicHIO8aMU OUCTNAHYIIHULL MOHIMOPUHE MA KePYBaHHs CYOHAMU, A MAKOIC
BUKOHYBAMU NPOAKMuUHe mexuiyne oocuyeosysanns. /lo ocnosnux nepesae suxopucmanna OPC UA 6 mopcokiil eanysi
BIOHOCAMb. MIDCHAAMPOPMHICMb. 3ab6e3neuye CyMICHICMb PI3HUX 6UPOOHUKIE 0OIAOHAHHS, Oe3neKa. HAOIUHUL 3aXUCT
OQHUX 3A605KU PIZHUM MEXAHIZMAM WUDPYEAHHS Ma aymeHmu@iKayii; Macumabosanicms: adanmayis 00 CUCIeM pi3-
HO20 pO3MIpYy ma CKAAOHOCMI,; iHme2payis: Cnpowye 00'€cOHaRHA PIBHUX CUCEM a8MOMAMU3ayil; HAOIHICMb. 2apaH-
mye besnepebiiiny pobomy 6 CKIAOHUX YMO8AX MOPCbKo20 cepedosuua. OOHum i3 kmouosux nepeeaz mexuonozii OPC
UA e ii 30amuicme 00 ingpopmayitino2o MooenioganHs, wo 0036015 CMEOPIOSAMYU CMAHOAPMUZ08AHT MOOei OaHUX 0A
onucy Qizuunux KoMnoHenmie ma npoyecisé Ha cyoui. Lle cnpowgye npoyec npoexmyganusi ma enposaodoicenns ACK, sme-
Hwyiouu puzux nomunox. Kpim mexniunux nepesae, OPC UA makooic mac exonomiuni nepegazu. 3a605Ku cnpoujeHHIo
inmeepayii ma obcuyeogyeanns cucmem, OPC UA mooice 3uusumu 3a2anviy 8apmicme 80a00iHHA OISl CYOHOOYOI8HUX
Komnawitl ma cyonosenachuxie. Kpim moeo, niosuwyrouu egpexmuenicmos ma Haoiinicms ekcnayamayii cyoen, OPC UA
cnpusie 30invuentio npubymrogocmi. Taxum wurnom, enposadsicenns mexuonoeii OPC UA 6 mopcwKitl eany3i € nepcnex-
MUBHUM HANPAMKOM PO3BUMKY, AKUU 00380JA€ NiOBUWUMU PigeHb asmomamu3ayii ma inmezpayii cucmem Ha CYOHAX,
3abe3nequmu be3neKy ma eqpeKmusHicmy iXHbolI eKxcniryamayii.

Knirouosi cnosa: OPC UA, po3noodineni asmomamuz08ani cucmemu Kepy8amnis, MOPCbKa 2a1y3b.
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